FEDERAL UNIVERSITY OF CEARA
TECHNOLOGY CENTER
DEPARTMENT OF ELECTRICAL ENGINEERING
GRADUATE PROGRAM IN ELECTRICAL ENGINEERING
DOCTORATE IN ELECTRICAL ENGINEERING

MARCELLO CARVALHO DOS REIS

INTEROPERABLE WEB PLATFORM BASED ON LARGE LANGUAGE MODELS
FOR MEDICAL DATA ANALYSIS

FORTALEZA
2024



MARCELLO CARVALHO DOS REIS

INTEROPERABLE WEB PLATFORM BASED ON LARGE LANGUAGE MODELS FOR
MEDICAL DATA ANALYSIS

Thesis presented to the Graduate Program in
Electrical Engineering of the Technology Center
at the Federal University of Ceard, as a partial
requirement for obtaining the title of Doctor in
Electrical Engineering. Area of Concentration:
Electrical Engineering.

Advisor: Prof. Dr. Victor Hugo Costa de
Albuquerque.

FORTALEZA
2024



Dados Internacionais de Catal ogag&o na Publicacéo
Universidade Federal do Ceara
Sistema de Bibliotecas
Gerada automaticamente pelo médulo Catal og, mediante os dados fornecidos pelo(a) autor(a)

R311i Reis, Marcello Carvalho dos.
Interoperable web plataform based on large language models for medicals data analasys/ Marcello

Carvaho dos Reis. —2024.
82f. :il. color.

Tese (doutorado) — Universidade Federal do Ceara, Centro de Tecnologia, Programa de Pés-Graduagéo
em Engenharia Elétrica, Fortaleza, 2024.
Orientagdo: Prof. Dr. Victor Hugo Costa de Albuquerque.

1. Interoperability. 2. Artificial Intelligence. 3. FHIR Standard. 4. Medical Data Integration. 5. Load

Testing. |. Titulo.
CDD 621.3




MARCELLO CARVALHO DOS REIS

INTEROPERABLE WEB PLATFORM BASED ON LARGE LANGUAGE MODELS FOR
MEDICAL DATA ANALYSIS

Thesis presented to the Graduate Program
in Electrical Engineering of the Technology
Center at the Federal University of Ceard, as
a partial requirement for obtaining the title
of Doctor in Electrical Engineering. Area of
Concentration: Electrical Engineering.

Approved on: 13/12/2024.

EXAMINING COMMITTEE

Prof. Dr. Victor Hugo Costa de
Albuquerque (Advisor)
Universidade Federal do Ceara (UFC)

Prof. Dr. Bruno Riccelli dos Santos Silva
Universidade Federal do Ceara (UFC)

Prof. Dr. Placido Rogério Pinheiro
Universidade de Fortaleza (UNIFOR)

Prof. Dr. Renato William Rodrigues de Souza
Instituto Federal de Educacéo, Ciéncia e
Tecnologia do Ceara (IFCE)

Francisco Nauber Bernardo Gois
Controladoria Geral do Estado - Examinador Externo a Instituicdo



To my parents, Heloisa and José Luiz, for their
unwavering faith in me and for investing in every
step of this journey. Rafaelly, your presence was
my source of security and the certainty that |

was never alone on this path.



ACKNOWLEDGEMENTS

Completing this doctorate represents the realization of a dream, and this moment
was made possible only thanks to the support and contribution of essential people in my life. To
all of them, | express my deepest gratitude.

To my parents, who have always encouraged me to follow my dreams and have been
my greatest examples of perseverance and integrity. Wherever they may be, know that without
your love and dedication, this moment would not have come to fruition. My eternal thanks.

To my life partner, Rafaelly Rios, for her patience, resilience, and for being my
constant inspiration. Your strength makes me believe even more that, with Education and
Innovation, we can truly transform the world. Thank you for being by my side at every stage of
this journey.

To my academic partner and sister, Patricia Reis, for her constant encouragement
and for helping me see the potential we can achieve together. Our partnership and friendship
were key in pushing me to always bring out the best in myself.

To my advisor, Victor Hugo, for his guidance, patience, and trust in me. Your advice
was crucial to my academic and professional development, and | am grateful for your generosity

in sharing knowledge and wisdom throughout this journey.



ABSTRACT

This Thesis presents an interoperable web platform for managing medical data, prioritizing
security and integration of information from multiple sources using FHIR (Fast Healthcare
Interoperability Resources). The objective is to optimize medical record analysis with artificial
intelligence (Al) and machine learning, offering automatic alerts and preventive recommenda-
tions while complying with the General Data Protection Law (LGPD). The platform facilitates
efficient sharing of data among hospitals, clinics, remote devices, and healthcare systems,
improving diagnostic and treatment accuracy. The methodology involved creating a secure,
LGPD-compliant web platform, the integration of data through FHIR to ensure interoperability.
Al algorithms analyze medical data, generate alerts, and provide personalized recommendations.
Performance was assessed in controlled and stress tests, focusing on scalability and security.
Results highlighted promising performance of the Retrieve Augmentation Generation (RAG)
technique with BAAI/bge-small-en embedding models. Metrics such as BertF1, BertP, and
BertR ranged from 0.389 to 0.538, averaging 0.43, indicating moderate consistency. The average
Bleu score was 0.442, reflecting diverse response quality, while Rouge metrics averaged 0.326,
indicating lower precision. Performance with Chest X-rays and MedQA datasets showed better
results with Chest X-rays, achieving higher scores but higher perplexity (3.635e4), indicating
challenges in generating clinical text. MedQA showed greater response diversity (0.807) but
lower precision. In qualitative analysis, Chest X-rays demonstrated higher semantic similarity
(mean 0.767) compared to MedQA (mean 0.754). During load testing, the platform remained
stable as user numbers increased, but response times grew under stress, suggesting bottlenecks in
high-demand scenarios. In conclusion, the platform is a promising tool for integrating medical
data and supporting clinical decisions. The FHIR standard ensured interoperability, while Al
effectively analyzed records and issued alerts. Adjustments are needed in response times under
heavy loads and improvements in infrastructure and mobile experience to encourage greater

patient adoption.

Palavras-chave: Interoperability; Artificial Intelligence; FHIR Standard; Medical Data Integra-

tion; Load Testing



ABSTRACT

Esta tese apresenta uma plataforma web interoperavel para gestdo de dados medicos, prior-
izando seguranca e integracdo de informacdes de diversas fontes, utilizando o padrdo FHIR (Fast
Healthcare Interoperability Resources). O objetivo é otimizar a anélise de prontuarios meédicos
com inteligéncia artificial (1A) e aprendizado de maquina, oferecendo alertas automaticos e
recomendacdes preventivas, em conformidade com a Lei Geral de Protecdo de Dados (LGPD). A
plataforma promove o compartilhamento eficiente de dados entre hospitais, clinicas, dispositivos
remotos e sistemas de satde, melhorando a precisdo no diagndéstico e tratamento. A metodologia
envolveu a criacdo de uma plataforma web segura e compativel com a LGPD, integrando dados
por meio do FHIR para garantir interoperabilidade. Algoritmos de IA analisam dados médicos,
geram alertas e fornecem recomendacdes personalizadas. O desempenho foi avaliado em testes
controlados e de estresse, com foco na escalabilidade e seguranca. Os resultados destacaram
o desempenho promissor da técnica Retrieve Augmentation Generation (RAG) com modelos
de embedding BAAI/bge-small-en. Métricas como BertF1, BertP e BertR variaram de 0,389 a
0,538, com média de 0,43, indicando consisténcia moderada. A média do score Bleu foi 0,442,
refletindo diversidade na qualidade das respostas, enquanto as métricas Rouge apresentaram
média de 0,326, indicando menor precisdo. No desempenho com os conjuntos Chest X-rays
e MedQA, Chest X-rays obteve scores mais altos, mas maior perplexidade (3,635e4), eviden-
ciando desafios na geracéo de textos clinicos. MedQA mostrou maior diversidade de respostas
(0,807), mas menor precisdo. Na analise qualitativa, Chest X-rays apresentou maior similaridade
semantica (média 0,767) em comparacdo a MedQA (média 0,754). Nos testes de carga, a
plataforma manteve estabilidade com aumento de usuarios, mas o tempo de resposta cresceu sob
estresse, indicando gargalos em cenarios de alta demanda. Conclui-se que a plataforma é uma
ferramenta promissora para integrar dados médicos e apoiar decisdes clinicas. O padrdao FHIR
garantiu interoperabilidade, enquanto a IA foi eficaz na analise de registros e emissao de alertas.
S&0 necessarios ajustes em tempos de resposta sob alta carga e melhorias na infraestrutura e

experiéncia movel para maior adesdo de pacientes.

Palavras-chave: Interoperabilidade; Inteligéncia Artificial, Padrdo FHIR; Integracdo de Dados

Médicos; Teste de Carga.
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1 INTRODUCTION

The storage, management, and sharing of health information represent complex
challenges in the current healthcare landscape (CHUKWU; GARG, 2020; GHUGARE et al.,
2024; CHEN et al., 2024). As medical care is provided across various institutions, including
hospitals, diagnostic clinics, laboratories, and doctor’s offices, a single patient’s information is
often recorded and stored in different information systems (VARDHAN et al., 2024). In many
cases, these systems are not interoperable, which hinders the efficient retrieval and sharing of
data (LIU et al., 2021).

The absence of a universal electronic health record prevents healthcare professionals
from quickly accessing critical patient information during care, which can compromise diagnosis
and treatment, especially in emergency situations (CHENG et al., 2022). Limited access
to a complete medical history remains a significant barrier, even in a scenario where digital
technologies could potentially facilitate the collection of essential information for more effective
diagnosis and treatment (FANG et al., 2022).

Recent research has focused on solutions to mitigate the limitations faced in con-
nected healthcare. For example, Zhou et al. (ZHOU et al., 2024) investigated the management of
health equipment in Computed Tomography (CT) through a remote self-care network integrated
with the Internet of Things (1oT). This study stood out for its application of Artificial Intelli-
gence (Al) to predict failures in medical equipment, aiming to reduce downtime and improve
maintenance. Other works, such as those by (LIU et al., 2024b; WU et al., 2024; MCPEAK
et al., 2024; PAN et al., 2024), explored the analysis of large volumes of textual data and the
use of data mining to identify patterns in online medical records, improving disease detection.
These studies demonstrated the potential of models based on large transformers, such as Large
Language Model (LLM), and integration with knowledge graphs to enhance diagnostic accuracy
and efficiency.

Data security in the storage and management of health information is a critical
issue. Works such as (AGARWAL; PAL, 2024; MAMTA et al., 2024; KUMAR et al., 2024;
AL-NBHANY et al., 2024; KALA; PRIYA, 2024; ALIJOYO et al., 2024) have proposed
solutions using blockchain and fog computing to create sharing and storage systems on health
loT devices, promoting greater protection against unauthorized access and balancing privacy with
data availability for research. These approaches enhance scalability, security, and computational

efficiency in digital health systems, especially in hospital and telemedicine environments where
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the protection of sensitive data is crucial.

Other studies highlighted solutions for the secure sharing of medical data, using
different technologies, such as blockchain, access control based on ontologies, and deep learning.
Liuetal. (LIU et al., 2024a) proposed a distributed security model emphasizing scalability and
data privacy. Alijoyo et al. (ALIJOYO et al., 2024) explored secure sharing algorithms based on
Ethereum Blockchain 2.0 and elliptic curve cryptography. Nakajima et al. (NAKAJIMA et al.,
2024) addressed the challenges of real-time sharing during the COVID-19 pandemic, highlighting
the importance of zero-trust networks. Renuka and Guruprakash (RENUKA; GURUPRAKASH,
2024) proposed an access control model based on ontologies and encryption with the enhanced
BB84 protocol, while Deepthika et al. (DEEPTHIKA et al., 2024) integrated blockchain and
Long Short-Term Memory (LSTM) networks to ensure privacy and security in data consent
and sharing. These works illustrate how the combination of these technologies can offer robust
solutions for the security of medical data.

Despite technological advances, patients’ access to their own health information
remains fragmented and limited. The creation of an efficient, secure, and user-friendly web
platform is essential to centralize this data and provide patients with more integrated and
accessible control over their health. Such a solution would not only facilitate the monitoring
of diagnoses and treatments but also encourage patient autonomy and active participation in
managing their own well-being.

Therefore, this research aims to analyze the feasibility of developing a web platform
for processing medical data that centralizes, stores, and shares health information from various
sources on demand. The proposal includes the use of artificial intelligence and machine learning
technologies for the automated analysis of medical records, pattern identification, and issuing
alerts in critical situations. Additionally, the platform may provide personalized preventive
medicine content based on collected data. It will integrate data entered by patients themselves,
validated by a technical team, and information from partner systems through Application Pro-
gramming Interfaces (APIs) and connected medical devices.

To ensure the effectiveness and security of the solution, interoperability standards
such as Fast Healthcare Interoperability Resources (FHIR) (POPE et al., 2023) will be adopted,
facilitating integration with other health systems. Data storage and management will be per-
formed in cloud environments using advanced cybersecurity technologies, encryption, and

compliance with regulations such as General Data Protection Law (LGPD) and General Data
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Protection Regulation (GDPR), ensuring privacy and protection of patient data.

The proposed platform aims to offer patients an integrated tool that allows easy and
centralized access to their health information, in addition to the secure and efficient sharing
of these data with healthcare professionals. This initiative reflects a vision of a more agile,
accessible, and preventive healthcare system, where the patient is empowered to manage their

health with the support of advanced technologies and smart data.

1.1 Research Questions

This research seeks to analyze and reflect on the following research questions:

— What are effective strategies to ensure interoperability between different health systems
using standards such as FHIR, enabling the efficient sharing of medical data between
hospitals, clinics, and remote monitoring devices?

— How can Al and machine learning be applied to optimize the analysis of medical records,
generate automatic alerts in critical situations, and contribute to providing preventive
health recommendations?

— What are the best practices for developing an accessible and intuitive user interface that

allows patients to securely and efficiently manage and share their health data?

1.2 Objectives
1.2.1 General Objective

Develop an interoperable web platform that centralizes, stores, and shares health
information securely, integrating data from various sources and offering support for medical

diagnosis and treatment through Al and machine learning, in compliance with LGPD.

1.2.2  Specific Objectives

— Ensure interoperability between different health systems using standards like FHIR, to
facilitate data sharing between hospitals, clinics, laboratories, and remote monitoring
devices.

— Ensure compliance with LGPD, ensuring that the processing of sensitive personal data

follows the principles of consent, security, and transparency, respecting patients’ rights to
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their information.

— Implement Al and machine learning to analyze medical records and issue alerts in critical
situations, as well as provide personalized preventive medicine recommendations.

— Develop an accessible and intuitive interface that allows patients full control over their data,
facilitating the secure sharing of information with healthcare professionals and authorized

third parties.

1.3 Contributions

This research makes significant contributions to the computational field, particu-
larly regarding system integration, promoting interoperability between different platforms, and
adopting standards like FHIR. These advancements are crucial for the progress of computing in
healthcare, enabling scalable and more secure solutions. Furthermore, the use of Al and machine

learning, enabling the real-time automatic analysis of large volumes of medical data, opens
new opportunities for computational innovations. This results in the optimization of complex
information processing and the development of new algorithms tailored to the healthcare sector.
From the user’s perspective, the contribution lies in providing centralized and sim-
plified access to their health data. The proposal of an integrated platform guarantees patients
direct and easy control over their information, also enabling the secure and efficient sharing of
these data with healthcare professionals. Moreover, security and privacy, aligned with LGPD
compliance, ensure that patients’ personal information is protected and will be used ethically
with proper consent.
For healthcare professionals, the highlight is quick and consolidated access to patient
health histories. The platform facilitates obtaining a complete medical history, improving
diagnostic accuracy and the choice of appropriate treatments. More importantly, integration
with Al and machine learning provides real-time insights and alerts regarding critical conditions,
enhancing clinical decision-making and speeding up medical response in emergency situations.
Finally, for healthcare companies, operational efficiency is enhanced through the
integration of different systems and data sources into a single platform. This optimizes internal
processes and reduces the time needed for data collection and analysis. Compliance with LGPD
not only mitigates legal risks but also strengthens public trust in the digital solutions offered.
Companies adopting cutting-edge technologies for managing medical data position themselves

competitively in the market, offering more efficient and secure services while contributing
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to the development of a cloud infrastructure that enables interoperability among various web
applications focused on healthcare. The focus will be on creating a robust authentication protocol

for 10T applications and user interfaces.

1.4 Organization

In Chapter 1, Introduction, we will present the context and relevance of creating an
interoperable platform, highlighting the limitations of current systems such as data fragmentation
and the lack of patient information access. The importance of applying Al in data analysis and
ensuring compliance with LGPD will also be discussed. The objectives and research questions,
such as ensuring interoperability and LGPD compliance, will be outlined to guide the study’s
development.

In Chapter 2, Literature Review, we will explore previous works and relevant theories
on interoperability, Al in healthcare, and data privacy. Standards such as FHIR, applications of
Al in medical diagnosis, and the impacts of LGPD on managing sensitive data will be discussed,
offering theoretical and practical foundations for the research.

In Chapter 3, Methodology, we will explain how the platform will be developed,
detailing the selection of technologies and interoperability standards adopted, such as FHIR. The
integration of systems and the Al algorithms to be employed will also be described. Additionally,
this chapter will address the security measures implemented to ensure compliance with the
General Data Protection Law (LGPD), including the use of encryption and other protective
technologies, guaranteeing that patients retain control over their data.

In Chapter 4, Discussion of Expected Results, we will analyze the anticipated contri-
butions of the research, such as technological innovations in the interoperability of healthcare
systems and the use of Al to enhance diagnostic accuracy. For patients, centralized and secure
access to their data is expected, while healthcare professionals will benefit from real-time in-
formation and decision-making support. For healthcare companies, expected outcomes include
reduced operational costs and compliance with LGPD regulations.

Finally, in Chapter 5, Conclusion, we will summarize the platform’s main contribu-
tions, emphasizing its technological innovation and benefits for the healthcare system. Research
limitations and challenges, such as implementation costs and adapting existing systems, will also
be discussed. Recommendations for future studies, including expanded use of Al and machine

learning, will be presented, suggesting directions for continuous research advancement.



18

2 LITERATURE REVIEW

2.1 Healthcare Market

The aging population, the shortage of qualified healthcare professionals, and rising
costs present substantial challenges for healthcare systems worldwide (MCGRATH; CHASLER,
2024). The growing demand for medical assistance due to the aging population increases pressure
on medical resources, especially in high-income countries, which creates additional pressure on
already overwhelmed healthcare infrastructures due to rising costs and demand for specialized
care. Furthermore, the financial burden of long-term care is shifting to personal savings and
pension funds, further complicating access to healthcare for older individuals (MCGRATH,;
CHASLER, 2024; ROESLER et al., 2024a).

At the same time, digital innovations in healthcare, such as wearable devices, big
data, and Al, are transforming the way healthcare is delivered, enhancing efficiency and per-
sonalization, and offering some relief by improving care delivery (Nucleo de Informacéo e
Coordenagéo do Ponto BR, 2024). However, this vast and complex global healthcare market
encompasses medical services, pharmaceuticals, healthcare equipment, insurance, and technolo-
gies targeted at the sector (ROESLER et al., 2024a). It is important to note that many countries
adopt mixed models, where public and private healthcare systems coexist, with regulations and
attempts at interoperability that vary by country, depending on the adopted health policy.

In Brazil, specifically, the healthcare market is characterized by the coexistence of
two systems: the public and universal Unified Health System (UHS) (Ministério da Salude do
Brasil, 2024) and the supplementary healthcare sector, consisting of private health plans (Nucleo
de Informacdo e Coordenacdo do Ponto BR, 2024).

UHS, established by the Federal Constitution of 1988 and regulated by Laws No.
8.080/1990 and 8.142/1990 (Ministério da Saude do Brasil, 2024), is based on the principles of
universality, comprehensiveness, and equity, with the goal of ensuring that all Brazilian citizens
have access to free healthcare. On the other hand, the private sector covers approximately 25%
of the Brazilian population, using private health plans and insurance, regulated by National Sup-
plementary Health Agency (NSHA) and Private Insurance Superintendence (P1S) (MCGRATH,;
CHASLER, 2024).

Although UHS faces challenges such as underfunding and long waiting lists, there

IS increasing adoption of telemedicine technologies and electronic health records (MAHADIK
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et al., 2024). The quality of healthcare services in Brazil varies by region, with major urban
centers offering better services compared to rural and poorer areas (Nucleo de Informacao
e Coordenagéo do Ponto BR, 2024). The private sector, in turn, heavily invests in top-tier
hospitals and diagnostic technologies. To regulate the supplementary healthcare sector in Brazil,
NSHA was created by Law No. 9.961/2000, which includes private health plans (Agéncia
Nacional de Saude Suplementar (ANS), 2024). Its role is to ensure the financial balance of
health plan operators, guarantee the quality of services provided, and protect consumer rights,
particularly defining standards for Data Exchange in Supplementary Healthcare to attempt to
ensure interoperability between service providers, health plan operators, and NSHA itself. To
this end, standards such as Supplementary Health Information Exchange (SHIE) and Unified

Terminology of Supplementary Health (UTSH) were developed (SARACCO et al., 2020).

2.2 Interoperability in Healthcare

Health data interoperability refers to the ability of different healthcare systems,
devices, and applications to exchange, interpret, and use information in an integrated and
efficient manner (MEYER; WILSON, 2023; PATEL; KIM, 2023). This is crucial to ensure that
data generated in one healthcare system can be accessed, understood, and used in another, without
the need for manual intervention or format conversion (SANTOS; ZHAO, 2024; NGUYEN;
ALl 2024).

Health data interoperability consists of three types: First, Technical Interoperability,
which is the ability of different systems to exchange data through common standards, such as
communication protocols and data formats, for example, Health Level Seven (HL7), FHIR,
and Digital Imaging and Communications in Medicine (DICOM) (KUMAR; SMITH, 2024;
MEYER; WILSON, 2023). This allows data to be sent and received between healthcare systems;
Second, Semantic Interoperability, which ensures that the exchanged information is interpreted in
the same way by all systems. This requires the use of standardized terminologies and taxonomies,
such as Systematized Nomenclature of Medicine — Clinical Terms (SNOMED CT) and Logical
Observation ldentifiers Names and Codes (LOINC) (PATEL; KIM, 2023; SANTOS; ZHAO,
2024), so that health data have the same meaning across different systems; Lastly, Organiza-
tional Interoperability, which involves collaboration between different healthcare organizations,
ensuring that policies, standards, and procedures are aligned so that data exchange, for example,

SHIE and UTSH, happens smoothly, respecting privacy and security norms (NGUYEN; AL,
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2024; KUMAR; SMITH, 2024).

2.2.1 Health Level Seven International

HL7 is an organization dedicated to developing standards for the exchange, in-
tegration, sharing, and retrieval of electronic health information (CHEN; GARCIA, 2024;
MARTINEZ; ALI, 2024). These standards are widely used to ensure that different healthcare
information systems can communicate effectively, promoting interoperability among hospitals,
clinics, laboratories, and other healthcare providers (KUMAR; SMITH, 2024).

The standardized framework provided by HL7 enables the exchange of clinical and
administrative data, reducing ambiguities and improving accuracy in communication between
systems (MARTINEZ; ALI, 2024). The HL7 standards facilitate the integration of various
healthcare information systems, such as Electronic Health Records (EHRS), laboratory systems,
applications, and APIs (CHEN; GARCIA, 2024).

HL?7 facilitates interoperability both at the syntactic level (how the data is formatted)
and at the semantic level (what the data means), ensuring that systems understand the exchanged
information consistently (KUMAR; SMITH, 2024). Through this effective exchange of informa-
tion, HL7 standards contribute to better care coordination and more informed clinical decisions
(CHEN; GARCIA, 2024; MARTINEZ; ALI, 2024).

2.2.2 Fast Healthcare Interoperability Resources

FHIR is a standard developed by HL7 that establishes a standardized way to represent
and exchange health information (NGUYEN; LEE, 2023; CHEN; GARCIA, 2024). By using
modern web technologies such as RESTful APIs, JSON, and XML, FHIR facilitates interoper-
ability between healthcare information systems, allowing different applications to communicate
efficiently and quickly (MARTINEZ; ALI, 2024).

By enabling the fast and secure exchange of information, FHIR promotes continuity
of care and improves communication between healthcare providers (KUMAR; SMITH, 2024).
With its modular approach, it allows the integration of various systems, such as EHRs, laboratory
systems, and telemedicine applications. Additionally, the use of APIs and modern data formats
makes it easier to implement new healthcare solutions, such as mobile apps and real-time data
analytics tools (CHEN; GARCIA, 2024). Structured data via FHIR can also be applied in clinical

research, aiding in generating insights and improvements in medical practice (NGUYEN; LEE,
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2023).

2.2.3 Digital Imaging and Communications in Medicine

DICOM is an international standard that defines the exchange, storage, and pre-
sentation of medical images and related information. This standard is crucial for ensuring
interoperability between different devices and healthcare information systems, especially in areas
such as radiology, cardiology, and other specialties that use medical imaging (PATEL; KIM,
2023).

DICOM provides a standardized format for medical images, such as X-rays and
MRIs, allowing different devices and software to interpret and display these images consistently.
This standardization enables healthcare institutions to share images and reports efficiently,
improving continuity of care and collaboration among professionals (SMITH; LEE, 2023).

Moreover, DICOM facilitates the integration of medical imaging systems with EHRSs,
providing access to complete patient information. Medical images encoded in DICOM can be
used in research and clinical analysis, enabling the development of machine learning algorithms
for diagnoses (CHEN; GARCIA, 2024; MARTINEZ; ALI, 2024). The interoperability provided
by DICOM improves the efficiency of clinical workflows and reduces the risk of errors related to
data exchange (NGUYEN; ALI, 2024; WANG; AL, 2024).

2.2.4 Systematized Nomenclature of Medicine — Clinical Terms

SNOMED CT is a comprehensive coding system that provides a standardized lan-
guage for representing clinical concepts in electronic health records. It allows clinical data to be
accurately and consistently coded, facilitating communication between healthcare professionals,
information systems, and institutions (MEYER; LUTZ, 2021; SANTOS; OLIVEIRA, 2022).

The main contributions of SNOMED CT to health data interoperability come through
standardizing terminology and codes, ensuring consistency and quality in the description of
diagnoses, procedures, and health conditions, which reduces ambiguities (SMITH; LEE, 2023;
KIM; PARK, 2024). The use of SNOMED CT enables the integration of data from different
sources, such as hospitals, clinics, and laboratories, facilitating large-scale data analysis. Finally,
data coded with SNOMED CT can be used in clinical research, epidemiological studies, and
public health analysis, providing insights into trends and patterns (SANTOS; OLIVEIRA, 2022;
SMITH; LEE, 2023).
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2.2.5 Logical Observation Identifiers Names and Codes

LOINC is a standardized coding system that enables the identification and exchange
of information on laboratory, clinical, and other healthcare observations (PATEL; KIM, 2023;
MARTINEZ; ALI, 2024). This system ensures that health data can be consistently represented,
regardless of the healthcare institution or information system used.

LOINC codes cover a wide range of clinical and laboratory tests, measurements,
and observations, such as blood pressure readings, cholesterol levels, and radiology reports
(CHEN; GARCIA, 2024; PATEL; KIM, 2023). This allows healthcare providers to exchange
data about patients’ medical conditions in a standardized format, reducing errors and improving
the accuracy of diagnoses and treatment decisions (SMITH; LEE, 2023; MARTINEZ; ALI,
2024).

2.3 Artificial Intelligence and LLM

Conceptually, LLM is a deep learning model architecture composed of an extremely
large number of parameters, often in the billions or even trillions. These models are trained on
pre-training tasks such as Masked Language Modeling (MLM) and Auto-Regressive Prediction
(ARP) (BASILE etal., 2024). These models are fed massive corpora of text to capture linguistic,
semantic, and syntactic patterns (AL., 2024).

The LLM must be able to capture complex semantic relationships and syntactic
dependencies in sentences and large texts. This includes the ability to understand anaphoras and
linguistic ambiguity, such as pronoun resolution (ROESLER et al., 2024b). The model uses its
internal mechanisms to encode the contextual meanings of tokens in a nonlinear way, allowing it
to understand not only the literal meaning of words but also their implicit meanings, metaphors,
and other high-level linguistic aspects.

The ability to generate fluent and coherent text that mimics the structure and fluency
of human language is one of the central metrics for evaluating the quality of an LLM (BASILE
etal., 2024). Text generation involves the probabilistic selection of the most appropriate tokens,
ensuring not only grammatical correctness but also contextual relevance. This is achieved through
the probabilistic modeling of hidden Markov chains within the model’s latent space, where
transition probabilities between tokens are adjusted by the context and semantic relationships

learned during pre-training.
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Highly effective LLMs are trained on a wide range of topics and domains, enabling
them to maintain sophisticated contextual awareness in knowledge-intensive areas such as
medicine, law, and science (AL., 2024). This requires the use of specialized datasets to adapt
the model to technical fields. The ability to adjust the generated text to be coherent and relevant
in very specific contexts, maintaining terminological and factual rigor, is achieved through
techniques such as supervised fine-tuning and supervised instruction.

The ability to follow instructions efficiently and accurately, an increasingly desired
feature in LLMs, is obtained through methods such as Reinforcement Learning with Human
Feedback (RLHF) (ROESLER et al., 2024b). During this process, the model is refined based
on human interactions, learning to align its output with the specific intentions and directions
provided by human users. This makes LLMs effective in tasks involving problem-solving,
decision-making, and executing complex instructions, particularly useful in customer support,
assisted programming, and other industrial applications.

LLMs, with their advanced ability to understand, generate, and interpret natural
language, have a broad range of applications in the healthcare sector. Due to their ability to
handle large volumes of textual data and complex contexts, these models are being implemented
in various areas of healthcare to improve care, clinical decision-making, and research (BASILE
et al., 2024).

For example, in Clinical Decision Support, LLMs can act as Clinical Decision
Support Systems (Clinical Decision Support System (CDSS)), assisting doctors and other
healthcare professionals in making more informed decisions, such as text-based diagnosis,
treatment suggestions based on clinical guidelines, medical literature, and patient history, and
predicting clinical outcomes, as LLMs can process large volumes of data to predict clinical
outcomes based on historical patterns, such as the risk of postoperative complications or the
probability of hospital readmission (AL., 2024; PAN et al., 2024).

Another application of LLMs is in the role of Virtual Assistants for Patients and
Professionals, as they can be used to create intelligent virtual assistants that interact with
patients and healthcare professionals (ROESLER et al., 2024b). An important application is in
managing health data, where in the Analysis of Electronic Health Records and Natural Language
Processing (NLP), LLMs play a crucial role in extracting information from Electronic Health
Records (EHRs), which contain vast amounts of unstructured textual data. For example, in

automatic coding, LLMs can perform the automated coding of diagnoses and medical procedures
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Figure 1 — Example of architecture for disease identification.
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from clinical notes, facilitating the generation of classification codes such as International
Classification of Diseases (ICD-10) and Current Procedural Terminology (CPT), which are
essential for billing and reporting (BASILE et al., 2024). Additionally, in detecting adverse
events and clinical alerts: by processing admission notes and exam reports, LLMs can identify
early signs of complications or adverse events, such as dangerous drug interactions, and issue
alerts to the medical team. Another key point is in summarizing medical records: language
models can generate concise summaries of complex electronic health records, highlighting the
most relevant points for healthcare professionals during consultations, optimizing time, and
facilitating decision-making (AL., 2024).

Still, in data handling, LLMs are important in Automatic Documentation and Writ-
ing of Clinical Reports, where they are effective in automating medical reports and clinical
documentation, helping to relieve the workload of healthcare professionals and improving the
accuracy of documentation. Using another type of file, such as DICOM, we can see its use in
automatically generating image reports: LLMs can transform the analysis of medical images,
such as X-rays or MRIs, into structured reports, assisting radiologists in quick and accurate
documentation. Finally, in transcribing and summarizing medical consultations: using LLMSs,
it is possible to automatically generate transcriptions of medical consultations and summarize
them into clinical notes, integrating this information directly into the electronic health record.
This reduces the time doctors spend on administrative tasks and allows more focus on the patient
(ROESLER et al., 2024b).
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2.4 LGPD and Health Data Protection in Brazil

LGPD is particularly relevant in the healthcare sector, where the processing of
sensitive personal data is frequent and critical (Brasil, 2018). Protecting this information is

essential to ensure patient privacy and trust in healthcare institutions.

2.4.1 Compliance Requirements and Informed Consent

Informed consent is a central aspect of LGPD, especially in the context of health data
((ANPD), 2021a). In 2023 and 2024, hospitals and clinics must ensure that information about
data collection, such as medical histories, exam results, and treatment information, is clearly
explained, including how this information will be used, such as for clinical research or scheduling
appointments (Brasil. Conselho Federal de Medicina, 2018); also, regarding consent for sharing,
informing and obtaining agreement when data is shared with laboratories or other entities for
research or treatment purposes, the consent must be explicit, ensuring that the patient is aware
of and agrees with this use. For this purpose, National Data Protection Authority (ANPD) has
been closely monitoring consent practices, highlighting cases where lack of clarity resulted in
penalties ((ANPD), 2021b).

2.4.2 Security of Sensitive Personal Data

Health data is highly sensitive and requires stringent security measures (LEME;
BLANK, 2020). For example, a healthcare device might implement encryption systems to
protect patient information stored in electronic records. The use of multifactor authentication
is another recommended practice to ensure that only authorized professionals have access to
this data. In case of a breach, it is essential to have incident response plans that include clear
protocols for notifying patients in the event of data leaks, in compliance with LGPD requirements
(Brasil. Conselho Nacional de Saude, 2012). These practices help prevent cyberattacks, which
have become more frequent in the healthcare sector, with data being targeted by ransomware and

other types of attacks.

2.4.3 Impact of LGPD on the Development of Digital Solutions

The impact of LGPD directly reflects on the development of digital solutions in

healthcare, such as health apps. When developing health monitoring apps, such as those collecting
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data on eating habits or chronic conditions, companies must incorporate data protection features
from the start, such as clear notices about data collection and consent options (ZAGANELLI;
FILHO, 2023). Additionally, telemedicine platforms must ensure that patient data, such as
diagnoses and prescriptions, are handled in accordance with LGPD. This includes using secure
systems that ensure confidentiality of consultations. Compliance with LGPD not only helps
protect patient data but also becomes a competitive differentiator, as it increases user trust in
using these technologies.

LGPD imposes a regulatory framework that requires healthcare institutions to not
only ensure legal compliance but also uphold a strong ethical stance in data handling. Imple-
menting practices that respect patient data privacy and security not only protects patients’ rights
but also strengthens the integrity of healthcare institutions in an increasingly digital landscape
(NETO et al., 2023).

2.5 Applications of Language Models in Healthcare: Advances and Limitations

The use of Large Language Models (LLMs) has been increasingly integrated into
various fields, bringing innovation and enhancement to how complex tasks are performed. In the
healthcare sector, these models have stood out particularly in tasks such as diagnosis, triage, and
clinical support. For example, a comprehensive evaluation conducted by Jahan et al. analyzed
the effectiveness of LLMs, such as ChatGPT, PaLM, and LLaMA, in biomedical contexts.
The results indicate that these models have demonstrated robust performance in processing
medical texts, with significant potential to contribute to diagnostics and clinical care optimization
(JAHAN et al., 2024).

Moreover, the adaptation of LLMs for specific clinical needs has been a major
research focus. In a study focused on mental health, Taylor et al. developed LLMs tailored
for digital triage, an application that can significantly enhance the personalization of care. By
considering the particularities of each patient, these models help improve diagnostic accuracy
and efficiency, ensuring a more individualized approach to care (TAYLOR et al., 2024). A
similar application of LLMs in medical diagnosis was explored by Song et al., who created
PneumoL LM, a model specialized in diagnosing pneumoconiosis. Besides being a valuable
tool for physicians, this model also enhances the accuracy of respiratory disease diagnoses from
medical images (SONG et al., 2024).

The potential of LLMSs extends beyond clinical diagnosis, encompassing care man-



27

agement and complex data analysis. An innovative study by Chien et al. demonstrated how
LLMs can be used to identify overburdened informal caregivers in long-term care settings. The
combination of these technologies with attention visualization techniques provides clearer in-
sights into workload patterns, contributing to more efficient human resource management in this
sector (CHIEN et al., 2024). In ophthalmology, Xue et al. developed Xiaoqing, an LLM-based
question-and-answer system specialized in glaucoma diagnosis. This system not only improves
patient and healthcare professional education but also serves as a support tool for clarifying
clinical doubts (XUE et al., 2024).

In parallel with these innovations in conventional healthcare, traditional medicine is
also benefiting from LLM applications. Tan et al. fine-tuned a dialogue model for consultations
on traditional Chinese medicine, creating MedChatZH. This model exemplifies the flexibility of
LLMs in various cultural and medical contexts, expanding their application possibilities (TAN et
al., 2024). The versatility of LLMs was also highlighted by Wu et al., who combined LLMs with
Transformers in a hybrid system for medical diagnosis. By integrating fuzzy models and context
selectors, this system improved diagnostic accuracy in hospital settings, making the process
more reliable (WU et al., 2024).

Another significant advancement in the LLM field is the ability to handle incomplete
data and human emotions. Zhang et al. proposed a multi-teacher knowledge distillation technique
for emotion recognition, using LLMs to manage uncertainty and data scarcity in emotional health
contexts. This application shows how LLMs can be used to enhance emotional intelligence in
healthcare and patient support systems (ZHANG et al., 2024). Additionally, the application of
LLMs in fields outside healthcare is also expanding. Sarzaeim et al. explored how these models
can be used in smart policing systems to predict crimes, employing few-shot and zero-shot
prompting techniques. This opens new possibilities for automating public safety (SARZAEIM et
al., 2024).

The impact of LLMs is not limited to diagnostics and security but is also felt in
areas such as clinical data analysis and process optimization. Kim et al. developed PhenoFlow,
an LLM-based system that facilitates the visual analysis of stroke data, reducing the cognitive
load on healthcare professionals and aiding in quick and accurate decision-making (KIM et al.,
2025). Similarly, Chen et al. utilized LLMs to optimize energy dispatch in space-air-ground
networks, demonstrating how these models can be effectively applied in engineering and resource
optimization (CHEN et al., 2024).
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In evidence-based medicine, Li et al. conducted a study on the application of LLMs
in tasks such as prompt engineering and clinical question answering. These advancements
not only aid in diagnostic automation but also improve therapy efficiency, making the medical
process faster and more accessible (LI et al., 2024). Furthermore, Yan et al. integrated LLMs
with knowledge graphs for the KNOWNET system, a health information search tool that helps
minimize misinformation, ensuring safer and more efficient exploration of biomedical data (YAN
et al., 2024).

Finally, Bonfigli et al. emphasized the importance of fine-tuning for the success of
LLMs in biomedical contexts, demonstrating how these models can be adjusted for specific
tasks such as diagnosis and medical triage. This type of adjustment allows LLMs to achieve
superior performance, improving the accuracy and efficiency of medical services in various
contexts (BONFIGLI et al., 2024). Together, these contributions reveal that LLMs are becoming
indispensable tools in multiple fields, with transformative potential for healthcare, security, and

beyond, driving significant advancements in how we interact with artificial intelligence.
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Authors Goals Methods Highlights Limitations
Jahan et al. Evaluate LLM ChatGPT, PaLM, Highaccuracy in  Limited focus
(JAHAN et al., performance in LLaMA biomedical tasks on  biomedical
2024) biomedical tasks domain
Taylor et al. Develop LLMs LLM fine-tuned Improvement in Need for addi-
(TAYLORetal., fordigital screen- for clinical screen- personalized care tional clinical
2024) ing in mental ing data

health
Song et al. Pneumoconiosis ~ LLMs inimage di- High accuracy in  Dependence
(SONGetal., diagnosis  with  agnostics radiological diag- on high-quality
2024) LLMs noses images
Chien et al. Identify over- NLP, Visual atten- Visualization of Limited long-
(CHIEN etal., loaded informal tion workload patterns term application
2024) caregivers
Xueetal. (XUE Create a Q&A Q&AwithLLMs Improvement in Exclusive focus
etal., 2024) system for glau- medical education on glaucoma
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Zhang et al.
(ZHANG et al.,
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Chen et al.
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Bonfigli et al.
(BONFIGLI et
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coma

Fine-tune LLMs
for traditional
Chinese medicine
consultations

Hybrid medical
diagnosis  with
LLMs

Emotion recogni-
tion with LLMs
and multi-teacher
distillation
Smart  policing
with LLMs

Visual analysis of
stroke with LLMs

Coordination for
energy dispatch

with  connected
vehicles
Benchmarking
LLMs in
evidence-based
medicine
Integration of
LLMs with
knowledge graphs

for health

Adapt LLMs to
the biomedical do-
main

Fine-tuning, Med-
ical dialogue

Transformers,
Fuzzy selection

Multi-teacher

Knowledge Distil-
lation
Few-shot, Zero-

shot prompting

PhenoFlow, Vi-
sual analysis

LLMs, SAGVNs

Prompt engineer-
ing, Clinical NLP

KNOWNET,
Knowledge
graphs

Fine-tuning, Prob-
ing

Integration of tra-
ditional medicine
and LLMs

Better perfor-
mance in complex
diagnoses

Accuracy in emo-
tional recognition

High efficiency in
crime prediction

Reduced cog-
nitive load in
diagnoses

Cost  optimiza-
tion and energy
decision-making

Contribution
to automated
diagnostics

Reduction in
biomedical misin-
formation

di-
and

Success in
agnostics
screening

Need for greater
generalization

Requires continu-
ous model tuning

Limitation in het-
erogeneous data

Dependence on
reliable criminal
data

Dependence

on human-Al
interaction
Complexity in in-
tegrated vehicular
networks

Need for more
clinical samples

Need for compre-
hensive data

High dependence
on  specialized
data

Table 1 —Summary of references on LLMs in various application areas.
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3 METHODOLOGY

In this chapter, the process of developing the tool will be presented, covering the tech-
nologies and frameworks used, as well as the capacity and stress tests. The methodology adopted
for the development of the web interface and its integration with our multimodal LLMOps
pipeline involves the use of open-source LLMs (Large Language Models) and SLMs (Small
Language Models), such as Ollama models, Microsoft-Phi, among others. The combination of
these language models using Ensemble RAG (Retriever Augmentation Generation) will also be
discussed, along with the incorporation of Autonomous Agents based on SLMs. The platform
was built with a software architecture combining Flutter for the frontend and Flask API for the
backend. The interface was designed to allow users to input text with questions and receive

responses generated by the natural language model.

3.1 Technologies Used

The development process of the tool was divided into two main modules: the
user interface and the resource server. The user interface, called FrontEnd, is responsible
for consuming data provided by the server, which consists of an APl and a MySQL database.
Communication between the interface and the server was implemented using the Representational
State Transfer (REST) standard, a widely adopted model to ensure system interoperability,
scalability, and flexibility.

The FrontEnd was developed using the Flutter framework, which supports the
development of responsive applications for both web and mobile devices. The choice of Flutter
was made because of its ability to create a rich user experience with a single codebase, simplifying
system maintenance and evolution.

The resource server, or BackEnd, was developed using Flask API, a lightweight and
flexible microframework in Python. Flask was chosen for its simplicity in creating RESTful
APIs and its ability to integrate with external libraries, such as machine learning tools. It also
facilitates communication with the database and the organization of application routes.

Additionally, the system was designed to ensure the security of user data. The login
interface was implemented to validate credentials and verify access to the application, ensuring

that only authorized users can use it.
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3.2 Web Interface

The navigation flow begins with the login page, which checks the user’s credentials
before granting access to the application. This process is essential to ensure the security and
privacy of the medical data processed by the tool.

— Login Page: Contains two input fields (email and password) and a login button. After the
backend verifies the credentials, the user is redirected to the main page of the application,
provided the user is authorized.

— Text Input Field: On the text interaction page, the user inputs their question or comment
related to the exam.

— Submit Button: Triggers the request to the backend, sending the text for processing.

— Response Area: Displays the response generated by the Ollama model.

The layout was designed with a focus on simplicity and usability, ensuring that

interactions are direct and efficient. In figure 6, the web application pages can be seen.

Figure 2 — Web Interface
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In figure 3, we can observe in detail the processing of a text. The analyzed text

contained 100 characters.

3.3 Dataset

Our platform was designed to be fed with patient data as they use the platform or
through public or private institutions that wish to acquire the system. Thus, the platform supports
user registration, report creation, the patient’s medical history, scheduled appointments, and
other types of patient information.

Initially, we proposed feeding the platform with a dataset obtained from the National
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Figure 3 — Text Analysis Interface

&  Analyze Text

— Escreva o texto
How would you interpret an abnormal ECG result with ST elevation in a 50-year-
old patient?

A great question!

In this case, the patient is a 50-year-old male presenting with syncope, chest pain,
weakness, and blurry vision. Given his history of cardiac bypass and stent
placement, it's essential to consider the abnormal ECG result with ST elevation.

Firstly, | would like to emphasize that an abnormal ECG with ST elevation can have
various causes beyond just coronary artery disease or ischemia. However,
considering this patient's symptoms, medical history, and imaging findings, here
are some potential interpretations:

1. **Acute Coronary Syndrome (ACS)**: Given the patient's chest pain, syncope, and
abnormal ECG, ACS is a strong possibility. The ST elevation could indicate
myocardial infarction (M), unstable angina, or Takotsubo cardiomyopathy.

2. **Atrial Fibrillation**: Although not explicitly mentioned in the context, atrial
fibrillation can cause ST elevation on an ECG. Considering the patient's age and

Source: Created by the author.

Library of Medicine website at the University of India. This dataset contains two tabular data
files and 7,470 chest X-ray images in DICOM format, with different orientations (frontal and
lateral). The tabular data includes information on various medical reports of patients and their
respective diseases. In addition, this tabular data contains complementary information that aids
in medical diagnosis, such as: images associated with the patient, indications, comparisons,
findings, and impressions.

The database used has already undergone basic preprocessing to optimize perfor-
mance during the processes carried out on it. The images were converted from DICOM to PNG,
adjusting pixel values to the 0-255 range and resized to a limit of 2048 pixels on the shortest

side.

3.4 Agent Pipeline

The pipeline for medical decision-making proposed by us consists of a collaborative
approach involving multi-agent systems, covering four stages:

Sending the query — Through our platform, the user will have access to our workflow



Figure 4 — Summarized process of decision making
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that uses large natural language models to perform a complete decision-making process involving
medical experts based on Agents. Query complexity check — The system classifies the user’s
query into two complexity levels: low and high, based on computational cost and context
criteria. Recruitment of Expert Agents — Based on the complexity level of the user’s query,
the system directs the Primary Care Clinician (PCC) approach for simple problems or uses the
Multi-disciplinary Team (MDT) approach for complex problems. Analysis and Synthesis —
Simple queries use Representational State Transfer (CoT) (WEI et al., 2022; ZHANG et al.,
2022; SAHOO et al., 2024), Self-Consistenc (SC) (SAHOO et al., 2024), and the combination
of Self-Consistency with Chain of Though (CoT-SC) (WANG et al., 2022) techniques. Complex
queries, falling under the MDT approach, involve multiple LLM and SLM agents that form
a consensus and make the decision. Medical Decision-making — The final stage involves

analyzing the user’s query and providing a response based on clinical medical knowledge.

3.5 Multi-collaborative Agent: Medical Decision-making

The entire flow can be followed in detail through the algorithm 1.

Initially, the user submits an initial query via the chat prompt. The text is received by
the API via a POST request and sent to the Agent Checker, the agent responsible for evaluating
the complexity level of the query, as detailed in the section below. After determining the
complexity of the query, it is directed to one of two approaches: PCC or MDT. Regardless of the

selected approach, a new check is performed through the General Clinical Agent (CG), in order
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Figure 5 — Illustrative example of our collaborative Multi Agent approach to medical decision
making using the Chest-X-Ray dataset (reports only)

Complex
Reason: the consultation has several factors that indicate greater
complexity. Firstly, the patient is looking for information about test
results that have not been made available previously, which already

(...). The results mentioned the following findings: “There are diffuse suggests that there is some concern about their health. In addition, the
bilateral interstitial and alveolar opacities consistent with chronic test results mention various opacities and changes in the lung,

including bullous emphysema and interstitial fibrosis, as well as

obstructive pulmonary disease and bullous emphysema. There are
possible cavitary lesions or areas of excoriation (...).

irregular opacities at the apex of the left lung, which may represent a
cavitary lesion at the apex of the left lung. There are striated
opacities in the right upper lobe, which are cicatricial. The

Referral: There is no indication that the situation can be treated by a
cardiomediastinal sllEouette is normal in size and contour. There is

general practitioner without ion. The sy and signs
escribed are very si)eclﬁc and indicate a serious condition in the

lungs, so the knowledge and skills of a doctor specializing in

gulmonology are required to assess the situation and decide on the
est course of action.

more about what these results mean for my health and if there is
anything worrying.”

no pneumothorax or large pleural effusion”. (...) . I would like to know J/

**Status da Discusséo * Sem Consenso

**Diagnéstico Final:** Apés uma andlise detalhada dos dlafnés(icos primaérios
fornecidos pelos especialistas, foi determinado que ndo ha consenso sobre o
diagnéstico final.

Ar umentos Pnnclpais

specialista 1:** "O paciente apresenta sintomas de pneumonia, com febre e
tosse. O exame fisico revelou um aumento da temperatura corporal e um som
respiratério anormal. Além disso, os resultados do raio-X mostram uma
consohdagéo pulmonar compativel com pneumonia."

specialista 2:** "A paciente tem histérico de alergias e apresenta sintomas
semelhantes a asma. O exame fisico revelou um aumento da espessura das mucosas
nasais e o resultado do teste de fungdo pulmonar mostrou uma redugdo na
capacidade respiratéria. Além disso, os resultados do exame de sangue indicam uma
leve inflamagéo no sistema imunolégico.

Pomos de Dlvergencxa
**Sintomas:** O especlalls(a 1 se concentra nos sintomas fisicos da pneumoma
(febre e tosse), enquanto o espectahs(a 2 destaca a possibilidade de asma ou alergia.
“*Resultados dos exames:** Os resulradus do ralo -X e do teste de fungdo pulmonar
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consollda&;ao pulmonar e o especnahsta 2 destacando a redugdo na capacidade Decision Making
respiratéria. ~ eeeeeeaeseeeaesl

**Decisdo Final:*
A discussdo ndo chegou a um consenso porque os argumentos dos especialistas
apresentavam pontos de divergéncia significativos. A decisdo final é delegada ao
moderador, que considera as informacdes fornecidas pelos especialistas e
determina que o diagnéstico final deve ser referido a um especialista em
pneumologia para uma andlise mais aprofundada.

Discussions

**Justificativa da Decisao:*
A justificativa da dec|sao ¢é baseada na necessidade de considerar os pontos de
convergéncia dos argumentos apresentados pelos especialistas. Embora existam
dwersencnas significativas, hd também informag¢des importantes que precisam ser
consideradas para chegar a um dia Fnésuco final preciso. Portanto, o moderador
decide referir o caso a um especialista em pneumologia para uma andlise mais
aprofundada e determinagdo do diagndstico final.

Source: Prepared by autor

to simulate the process in detail as done in practice (DAMARELL et al., 2020), and is initially
triggered to analyze the user’s query. After the analysis, the General Clinical Agent, if capable,
will respond to the query or forward it to the specialist team.

When the query is sent to the group of specialists, the process of recruiting experts
begins through the Recruiting Agent. This agent is responsible for selecting specialists from each
area based on the indications provided by the General Clinical Agent (CG). After recruitment,
the MDT starts the collaborative discussion process, where specialists from each area will
present their technical views on the problem until all or at least most of the expert agents reach a
consensus. This process may occur over up to N rounds.

For each round n € N, the Agents Ai, where i € 1,2,3,..., M, participate in the
discussions. If any Agent does not respond, the Moderator Agent will point out the need for the
specialist to make their comments. During the discussion session, a turn-based speaking system
is adopted. A turn ends when all specialists reach a consensus on an important aspect of the
patient’s query, although they may not be fully convinced about the specific problem. If there is
no consensus and the agents agree to continue, a new round of discussion is initiated based on

the previous conversations.
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For each round, consensus within the MDT is determined by analyzing and compar-
ing the experts’ opinions, which is ensured by the Moderator Agent. In case of disagreement, the
Moderator Agent analyzes the current round of conversation and previous discussions, pointing
out the facts discussed earlier to each disagreeing agent. If the disagreement persists, the discus-
sion round is closed. The Moderator Agent then summarizes all the information raised by the

specialists and makes a final decision.

3.5.1 Query Complexity

To analyze the complexity of the medical query requested by the patient, a specialized
verifier agent is triggered to direct the query to the appropriate Agentic workflow based on the
complexity of the query. The verifier agent is based on an architecture of small natural language
models. Tests were conducted using Qwen 2.5 (with its 3 billion parameter version) from Alibaba.
The agent receives instructions on how the complexity of a medical query should be defined
and classifies it according to the given instructions, assigning the patient’s query to one of the
complexity levels:

1. Simple — The patient’s query is classified as simple when the patient has a predictable
and well-organized medical history (KILIAN et al., 2020), clear and widely known
symptoms, the presence of visual data such as CT scans, X-rays, ultrasound, among others.
Direct, clear, well-defined questions with a limited context (up to 50 words) during the
consultation.

2. Complex — The patient’s medical query is assigned to this level due to vague symptoms
presented during the consultation, multiple comorbidities or complex and rare conditions,
patients with a tendency toward chronic diseases, lack of medical history, or disorganized

data. Patients with communication issues, queries with large contexts (over 50 words).

3.5.2 Medical Agent Roles

General Doctor — An agent based on large language models that acts as a general
practitioner, initially analyzing the patient’s query forwarded by the verifier agent and responding
if it’s a simple issue or directing it to the recruiter agent to recruit a team of specialist doctors if
it is a complex question.

Recruiter — An agent based on small language models responsible for recruiting

the team of specialist doctors after the prior analysis of the patient’s query conducted by the
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Algoritmo 1: Medical Decision-making Pipeline

1

NSO R N

: Function RECEIVEQUERY (userinput)
POST to API with userinput
Receive query text
Return text
End
Function EVALUATECOMPLEXITY(query)
COMPLEXITY_LEVEL — AGENTCHECKER(query)
Return COMPLEXITY_LEVEL
End
. Function DIRECTQUERY(query, LEVEL)
If LEVEL = "simple"
APPROACH — PCC
GENERALCLINICALAGENT(query)
Else
APPROACH — MDT
Return APPROACH
: End
. Function GENERALCLINICALAGENT(query)
Analyze query
If capable then Respond
Else
LIST < RECRUITSPECIALISTS()
DISCUSSWITHSPECIALISTS(LIST, query)
: End
: Function RECRUITSPECIALISTS()
LIST < Recruiting Agent recruits specialists
Return LIST
: End
: Function DiscussIONS(LIST, query)
For round from 1 to N do
For each Ai in LIST
If Ai commented then Add contribution
Else Notify Ai
If consensus then Move to next
Else If continue then New round
Else End round
. End For
: End
. query — RECEIVEQUERY (userlinput)
. level — EVALUATECOMPLEXITY(query)
: APPROACH <« DIRECTQUERY(query, level)
. If APPROACH = MDT then
LIST — RECRUITSPECIALISTS()
DiIscuUsSIONS(LIST, query)
: If APPROACH =PCC then
GENERALCLINICALAGENT(query)
=0

{#Forward to specialist team (MDT APPROACH)}
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general practitioner.

Specialist Doctor — These agents are specialists based on a specific context ob-
served by the general practitioner, recruited by the recruiter agent. These specialist agents work
in a group with other specialists, discuss among themselves, reach a consensus, and ultimately
make the medical decision regarding the patient’s query, complementing with the provision of
technical reports on possible anomalies and pathologies related to the patient’s query.

Moderator — This agent moderates discussions, summarizes information, and
encourages opinions among the specialist agents in a multidisciplinary team setting. The
moderator is mainly responsible in cases of disagreement among the specialists, mediating
discussions divided into rounds and speaking turns. The moderator records the MDT meeting

report, highlighting all the important information addressed during the meeting.

3.6 Database Description

The databases used in this work were Chest-X-Ray and MedQA. The first dataset
is a large two-part dataset, one with tabular data (medical reports) and images. The images in
the dataset are from MRI scans of the thorax and the tabular data is the data we are using in
this work. While the second dataset is a multi-choice question and answer dataset, this dataset
is more focused on correct and well-defined answers while the first is more of a clinical case
study. In addition, the first dataset contains very valuable information for clinical cases, which
are divided into: patient problem, images (the tests carried out), indication, comparison, findings
(of the tests) and impression. It’s worth remembering that not all of these data are present for all

patients, so there’s a need to treat these data as well.

3.6.1 Data Cleaning

A deeper investigation was conducted on the tabular data of the addressed dataset,
identifying that it is more likely to contain noise. It was observed that additional preprocessing
was required, beyond what was applied to the original dataset. To ensure that the Ensemble
RAG works effectively, it was necessary to analyze in detail the files indianareports.csv and
indianapro jections.csv of the dataset, in order to eliminate the noise present in these data. A
traditional data cleaning approach was proposed, distributed in three stages: noise removal,

normalization, and stopword removal.
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Noise Removal — Removal of special characters (such as: #'@$%"~_+*), emojis, and meaning-
less repeated characters, such as: XXXX and x-XXXX.
Normalization — Conversion of all words in a sentence to lowercase letters.
Stopword Removal — Discarding common or repeated words that do not add real meaning to
the sentence, such as “i”, “a", “and”, “of”, among others.

In addition, during the verifier agent call, data cleaning and structuring in JSON
format are applied to facilitate the understanding of the patient’s query for the subsequent stages

of medical decision-making.

3.7 Validation Metrics

Considering all stages of the platform and the processes that compose it, three types
of evaluations were proposed to assess the system in detail, as well as its parts, at different stages

of our platform: 1) System Evaluation e 2) RAG Evaluation.
3.7.1 System Evaluation

In the context of Big Data, the novelty and uncertainties inherent in many language
model-based resources are inevitable. Therefore, it is crucial to maintain data privacy standards
and social responsibility. Currently, large data platforms and models are trying to apply LLM-
LOps (Large Language Models Operations, a niche of MLOps, Machine Learning Operations),
being heavily conditioned to keep these platforms running continuously and monitoring their life
cycles (WANG et al., 2024).

Thus, it is essential to analyze and measure some aspects of the usage of these large
systems focused on natural language models, such as: monitoring the structure of the data
provided for training these models, quality of LLMs, SLMs, RAGs, autonomous agents, and
the entire life cycle of the models. These analytics enable developers and companies to gain
valuable insights into the real-world usage of these technologies, ensuring the reliability and
efficiency of LLMs through controlled and automated evaluations.

This work, therefore, focused on online evaluations, which are conducted in produc-
tion environment scenarios exposed to the real world. This process involves automatic evaluators
triggered by new log entries derived from live production. Online evaluation is excellent for

reflecting the complexities of real-world use and integrates valuable user feedback, making it
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ideal for continuous performance monitoring. The following metric categories were analyzed:
Cost metrics and Performance metrics.
Cost Metrics

— GPU Utilization This metric aims to measure the GPU usage configured in the platform
backend based on the total number of tokens and the number of responses received.

— LLM Calls Cost We decided measures the cost price of a commercial API (i.e., Anthropic,
OpenAl) or when opting to purchase a machine with excellent configurations to run the
full server.

— Infrastructure Cost This is an unconventional metric but quite important for the LLM
serving deployment context. The cost of your application’s infrastructure becomes a
crucial factor in production contexts. The system addressed here has not been tested in
production with numerous users using the platform simultaneously and continuously, as
it should be. Therefore, this metric aims to demonstrate a base cost for maintaining a
high-level LLMOps-based structure in an early production version (2/3 simultaneous users
on the platform) for one month. Costs for vector storage (pinecone), backend server (AWS
EC2 instance — t3.medium or machine local), storage (logs, patient data, results, LLM

models) and network will be evaluated.

3.7.2 RAG Evaluation

For the evaluation of the RAG technique employed in this work, it was initially
divided into two key conventional areas widely used in RAG systems and another alternative to
conventional methods. Evaluations based on RAG systems are made through retrieval evaluation
(ES et al., 2023), generation evaluation (ES et al., 2023), and finally, evaluation by an LLM-as-a-
Judge (ZHENG et al., 2023).

Evaluation Retrieval is a crucial step to identify the potential and robustness of
the system during the generation of responses based on the retrieval of documents stored in the
database. Nowadays, two key metrics are employed to measure these aspects: context relevancy
and context recall.

— Semantic Textual Similarity (STS) This metric uses modern language models to generate
vector representations (embeddings) to compare the semantic similarities between the
retrieved documents and the user’s query. The comparison between the embeddings is

performed by calculating cosine similarity (RAHUTOMO et al., 2012). The similarity
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formula is as follows:

CosineSimilarity = L (3.1)

[Vl [Vl

Evaluation Generation is the second step after retrieving data from the database.
Once the correct information is retrieved from the patient’s query, it is necessary to evaluate
not only if the natural language model was able to respond to the query, but also how clear and
accurate the response is. Therefore, it is crucial to evaluate these key points.

— BLEU is a metric that compares n-gram precision, a sentence of n words, and applies
penalties to sentences that are either too long or too short, known as the brevity penalty. It
takes the geometric mean of the modified precision scores from the test corpus and then
multiplies the result by an exponential brevity penalty factor, BP. First, the geometric
mean of the modified n-gram precisions, pn, is calculated using n-grams up to length
N and positive weights w, summing to one. Then, let ¢ be the length of the candidate
translation and r the effective length of the reference corpus (PAPINENI et al., 2002).

Initially, the calculation of BP is formally described by:

]
[ 1, ifc>r
BP = (3.2)
Ce-1/0) ifc<r
Then, from the equation of BP, we obtain the equation for the BLEU metric:
N
BLEU = BP % exp(ZWnlogpn) (3.3)
n=

— Rouge or Recall-Oriented Understudy for Gisting Evaluation is actually a set of metrics,
widely used for automatic summary evaluation, meaning it focuses more on recall, the
ability to retrieve n-grams present in the reference. The set of metrics compares a summary
or translation automatically produced with reference summaries or translations (gold-
standard high-quality, human-produced). For this work, ROUGE-1 (unigram), ROUGE-2
(bigrams), and ROUGE-L (longest common subsequence - LCS) were used (LIN, 2004).
The calculation for ROUGE-N, for n-grams, is given by:

ROUGE — N = 2 SeRe ferenceSummaries 2 gramnes Countpmatcn(gramn) (3.4)

Y SeRe f erenceSummaries Y grampes COUNtgramy,
Meanwhile, ROUGE-L differs from ROUGE-N, as it is based on the longest common

subsequence (LCS) between the model’s output and the reference, i.e., the longest sequence
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of words shared between both. A longer shared sequence should indicate greater similarity

between the two sequences (LIN, 2004). The formal notation of this metric is:

Fro= (1 + bz)RIcsPIcs
les Rics + bZPIcs

(3.5)

— BERTScore is a widely used metric based on modern natural language models, such as
BERT(DEVLIN, 2018). Unlike n-gram-based approaches like Rouge(LIN, 2004) and
BLEU(PAPINENI et al., 2002), it aims to analyze semantic representations by generating
what we call word embeddings, obtained from pre-trained language models or fine-tuned
models, in order to calculate the similarities between the generated response and the gold-
standard (ZHANG et al., 2019). In this work, we chose to use the "bert-base-uncased"
model and recorded the metrics calculated for recall, precision, and F1.

— Perplexity is a key metric widely used in probabilistic language models. It is used to
evaluate how well the language model can predict a sequence of words in a response, i.e.,
it measures the perplexity or confusion of the model during the generation of the next
token (BENGIO et al., 2000). Perplexity is calculated as follows:

_1 N
Perplexity = 2P = exp Wl Z logP (w;| W4, ..., Wi—1) (3.6)
i=1

Where P(wi|ws, ..., wi—1) is the predicted probability for the word w; given the previous

sequence.
LLM-as-a-Judge is one of the most commonly used unconventional techniques for evaluation,
offering two key benefits: scalability and explainability (ZHENG et al., 2023). In the context of
Big Data, large volumes of data are routinely stored in data lakes, making manual annotation
unfeasible in these scenarios. Therefore, the need arises to train LLMs to act as judges and
automatically assess how accurate and precise the responses from other LLMs are. Additionally,
LLM-as-a-Judge provides not only scores but also explanations, making their results interpretable
(ZHENG et al., 2023), as shown in 7.

As used in other stages of this work, we employ this technique to analyze the response
from our RAG-based system in order to generate analytics about our system. It was proposed to
use an LLM-as-a-Judge for single-response classification with a few-shot motivational prompt,
meaning the LLM judge is asked to directly assign a score to a single response. The prompt used

for this scenario is shown in ??. Few-shot prompts use examples to help improve classification
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response accuracy, usually between 20 and 30 examples to base the analysis on, and then compare
the results provided by the prompt with those generated by the system to analyze if they align.
After the analysis, it returns feedback, scoring from 1 to 4 on how accurate the response is when
compared to the gold standard. Additionally, it calculates the Pearson correlation between the
response generated by the LLM and the gold standard. The classification levels generated by the
LLM Judge are:
1. The system’s response is awful: completely irrelevant to the question asked or highly
biased;
2. The system’s response is mostly unhelpful: does not address some important aspects of
the question;
3. The system’s response is mostly helpful: provides support but can still be improved;
4. The system’s response is excellent: relevant, direct, detailed, and addresses all the issues

raised in the patient’s query.

3.8 BackEnd

The backend of the application was developed using Flask, a lightweight framework
that allows for the rapid creation of APIs. One of the central features of the API is the endpoint
/api/analyze_text, which processes user text queries using the Ollama model in conjunction
with a Retrieval-Augmented Generation (RAG) approach.

— Prompt Template: The model’s prompt is configured to provide context and guide the
model’s behavior. The template includes information about the model’s role, for example,
"You are a very experienced cardiologist. You need to answer the question related to a
patient’s symptoms."

— RAG (Retrieval-Augmented Generation): To improve the quality of the responses, we use
a RAG approach. This technique combines document retrieval with text generation. The
implementation loads a database of medical reports from the dataset indian_projections.csv
(an open collection of chest X-rays from Indiana University).

— The data was pre-processed to optimize performance by converting DICOM images
to PNG, adjusting pixel values to 0-255, and resizing the images to a maximum of

2048 pixels on the shortest side.

— The pipeline loads these data as vectors using the embedding technique generated by

the Hugging Face model "BAAI/bge-small-en." The embeddings are indexed with
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FAISS, an optimized library for vector search, enabling the application to quickly
retrieve the most relevant documents based on the user’s query.

— Query Pipeline: The pipeline performs retrieval and text generation in parallel. The most
relevant information is retrieved from the database (using FAISS), and the context is then
combined with the Ollama language model, which generates a final response based on the
query.

— Result Storage: All gqueries, along with execution time, the model used, and generated

responses, are saved in a CSV file for auditing and further analysis.

3.8.1 Credential Verification

Before accessing the text analysis functionality with the Ollama model, users go

through a verification process on the login page. This process ensures that only authenticated
users can interact with the tool. The endpoint /api/login receives the user’s credentials (email and
password) viaa POST request, and the data is verified against a user database stored in MySQL.
The password is verified against a stored hash, and, upon success, the user’s informa-

tion, such as ID and email, is returned in the response. If the credentials are incorrect, an error
message is sent. Only after successful authentication can the user access the analysis and query
functionalities using the Ollama model with RAG. This mechanism ensures security and access

control for the tool.

3.8.2 Architecture

The backend architecture was structured in a REST model, and the figure below
shows the graphical representation of the backend. The architecture follows a modular pattern,
with specific functions for loading vectors, pipelines, and processing. The separation between the
model logic, vectors, and endpoints contributes to a layered system, a characteristic of the REST
model. The architecture is marked by several components: Flask API, Model Layer, Vector
Database, Pipeline Process, and Result Storage.

— Model Layer (Llama): Performs the text analysis using a model called Llama. The model
uses a prompt template that guides the model’s response.

— Vector Database (FAISS + .csv Files): A repository that stores vectors for semantic
similarity based on pre-processed data. The vectors are loaded from the configured path

(/modelo_llama/vectors/llama3_indiana-reports_.CSV) and (/modelo_llama/vectors/llama3_medQ
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and the vectors generated with FAISS are saved.
— Pipeline Process: The pipeline process involves executing the text analysis with the LLM.
The Vector Retriever retrieves relevant documents from the vectors, inserts the data into

the template, and invokes the model, returning the response to the client.

Figure 6 — System architecture

Request
POST/GET

Web Interface

Source: Elaborated by the author.

3.8.3 Libraries and Tools Used

Among the key libraries for the development of the endpoint responsible for the
model integration, we have Langchain, FAISS, Hugging Face Embeddings, and Ollama.

— Langchain: Used to create modular and scalable pipelines for retrieval and text generation.
Langchain allows for easy connection between the natural language model and document
retrieval with FAISS.

— FAISS: A library developed by Facebook for high-performance similarity search. In this
project, FAISS was used to index the embeddings of the medical reports and retrieve
relevant documents quickly.

— Hugging Face Embeddings: The embeddings were generated using the "BAAI/bge-small-
en" model, optimizing query processing in an environment with or without a GPU.

— Ollama: The natural language model that answers user queries, using a specific model

(llama3) trained to generate high-quality natural language responses.
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4 RESULTS

This chapter is divided into two parts. The first part addresses the results related
to our pipeline, which integrates multi-Agents based on LLMs/SLMs collaborative approach,
while the second part focuses on analyzing the robustness of the platform, from the perspective
of the application infrastructure and the performance tests conducted in load and stress scenarios.
The application snapshots were taken in a local development environment, using Python 3.11,
version 0.3.12 of Ollama, and a client-server architecture based on Flask 3.0.3 for the backend
and Flutter 3.22.3 for the frontend.

4.1 Agent-LLM Based Judge: Is it a Good Judge?

The use of assistants based on large language models, initially proposed by Zheng
et al. (ZHENG et al., 2023), has emerged as a promising practice. These language models
can perform various functions, ranging from conversational interactions to serving as medical
specialists. Although there are several benchmarks for evaluating language models, most
focus on closed questions with short answers, requiring well-defined reference standards. In
situations where reference answers are unavailable, traditional evaluation metrics, which rely
on the similarity between results and reference answers, such as ROUGE (LIN, 2004) and
BLEU (PAPINENI et al., 2002), become ineffective. The LLM Judge drastically reduces the
need for human intervention in evaluations, enabling scalable benchmarks and rapid iterations.
Additionally, LLM-based judges not only provide scores but also explanations, making their
results interpretable, as illustrated in Figure 7.

Therefore, to evaluate the robustness and accuracy of our LLM-based Agent Judge,
we calculated the Pearson correlation metrics to measure how close or correlated the result of the
final answer classification proposed by our Agent Judge was in relation to the correct answer,
the hit rate of correct classifications (all correct classifications in relation to all classifications)
and we measured the error related to the Pearson correlation values. To do this, we performed
a calculation involving MAE and RMSE, which measure the average difference between the
correct classification and the classification predicted by our Agent and the other calculates the
average difference between the predicted value and the actual value, respectively. The results of
these metrics can be viewed on table ??.

The results of all results can be summarized through the following graphics presented
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Figure 7 — Evaluations, containing the classification and the explanation of the classification,
by two reviewers regarding how correct the answer is in relation to the question. Additionally,
the feedback from the Agent Judge containing the classification and the explanation of the

classification.
. A

Q: In what ways does covid 19 increase the risk of domestic violence?

A: Violence against women is a grave violation of women’s human rights, no matter when, where, or
how it takes place. There are many forms of violence against women, which have many potential
negative health consequences for women and their children. Violence against women can result in
injuries and serious physical, mental, sexual and reproductive health problems, including sexually
transmitted infections, HIV, and unplanned pregnancies. In extreme cases, violence against women
can result in death. The effects of violence are very often long-lived. Violence - in all its forms - can
have an impact on a woman’s well-being throughout the rest of her life. This is unacceptable, and the
risks of violence that women and their children face during the current COVID-19 crisis cannot be
ignored. When we are able to prevent violence, or to support women survivors of violence, we help to
safeguard women’s human rights, and promote physical and mental health and well-being for women
throughout their lives. This also helps to alleviate pressure on already stretched essential public
services, including the health system.

Reviewer 1:
Rating:

Bad
Explanation:

Condemns violence against women but doesn't
explain why the risk increases during the

Reviewer 2:
Rating:

Bad
Explanation:

This answer does not provide any information
on ways Covid-19 can increase the risk of

pandemic. domestic violence on women. Instead, it
provides explanation and information on the
impact and results of violence against women

on their mental and physical health.

Mixtral-8x7B-Instruct:
Total rating:
Bad

Evaluation:

The system's response is terrible: completely irrelevant to the question. The question asks about the
ways in which COVID-19 increases the risk of domestic violence, but the system's response does not
address this at all. Instead, it focuses on the general issue of violence against women, which is not
specific to the current pandemic. The response is also excessively long and repetitive, making it
difficult to extract any useful information."

.

Source: Prepared by autor

on figure 8.

The violin-shaped graph can provide important information about the behavior of the
model during the evaluation of our LLM-based judgment agent. The element of the graph with
the larger “belly” represents that there is a set of close values, representing low error variability
(MAE and RMSE), accompanied by maximum and minimum values delimited by the lower and
upper tail of the violin, which generally indicates an optimal signal when accompanied with
the position of this element (violin) on the graph. The figure 8 in question is able to provide
valuable information about our model instructed through prompts (exemplified in section 4.5)
using various prompt engineering techniques, such as: Few-shot, Zero-shot and Short. The figure
provides a visualization of the distribution of the values obtained from the metrics calculations
(Spearman correlation, MAE, RMSE).
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Figure 8 — Graphic results of values for Pearson correlation and Hit Rate metrics and RMSE and
MAE errors.
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Looking at the graphs in the figures, we can see a high degree of error variability when
comparing the LLaMAS3 and LLaMA3.1 models in relation to Mixtral. On the other hand, the
Mixtral model showed a certain superiority in relation to Pearson’s correlation metric, i.e. it can
be inferred that the Mixtral model, despite obtaining a higher value for the correlation metric and,
as observed in the table (cite table), the hit rate, shows a lot of inconsistency in its classifications,
which can be very harmful in medical contexts. The LLaMA models as well as Mixtrall showed
Pearson correlation values very close to 100%, however, these were accompanied by slightly
variable error values, which makes a model consistent, but not necessarily the best, because
unlike Mixtral, the error values are higher. I believe that the great impasse in the choice of model
and for our analysis would be to know which would be the best trade-off between consistency

and trends.
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4.1.1 Intra-class correlation coefficient (ICC)

A guantitative intra-class analysis was performed, with the calculation of the Intra-
class Correlation Coefficient (ICC), due to the central role it plays in the analysis of consistency
and reliability between reviewers and the Agent-LLM Judge, especially when multiple individuals
or systems evaluate the same issues. The goal is to quantify the degree of agreement and reveal
the accuracy of evaluations in subjective judgment tasks, such as the analysis of answer quality,
evaluation scores, or any other type of qualitative classification between the Agent-LLM Judge
and the reviewers (ZHENG et al., 2023; CHATURVEDI; SHWETA, 2015).

The ICC analysis in this context seeks to answer fundamental questions such as: "To
what extent do the model and the reviewer evaluate consistently?" and "Could the averages of
these evaluations be trusted as a final judgment metric?". Each type of ICC provides distinct and

complementary information about the consistency and reliability of the evaluations made.

4.1.1.1 Typesof ICC analyses

ICC1 — Absolute Reliability of Individual Evaluators

ICC1 measures the reliability of individual evaluators in absolute terms, i.e., it assesses how
consistent each evaluator is individually when judging the items. In contexts where evaluators
are unique and the rating scale is crucial for judgment, it is essential to determine whether the
evaluators maintain standardization in their evaluations.

ICC2 — Reliability of Random Evaluators

The ICC2 metric is used to estimate reliability when it is assumed that the evaluators are
representative of a larger and random set of evaluators, that is, when the identity of the evaluators
is not relevant to the consistency of the judgment. This metric indicates whether the observed
consistency would be maintained if other reviewers replaced the LLM or the human.

ICC3 — Reliability of Fixed Evaluators

ICC3 is used when the consistency of specific evaluators (in this case, the Agent-LLM Judge
and the human reviewer) is of interest and there is no expectation to replace these evaluators. By
measuring reliability between fixed evaluators, ICC3 allows understanding the consistency of
evaluations between these specific evaluators.

ICC1k, ICC2k, and ICC3k — Mean Metrics of Evaluations

The index k in ICC1, ICC2, and ICC3 indicates the average ICC when there is a combination of
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reviewer evaluations, i.e., it is the scenario where the average of evaluations is used as a final
measure, which can be useful in cases of high variability between individual evaluations.

We performed the calculation by simulating 3 different LLMs, all with the same
number of parameters (llama3 — 8B, llama3.1 — 8B, and Mixtral — 8B) and open-sourced,
initially designing 3 prompt techniques: few-shot, zero-shot, and short. The example of each
prompt can be seen in Figures 23, 21, and 20, respectively. As mentioned earlier, the ICC
calculation was performed only on a subsample of 28 questions, which reflect the agreement
between the human reviewers themselves (first and second). In this scenario, an Agent-LLM
Judge is introduced to infer its judgment based on this subsample. One of the two human
reviewers is removed, and a quantitative analysis is performed based on 6 intra-class scenarios
(ICC1, ICC2, ICC3, ICC1k, ICC2k, ICC3K) between the Agent-LLM Judge and the human
reviewer.

Table 2 — Quantitative intra-class analysis involving both reviewers and their respective feedback
on answer quality.

Judge Prompt ICC1 ICC2 ICC3 ICClk ICC2k ICC3K

short 0.136 0.164 0.182 0.320 0.370 0.400
Mixtral zero-shot 0.280 0.353 0.507 0539 0.621 0.755
few-shot 0.224 0.323 0.522 0463 0588 0.766

short 0.234 0331 0532 0479 0597 0.773
LLaMA3 zero-shot 0.244 0.340 0551 0492 0.607 0.786
few-shot 0.218 0.321 0531 0456 0587 0.772

short 0.521 0525 0537 0766 0.768 0.777
LLaMA3.1 zero-shot 0.246 0.343 0560 0.495 0.611 0.792
few-shot 0599 0597 0589 0.817 0.816 0.811

Source: Prepared by autor

As shown in Table 2 above, the Agent-LLM based on LLaMA3.1 achieved the
best intra-class results in all scenarios involving ICC calculation. These indicators demonstrate
the robustness of this model, making it fully viable to use it as a judge to assess complex
questions. The first scenario analyzes the absolute reliability of individual evaluators, and the
results obtained confirm the relatively high degree of reliability of our Agent-LLM and the
synchronization maintained between it and the human reviewer. This reflects the accuracy and
consistency of both in evaluating each question properly. The second scenario analyzes the
reliability of randomly selected evaluators, showing high values for the LLaMA3.1 model. Unlike
the Mixtral and LLaMA3 models, the order of who evaluates, whether it is the Agent-LLM

Judge or the human reviewer, does not affect the consistency and accuracy of the results. The
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third important scenario analyzes the reliability of fixed evaluators, i.e., in settings where the
evaluators and the Agent-LLM Judge do not change. As seen in the results table above, the
results remained consistent with scenarios 1 and 2, emphasizing high reliability, consistency,
and accuracy in this intra-class evaluation. Finally, the indicators from the last three scenarios
confirm that the average of the evaluations is a robust measure, providing a reliable consensus
metric.

Quantitatively speaking, these analyses have a significant impact on speed, reliability,
and scalability, as an Agent-LLM Judge has proven to be more capable of evaluating questions
properly than human reviewers specialized in the field. The two tables 3, 4 below show the same
calculations performed but comparing the two human reviewers based on the complete dataset,
which contains 5660 samples of questions, answers, evaluations from each reviewer, and their

explanations of their evaluations (LI etal., ).

Table 3 —ICC calculation results for two human reviewers.
Method ICC1 ICC2 ICC3 ICClk ICC2k ICC3K
Intra-reviewer 0.483 0.486 0.493 0.651 0.654 0.660
Source: Prepared by autor

As shown earlier, these results demonstrate greater variability compared to those of
the Agent-LLM Judge, proving that at least one of the two human reviewers is in disagreement
with the other, showing inconsistency in the responses. Next, the calculation involving the
following metrics: Pearson Correlation, RMSE, and MAE is observed.

Table 4 — Results table using the Pearson correlation, RMSE, and MAE metrics, based on two
human reviewers.

Method Pearson RMSE MAE
Intra-reviewer 0563 1.165 0.765

Source: Prepared by autor

4.2 Motivation is all you need

An additional study proposed in this work focused on improving the accuracy of
LLM responses through prompt engineering, a technique that blends knowledge from four major
areas that define prompt engineering: the combination of linguistics, creative writing, artificial

intelligence, and cognitive psychology (SINGH et al., 2024; SAHOO et al., 2024). In particular,
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during experimentation and the use of prompt engineering techniques (SINGH et al., 2024;
SAHOO et al., 2024; WEI et al., 2022; ZHANG et al., 2022; WANG et al., 2022), it was observed
that the final response of Agent Judge based on LLM, the responses significantly improved in
cases where creative prompts were used. Some results obtained from these experiments can be

seen in figure 9 and table 5 below.

Figure 9 — Distribution of metrics results for Motivational technique of engineering prompt.
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The figure above graphically presented of figure 9 formalizes the potential of the
results obtained from combining traditional prompts with the addition of creative text, the
motivation, generating consistent and accurate responses. Figure 9 shows that one of its results
reached nearly 100% for the correlation calculation using the Spearman method, which alone
demonstrates the potential of the technique. Furthermore, notably, the errors (MAE, RMSE)
are low, and the success rate exceeds those seen with traditional prompts and advanced prompt

engineering techniques such as CoT and SC-CoT.

Table 5 — Results table using the Pearson correlation, RMSE, MAE, and Hit Rate metrics for two
types of prompts: motivational prompt and motivational combined with few-shot prompt.

Judge Prompt Pearson RMSE MAE Hit Rate
Mivtral motivational 0.268 1.628 1.364 9/28
few-shot + motivational  0.806 1.686 1.408 12/28
1 aMA 2 motivational 0.561 1.599 1.296 14/28
few-shot + motivational  0.413 1641 1.346 13/28
L1 aMA 21 motivational 0.205 2449 1567 13/28

few-shot + motivational 0.678 1.604 1.289 12/28

Source: Prepared by autor

As observed in the table above, excellent results were obtained, especially when
considering the set of metrics from using the motivational prompt or the combination of few-shot
+ motivational prompt compared to the purely traditional prompts (zero-shot, few-shot, short)
discussed earlier.

The use of creative writing can elevate the standards we know today in the develop-
ment of generative artificial intelligence. Using motivation to inspire language models sparks
interest, making it worthwhile to explore this prompt engineering technique in a detailed and
thorough manner. It is worth conducting experiments testing various contexts of questions (QA,
queries, clinical exams, among others) and other domains beyond healthcare.

Table 6 — Quantitative intra-class analysis involving both reviewers and their respective feedback
on answer quality using motivational and combination of motivational and few-shot prompts.

Judge Prompt ICC1 ICC2 ICC3 ICClk ICC2k ICC3K
Mixtral motivational 0.176 0.281 0.453 0.391 0539 0.713
few-shot + motivational -0.346 0.056 0.529 -3.358 0.150 0.771

I 1 AMAQ motivational 0.249 0.343 0548 0,500 0.610 0.784
few-shot + motivational 0.223 0.324 0531 0.463 0590 0.772

L1 aMAR 1 motivational 0.271 0.353 0533 0527 0620 0.774

few-shot + motivational 0.249 0.344 0555 0.499 0.611 0.789

Source: Prepared by autor
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However, unlike the ICC results obtained from responses generated by traditional
methods, creative prompts (using motivation) showed some bias. Using the LLaMAS3.1 model,
we obtained the best results in all scenarios when compared to other models (LLaMA3 and
Mixtral). Although we did not achieve unanimous results in all scenarios, both approaches,
motivational and few-shot + motivational, were impressive, with a slight advantage for the
motivational-only prompt, as it won 4 out of 6 scenarios, even though it did not outperform the
few-shot-only approach. The response using the motivational prompt was more robust in the
ICC1, ICC2, ICC1k, and ICC2k scenarios, while the combined prompt approach performed
better in the ICC3 and ICC3k scenarios. Based on each metric, it can be concluded that the first
approach is superior, with a high degree of reliability in the Judge-based Agent and maintaining
synchronization between randomly chosen human reviewers, as also shown in the superior ICC2
scenario, confirmed by the ICC1k and ICC2k scenarios.

The second approach showed greater robustness only in the third and last scenario,
which concerns when both human evaluators and the Agent are fixed. Overall, the first approach
proved to be more robust, not only in the number of scenarios it won but also in real scenarios

that more closely reflect ICC1 and ICC2, where reviewers are chosen randomly.

4.3 System Evaluation

The evaluation of the system was based on some of the key factors to consider when
trying to build a platform like this from scratch. We divided the analysis of this section into
3 parts, 1) Analysis of the use of the GPU during the execution of our pipeline, as well as
monitoring its temperature and power consumption, 2) Analysis of the costs of the most popular
commercial APIs for large language models and 3) Costs related to the operational infrastructure

as a whole (use of data storage services, vector storage, network and others).

4.3.1 GPU Utilization

When creating a high-level platform, it is essential to consider a good GPU for
running the experiments, especially when the idea is to maintain a local server. Therefore, we
decided to list some important information analyzed in real time during a 2-minute pipeline
execution section. Data was collected every second during the execution period, measuring

factors such as: GPU usage (%), GPU temperature (°C) and GPU consumption (W).
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Figure 10 — GPU stress utilization during workflow of MDT pipeline
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Figure 10 shows in detail the behavior of our GPU that was used during the execution
process. It is important to note that the GPU used was the Nvidia RTX 3070 T1 12GB model.
With regard to temperature, we had sharp increases in temperature at approximately the same
time as we had high levels of GPU consumption, which would be the expected behavior and,
consequently, the power consumption figures also follow the same behavior.

Although our GPU model isn’t the best, we managed to run the entire pipeline, with
the Ollama server running the LIhama3.1 model, integrating the agents into the entire workflow
without using the entire GPU, only at a few points in the execution did we have execution
problems (we got close to 100%), which represents the start of the generation of responses
between the agents. The behavior of the graph visually resembles a step function, where the
beginning represents the start of an agent’s execution, hence the “almost periodic” behavior, as
it is the behavior of an agent’s response generation, then the time it takes to send the response
from one to the other until it starts generating it, and so on until we finish the flow. Therefore,
we were able to show that our entire pipeline can be run even with a video card that is not even

in the top 5 video cards intended for this type of experiment, indicating the cost-effectiveness of
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our system as a whole and how optimized it is.

4.3.2 Costof LLM API calls

One of the main analyses that we decided to include in this work was the cost of using
commercial LLM APIs per call, after all, for any platform that uses a cloud hosting approach it
has to worry about the costs of the most commercialized APIs in the area of generative Al, such
as: Anthropic, OpenAl. In addition to the world’s most popular commercial APIs, we decided to
add to the analysis a Brazilian team that develops an API that also focuses on large language
models, Maritacaca Al. Although we don’t use any approach using commercial APIs in our
current work, it is interesting to show the possible costs we would incur if we migrated to cloud
hosting, for example.

Two different APl usage scenarios were carried out, one involving LLMs and the
other involving SLMs. For the first scenario, we will show three important analyses: the cost of
1 million input and output tokens, and a scalability analysis involving the cost per volume of
accesses. The information involving token costs per input, both for LLMs and SLMs, is shown

in the figure below:

Figure 11 —Costs of 1 million input tokens for different language model APIs
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As seen in the figures above, the most expensive way to use APIs for large language
models is to use Anthropic’s Claude 3 Sonnet model, while the cheapest is also Anthropic’s
Claude 3 Haiku. Then for $0.03 we have the second cheapest model, the value of the API for
the use of our local model, Sabia 3 from Maritacaca Al, while the other models (GPT-40 from
OpenAl and Claude 3 Sonnet from Anthropic) are much more expensive when compared to

these two. In the second graph of the image, which refers to the use of small language models,
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Figure 12 —Costs of 1 million output tokens for different language model APIs
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the GPT-40 mini model has a $0.095 advantage over the cost of our native API.

In the second analysis of table 13 involving the values of the output tokens, our
native API took a big lead over the runners-up, at just $2.35 the cost of the API per 1 million
output tokens the Sabia 3 model is provided by Maritacaca Al. In the second analysis involving
the values of the output tokens, our native API took a big lead over the runners-up, at just $2.35
the cost of the API per 1 million output tokens the Sabia 3 model is provided by Maritacaca Al.
While in the small language model version, OpenAl with the price of its API using the GPT-40
mini model took the lead over the price provided by the competitor, of $0.2.

Finally, we have the scalability analysis, which shows us what the price of using
the API would be on a daily, weekly and monthly basis, based on a scenario of the server in

production.

Figure 13 — API cost analysis from a production perspective

Tot:
$20.10

Tatal API cost per call
$540.00

$11.25

Total cost ($)

Total cost ($)

$187.50
$4.69

$126.00 262

574,40
$43.75 30.67 $0.38

$6.25 SLn.o0 $4.80 s2.a8 $10:38 >

ﬂ; o
§ o & &
S & 5
& W zﬂ,"\ i & &
& & LLM models

e moders Cost of api in production scenarios for SLMs
Cost of api in production scenarios for LLM models models

Source: Prepared by autor



57

In a production scenario, as exemplified in the graph, the most cost-effective option
would be to use SLMs, in general, specifically the GPT-40 mini version. Because it is mini, this
version of the model can reduce the quality and accuracy of the answers a little, but among the

large language models, the most cost-effective is the GPT-40 mini.

4.3.3 Infrastructure Cost

An estimated cost for the infrastructure of the entire platform was calculated, consid-
ering a hybrid setup, cloud + local. The values of some elements shown in the table may vary
depending on the location. Below, we present an infrastructure cost for this platform assembled
with the prices provided in Brazil. All elements that depend on the locality factor are marked

ko

with an and are subject to price variation.

Table 7 — Average cost of building a similar infrastructure

Infrastructure Cost
Cloud Machine (AWS EC2) ~840.00
Local Machine * 1,893.69
API Calls ~135.12

Storage 23

Network * 22.60

Vector Store 191.4
Total cost 3,084.81

Source: Prepared by autor

4.4 RAG Evaluation

We incorporated the Retrieve Augmentation Generation (RAG) technigue into each
responsible Agent that will diagnose the patient’s query. Both specialist Agents and the General
Clinical Medical Agent share this additional context, which assists in providing more accurate
and precise responses, based on data extracted from real clinical scenarios and situations.

Initially, we propose incorporating this RAG technique using a set of two tabular
datasets: Chest X-rays (version containing only reports) and MedQA. The BAAI/bge-small-en
model was used for embedding generation, transforming the vector space of textual represen-

tations of the tabular data to the plane, then storing these embeddings through indexing with
FAISS.
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During data retrieval, similarity between the indexed tabular data (in embedding
format, i.e., vector) and the user query is sought. This similarity search is performed through
cosine similarity calculation. When the similarity is high, documents with high relevance scores
are retrieved to be used as additional context during the response generation by the language

model or Agent, in our case.
4.4.1 Comparative Quantitative Analysis

When analyzing the results, there is a significant impact on the correct choice of
datasets; they must be completely aligned with their application domain or at least close to what
is expected. The results of metrics can be observed in table ?? Analyzing the metrics Bertry,
Bertp, Bertr, they tend to vary from 0.389 to 0.538, with averages around 0.43, indicating
consistent and moderate performance. The average Bleu score is 0.442, with a minimum of
0.133 and a maximum of 0.732, suggesting good match in some cases but also considerable
variation, meaning low consistency. Rouge had an average of 0.326, with a lower precision than
Bleu for this dataset. High values were observed for Diversity (with an average of 0.762), which
is positive, as the model generates varied responses. Meanwhile, perplexity had a high average
of 3.635¢*, indicating higher difficulty in predicting sequences in clinical text. A superior
performance of the model was observed for the Chest X-rays dataset. When analyzing Bleu
and Rouge metrics, superiority was noted compared to the other dataset. Additionally, higher
perplexity was observed, indicating more challenges in modeling clinical text. While MedQA
showed lower performance for Bleu and Rouge metrics, it had similar results in Bert metrics
and higher diversity values (0.807 x 0.762), suggesting more varied responses despite the lower
performance.

It is noticeable that when analyzing the diversity and perplexity metrics, there is
a weighting between the fluency of the language model’s responses and its variability due to
its standard deviation. Therefore, despite the model being good at generating varied responses,
the high perplexity indicates that it faces significant challenges in generating precise textual
sequences. Additionally, the model seems to work better with texts that share a similar structure
to medical reports (Chest X-rays) but struggles with multiple-choice question formats (MedQA).

A later analysis would involve investigating other uses of Embeddings, whether based
on neural networks, transformers, among others. Perhaps the impact of the embedding model
size has also directly contributed to the performance of the quantitative metrics, as observed in

the table above, because it influences both information retrieval and generation.
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4.4.2 Comparative Qualitative Analysis

The qualitative results obtained are shown in Table 9. It can be seen from the table
that there are values that allow a detailed qualitative analysis of the values we obtained for
semantic textual similarity (STS) and average semantic textual similarity from the two datasets
used for the RAG: Chest X-rays (its version containing only reports) and MedQA, using the
BAAI/bge-small-en (XIAO et al., 2023) embedding model. The analysis considers statistical
metrics such as minimum value (Min), maximum value (Max), mean (Mean), mode (Mode),
median (Median) and standard deviation (Std).

Table 9 — Analyze comparative of results obtained from retrieval metrics

Method Embedding model Dataset Min  Max Mean Mode Median Std
Semantic Textual Similarity 0.759 0.776 0.767 0.76 0.767 0.004
Semantic Textual Similarity Avg_g 0.723 0.827 0.762 0.827 0.753 0.030
- T BAAI/bge-small-en
Semantic Textual Similarity 0.733 0.775 0.754 0.733 0.758 0.011
Semantic Textual Similarity Avg_g 0.701 0.846 0.773 0.701 0.763 0.036

Chest X-rays (only reports)

MedQA

Source: Prepared by the author.

45 Prompt Templates

This section lists the models used to generate responses from Agents/LLMs/SLMs

in the system, as well as example prompts employing prompt engineering techniques.

4.5.1 Medical Agents

45.1.1 General Practioner

Figure 14 illustrates the proposed process for developing an effective prompt for the
analysis of the patient’s complexity consultation by the practitioner clinician, highlighting the
interaction between the technical criteria required for a very accurate classification. Using a
strategic visual design, the figure organizes the main stages, from identifying the desired profile
to formulating the messages of interest. Analysis of the graphic representation of this prompt
allows us to see how the agent is instructed on how to act, think and behave. Furthermore, in
particular, the figure representing the general practitioner’s prompt has a part highlighted in blue.
This section of the prompt represents the use of the Chain-of-Throught technique, which would
be the instruction for the Agent to divide the problem into n parts and solve the problem part by

part.
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Figure 14 — The Chain-of-thought prompt for analyzing the complexity of a consultation made
by a general practitioner.

— CoT \

[System]

Act like a general practitioner and thoroughly evaluate the consultation
provided by the patient. Your assessment should consider the contextual
domain and usefulness.

[Task]

You should analyze the patient informuations step-by-step. Then analyze
all the information provided and assess whether the issue is simple or
complex. The patient's diagnosis can be classified as difficult if there is little
information about the case or if it requires specific technical knowledge to
answer, and you MUST indicate which patients can diagnose the case. On the
other hand, if it is simple, you, as a general practitioner, will answer the
question and provide an explanation.

After providing your explanation, please rate the consultation such difficult or
simple.

You MUST provide your response evaluation according to this example:
Explanation:
Complexity consultation:

\_ {consultation} J

Source: Prepared by the author.

Figure 15 — The standard prompt for analyzing the complexity of a consultation made by a
specialist physician.

[System]
Act like a general practitioner and thoroughly evaluate the consultation
provided by the patient. Your assessment should consider the contextual
domain and usefulness.
[Task]
Your task as a general practitioner is to assess the complexity issue of the
patient. The patient's diagnosis can be classified as difficult if there is little
Iinformation about the case or if it requires specific technical knowledge to
answer, and you MUST indicate which patients can diagnose the case. On the
other hand, if it is simple, you, as a general practitioner, will answer the
question and provide an explanation.
After providing your explanation, please rate the consultation such difficult
or simple.
You MUST provide your response evaluation according to this example:
Explanation:
Complexity consultation:

\ {consultation} J

Source: Prepared by the author.
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In contrast with figure 14, the figure 15 above it’s almost the same prompt use. The

difference between them is that standard approach, without CoT technique.
4.5.1.2 Specialist, Moderator, Recruiter

In this section, we present the systematic prompts used to maximize the quality of the

system’s responses.

Figure 16 —Prompt used for the Moderator Agent

Moderator

[System]
Professional experienced in mediating complex medical
discussions, ensuring clear and objective communication.

[Task]
Consider the diagnoses proposed by the specialists and thoroughly
analyze whether they are in agreement.

Primary diagnosis: {diagnostic_specialist}

Instructions:

- Analyze the primary diagnoses of each specialist
- Check for agreement or disagreement

- If in agreement, consolidate diagnosis

- If discordant:

* Hold up to 5 rounds of discussion

* Each specialist has the right to 2 statements

* Seek points of convergence

- If there is no consensus, the moderator decides on the best course
of action

- Record each round of discussion in detail:

* Arguments from each expert

* Points of divergence

* Final decision

AN vy

Source: Prepared by the author.

The proposed prompts, illustrated in Figure 16 , were designed to simulate the roles

of Expert, Moderator, Recruiter, and Verifier.
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Figure 17 —Prompt used for the Recruiter Agent

Recruiter N

[System]
Specialist in identifying and selecting medical professionals based
on the specific need of the consultation

[Task]
Recruit specialists based on the following recommendations:

Recommendations: {specialist_recommendations}

Instructions:

- Select corresponding specialists

- Prepare briefing for each expert

- Ensure availability of professionals

- At the end, enter all the selected experts on one line

\. J

Source: Prepared by the author.

Figure 17 illustrates the proposed process for creating an effective prompt for
recruiting agents, based on instructions. As shown above, the figure shows the ability to
translate recruitment requirements into an accessible and clear structure, ensuring that the
prompt fulfills its objective of recruiting qualified experts for a given type of problem,

considered difficult.

Figure 18 — Prompt used for the Checker Agent

m \

[System]
Specialist in initial triage of medical consultations, able to identify
complexity and need for referral.

[Task]
Analyze the following medical query and classify its complexity:
Query/question: {pat1ent_query%

Instructions:

- Classify as 'simple’ or 'difficult’

- Simple if medical history is organized, exams are present,
question/consultation is straightforward

- Complex if there are vague symptoms, multiple comorbidities,
complex or shallow conditions

- Justify your classification

- If simple, indicate that it can be treated by a general practitioner
- If difficult, explain why and which specialties may be necessary

AN vy

Source: Prepared by the author.
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Figure 18 illustrates the proposed process for creating an effective prompt for agent
verification. As shown above, the process aims to ensure that the prompt fulfills its objective of

verifying the agents.

Figure 19 — Prompt used for the Specialist Agent

Specialist ~

[System]
Highly qualified specialist physician in {specialty}

[Task]
Perform the diagnosis for the following consultation or question:
Query/question: {patient_query}

Instructions:

- Perform independent diagnosis

- Document specific observations

- Be prepared for discussion and consensus

Source: Prepared by the author.

Figure 19 illustrates the proposed process for creating an effective prompt for the
Specialist Agent, ensuring that the prompt effectively guides the Specialist Agent to provide

expert-level solutions to complex problems, aligning with the intended objectives.

452 LLM Judge

Figure 20 — Short prompt for the evaluation performed by an LLM Judge of the quality of the
response provided by the system.

~
[System]
You will be given a pair of user_question and system_answer. Rate how
complete and useful the system_answer is to the user question, using a scale
of 1 to 4, where:
1: irrelevant or very biased; 2: lacks important aspects; 3: useful but
improvable; 4: fully relevant and detailed.
Question:{question}
Answer: {answer}

% Provide your rating and a brief explanation y

Source: Prepared by the author.
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The evaluation process performed by an LLM Judge is guided by a short prompt, as

illustrated in Figure 20, which assesses the quality of the system’s responses. This concise prompt
ensures that the LLM Judge can effectively analyze and provide feedback on the output, focusing
on accuracy, relevance, and coherence in alignment with the evaluation criteria, highlights
how the prompt is tailored to streamline the judgment process while maintaining precision

and reliability in the assessment.

Figure 21 — Zero-shot prompt for the evaluation performed by an LLM Judge of the quality of
the response provided by the system.

Zero-shot ~

[Systeml]

Read the question and answer below, and rate how well the answer addresses
the user’'s concerns on a scale from 1 to 4, where 1 is unhelpful and 4 is
excellent. Provide an explanation for your rating.

Question:{question}
Answer:{answer}

Provide your feedback.
Feedback:::

Total rating:

\_ Evaluation: J

Source: Prepared by the author.

The prompt, as shown in Figure 21, illustrates a zero-shot prompt designed for evaluation by
an LLM Judge. It focuses on assessing the quality of the system’s responses without requiring
prior examples or specific training data. This approach leverages the inherent capabilities of
the LLM to analyze responses based on predefined criteria such as accuracy, relevance,

coherence, and clarity.
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Figure 22 — Motivational prompt for the evaluation performed by an LLM Judge of the quality of
the response provided by the system.

Source: Prepared by the author.

@ Vool )

[System]

You will be given a user_question and system_answer couple. Your task is to
provide a 'total rating' scoring how well the system_answer answers the user
concerns expressed in the user_question. Give your answer on a scale of 1 to 4,
where 1 means that the system_answer is not helpful at all, and 4 means that
the system_answer completely and helpfully addresses the user_guestion.

Here is the scale you should use to build your answer:

1: The system's response is terrible: completely irrelevant to the question
asked or very biased;

2: The system's answer is not useful most of the time: it doesn't address some
important aspects of the question;

3: The system's response is useful most of the time: it provides support, but
could still be improved;

4: The system_answer is excellent: relevant, direct, detailed, and addresses all
the concerns raised in the question

Now here are the question and answer.

Question: {question}
Answer: {answer}

Provide your feedback. {motivational}
Feedback::
Total rating:

\__Ewvaluation: J

The prompt ensures that the evaluation remains objective and efficient, allowing the
LLM Judge to provide reliable assessments in diverse contexts while minimizing dependencies
on additional input or examples. A motivational prompt, as illustrated in Figure 22, is designed
for evaluation by an LLM Judge, focusing on assessing the quality of the system’s responses.
This prompt incorporates motivational language to encourage the LLM Judge to deliver
thorough and thoughtful evaluations. By leveraging this approach, the prompt aims to enhance
the reliability and depth of the assessments, ensuring that criteria such as accuracy, relevance,

coherence, and clarity are meticulously considered during the evaluation process.

4.6 Performance backend tests

The performance tests were carried out using the tool Gatling 3.11.5, run in a Java
17.0.11 environment, with the gatling-maven-plugin-demo-java as the base for orchestrating the
tests. The physical environment used for the tests consisted of a computer equipped with an
AMD FX-8300 Eight-Core processor at 3.30 GHz, 16 GB of RAM, and an NVIDIA GeForce
RTX 3060 graphics card with 12 GB of VRAM, ensuring optimized performance for graphical
processing and machine learning tasks. The specifications of the development environment are

summarized in Table 10.



Table 10 — Specifications of the resources used in the development

environment and performance testing

Resource Specification

Processor AMD FX-8300 Eight-Core 3.30 GHz

RAM Memory 16 GB

Graphics Card NVIDIA GeForce RTX 3060 (12 GB VRAM)
Python Version 3.11

Ollama Version 0.3.12

Flask Version 3.0.3

Flutter Version 3.22.3

Testing Tool Gatling 3.11.5

Java Virtual Environment | Java 17.0.11

Source: Prepared by the author.

Load testing was performed to assess the application’s behavior under different usage

scenarios, using the Ollama machine learning model with RAG. The focus was to evaluate the
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system’s response under high demand, particularly when processing data related to medical

images. The testing environment ensured a realistic simulation of operations in an intensive

usage scenario, both in terms of data processing and communication between the Flutter interface

and the Flask server.

Figure 23 — Few-shot prompt for the evaluation performed by an LLM Judge of the quality of

the response provided by the system.

Few-shot

[System]

You will be given a user_gquestion and system_answer couple. Your task is to

provide a 'total rating' scoring how well the system_answer answers the user
concerns expressed in the user_question. Give your answer on a scale of 1 to 4,
where 1 means that the system_answer is not helpful at all, and 4 means that
the system_answer completely and helpfully addresses the user_question.

Here is the scale you should use to build your answer:

1: The system's response is terrible: completely irrelevant to the question
asked or very biased;

2: The system's answer is not useful most of the time: it doesn't address some
imgortant aspects of the question;

3: The system's response is useful most of the time: it provides support, but
could still be improved;

4: The system_answer is excellent: relevant, direct, detailed, and addresses all
the concerns raised in the question

Provide your feedback as follows:

Feedback:::
Ewvaluation: (your rationale for the rating, as a text)
Total rating: (your rating, as a number between 1 and 4)

You MUST provide values for 'Evaluation:' and 'Total rating:" in your
answer.

Now here are the question and answer.

Question: {question}
Answer: {answer}

Provide your feedback.
Feedbaci:::

Total rating:

Evaluation: J

Source: Prepared by the author.
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This type of prompt provides the model with detailed examples to evaluate responses

based on specific criteria, such as relevance, accuracy, completeness, and clarity. Each example
illustrates how to assign scores to each criterion and justify the evaluation, offering the LLM a
consistent standard for aligned judgments. Figure 23 demonstrates a few-shot prompt designed to

guide the evaluation of response quality performed by an LLM Judge.

Figure 24 — Few-shot + Motivational prompt for the evaluation performed by an LLM Judge of
the quality of the response provided by the system.

Few-shot + Motivational ~

[System]

You will be given a user_question and system_answer couple. Your task is to
provide a 'total rating' scoring how well the system_answer answers the user
concerns expressed in the user_question. Give your answer on a scale of 1 to 4,
where 1 means that the system_answer is not helpful at all, and 4 means that
the system_answer completely and helpfully addresses the user_question.

Here is the scale you should use to build your answer:

1: The system's response is terrible: completely irrelevant to the question
asked or very biased;

2: The system's answer is not useful most of the time: it doesn't address some
important aspects of the question;

3: The system's response is useful most of the time: it provides support, but
could still be improved;

4: The system_answer is excellent: relevant, direct, detailed, and addresses all
the concerns raised in the question

Provide your feedback as follows:

Feedback:::
Evaluation: (your rationale for the rating, as a text)
Total rating: (your rating, as a number between 1 and 4)

You MUST provide values for 'Evaluation:' and 'Total rating:' in your
answer.

Now here are the question and answer.

Question: {question}
Answer: {answer}

Provide your feedback. {motivational}

Feedback:::

Total rating:

Ewvaluation: J

.
Source: Prepared by the author.

A few-shot prompt combined with motivational elements is demonstrated in
Figure 24, providing detailed examples for assessing responses based on criteria such as
relevance, accuracy, completeness, and clarity. It also incorporates motivational components
to encourage consistent and thoughtful judgments. By integrating these features, the LLM is
better equipped to deliver evaluations that are both precise and aligned with the task’s
objectives.

The results demonstrated the effectiveness of the model in processing complex data,
highlighting the system’s robustness even in higher stress scenarios. For the tests, a 100-character
prompt was used, and the average processing time for text analysis was around 155 seconds.
The prompt used in the tests was "How would you interpret an abnormal ECG result with ST

elevation in a 50-year-old patient?"



4.7 Load Testing

The load test was configured to simulate the behavior of the application under an

increasing number of users. Initially, the scenario was set to gradually inject 5 users over

30 seconds, with each request containing a 100-character text for processing. The wait time

between requests was set to 5 minutes, allowing for the analysis of the application’s behavior in

a controlled load scenario.

As shown in Figure 25, we can visualize the distribution of response times for the

requests, highlighting the system’s stability while processing the requests. Next, Figure 26 shows

the request sampling table by endpoint, allowing us to observe the average and maximum times

for each endpoint under load.

Figure 25 — Distribution of request times in load testing

Response Time Ranges

Number of Requests

T T I
t< 800ms t>=800ms t>= 1200 failed

t < 1200 ms ms

Source: Prepared by the author.

Figure 26 — Request sampling table by endpoint in load testing

Expand all groups Collapse all groups &
{O Executions Response Time (ms)
Requests « o
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All Requests mnm 0 10 207507 1192045 1859124 1983431 2014508 633019 744631
POST Ollama Texto ‘nm 0 414774 12683424 1669210 1945448 2000696 2014508 1265064 554351

POST Autenticagdo ‘nm 0 10 10 ] 21 233 239 74

Source: Prepared by the author.

Figure 27 illustrates the distribution of active users during the load test. We note
that the test proceeded linearly without abrupt peaks, indicating that the application handled the

expected number of users well.
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Figure 27 — Active user distribution graph in load testing
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Source: Prepared by the author.

Figure 28 presents the histogram of response times, providing a detailed view of
the variation in request processing times. This histogram shows a well-balanced distribution of
response times, with small variations throughout the test, suggesting good application

performance.

Figure 28 —Histogram of response times during load testing
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Source: Prepared by the author.

The results indicate that the application was able to handle the proposed load,
processing the majority of the requests within the acceptable parameters for load testing (FILHO,
2023).

4.8 Stress Test

In the first scenario, a number of users equivalent to twice the amount used in the
load test was employed. In this experiment, 10 users were injected over 30 seconds, with each
request containing a 100-character text for processing and a 5-minute wait time per request. This
test was designed to simulate overload situations and evaluate how the application responds

when subjected to a higher number of simultaneous users.
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In Figure 29, it is possible to analyze the distribution of response times for the

requests, highlighting a distinct behavior compared to the previous load test.

Figure 29 — Distribution of request times in stress testing
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Figure 30 —Request sampling table by endpoint in stress testing
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Figure 30 shows the request sampling table by endpoint, where the average and

maximum times for each endpoint can be observed under this stress condition.

Figure 31 — Active user distribution graph in stress testing
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Source: Prepared by the author.
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Figure 32 —Histogram of response times during stress testing
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Figure 31 shows the distribution of active users during the stress test. Unlike the
load test, in this scenario, it is possible to observe a more abrupt increase in the number of
users, which allowed for an accurate assessment of the impact of this growth on the application’s
performance.

The histogram of response times, shown in Figure 32, provides a detailed view of the
variations in request processing times. The difference compared to the load test becomes evident
here, with significantly higher response times, indicating a possible bottleneck in processing.

These results highlight the points of attention that the application should consider in
order to handle extreme stress scenarios, where the increase in the number of simultaneous users

can lead to processing queues and prolonged response times (FILHO, 2023).
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5 CONCLUSIONS AND FUTURE WORK

This thesis addresses the development of an innovative computational tool for
monitoring and managing medical data, with an emphasis on interoperability and information
security. The proposed web platform integrates data from various sources using the Fast
Healthcare Interoperability Resources (FHIR) standard, aiming to optimize the analysis of
medical records while providing automatic alerts and preventive recommendations. The
adoption of FHIR was crucial to ensure efficient communication between hospitals, clinics,
and remote monitoring devices, enabling faster and more accurate health data management.

Although the platform demonstrated good performance in controlled tests, stress
testing revealed the need for improvements in the infrastructure, especially in real-time high-
volume data scenarios, such as those generated by remote monitoring devices. The efficiency of
communication between systems and the scalability of the system need to be improved to meet
this growing demand. However, response time emerged as a challenge, especially under high
data load, and the efficiency of the models must be improved to ensure real-time responses.

The platform strictly follows the requirements of the General Data Protection Law
(LGPD), ensuring the security and control of patients’ personal data. However, tests revealed
vulnerabilities in communication between systems, particularly under high load scenarios.
In response, the implementation of more robust security protocols and optimization of the
infrastructure are essential to protect sensitive data across multiple environments and platforms,
ensuring compliance with current regulations.

The platform’s interface was designed with a focus on usability, aiming to facilitate
data management for both healthcare professionals and patients. However, improvements are
needed in mobile device optimization and user experience personalization to increase patient
adoption, especially considering the diversity of profiles and technological skills. The user
experience can be decisive in the acceptance of the platform, and a more accessible and intuitive
design is necessary.

As for future work, the research suggests the implementation of network optimization
techniques and model compression to improve the scalability and efficiency of the platform, as
well as enhance real-time response. The application of multimodal Al, although effective, needs
to be refined to minimize latency in high-demand environments. Furthermore, strengthening
security measures and adapting the interface for mobile devices and different user profiles are

essential for ensuring the platform’s continuous adoption. The combination of Al, interoperability,
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and multimodal models has the potential to transform medical data management, but significant

advances in scalability, security, and user experience are required.
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