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ABSTRACT

Machine Learning (ML) has redefined problem-solving by enabling systems to autonomously
learn and make decisions from data patterns. With the increasing complexity of data, there is
a growing need for sophisticated ML techniques. In this regard, local learning has emerged
as a promising approach that concentrates analysis on specific localized characteristics of the
data, such as data proximity, feature subsets, or graph structures. Unlike global learning, which
aims to build a single global model, local learning concentrates on smaller, potentially more
interpretable problem subsets. This thesis explores the effectiveness, advantages, and limitations
of this approach across different scenarios. Additionally, it introduces two novel local learning
techniques designed specifically for one-class classification: local kernel principal component
analysis (LKPCA) and local autoencoder (LAE). LKPCA leverages kernel methods to handle
nonlinear data, while LAE utilizes deep autoencoders (DAEs). The proposed local learning
techniques have the potential to reduce processing costs by leveraging localized representations,
which makes them particularly efficient in handling imbalanced datasets and redundant data.
Moreover, they are effective at removing noise and irrelevant data in sparse regions, enabling the
model to focus on meaningful patterns and improve the detection performance. LKPCA variants
were compared against global KPCA and state-of-the-art methods across 17 one-class datasets
derived from 9 benchmark datasets. The results indicate that cooperative LKPCA generally
outperforms global KPCA, while competitive LKPCA frequently presents lower performance.
The cooperative LKPCA also demonstrated higher predictive power compared to state-of-the-art
methods on several datasets. Regarding LAE, it was assessed on 7 time series datasets, revealing
an improved F1-score over global autoencoders (AEs) in datasets such as BeetleFly, Wafer, and
ItalyPowerDemand. These results show the potential of applying local learning structures in

one-class classification problems.

Keywords: local learning; kernel principal component analysis; autoencoders; one-class clas-

sification; novelty detection.



RESUMO

O aprendizado de maquina (AM) redefiniu a resolucdo de problemas, permitindo que os sistemas
aprendam e tomem decisOes de forma autdnoma a partir de padroes de dados. Com o0 aumento
da complexidade dos dados, hd uma crescente necessidade de técnicas sofisticadas de AM.
Neste contexto, a aprendizagem local surgiu como uma abordagem promissora, em que a
andlise se concentra em aspectos especificos e localizados dos dados, como proximidade entre
padrdes, subconjuntos de caracteristicas ou estruturas de grafos. Ao contrdrio da aprendizagem
global, que visa construir um modelo tnico e global, a aprendizagem local se concentra em
subconjuntos de problemas menores, potencialmente mais interpretdveis. Essa tese explora
a eficdcia, vantagens e limitagdes dessa abordagem em diferentes cendrios. Além disso, este
estudo apresenta duas novas técnicas de aprendizado local para classificacio de uma classe:
local kernel principal component analysis (LKPCA) e local autoencoder (LAE). O LKPCA
aproveita métodos de kernel para lidar com dados nio lineares, enquanto o LAE utiliza deep
autoencoders (DAEs). As técnicas de aprendizado local propostas tém o potencial de reduzir
os custos de processamento ao utilizar representacdes localizadas, tornando-as especialmente
eficientes no tratamento de conjuntos de dados desbalanceados e com redundancia. Ademais,
sdo eficazes na remog¢do de ruido e dados irrelevantes em regides esparsas, permitindo que
o modelo se concentre em padrdes significativos € melhore o desempenho de deteccdo. As
variantes LKPCA foram comparadas com o KPCA global e com métodos de referéncia em
17 conjuntos de dados de uma classe derivados de 9 conjuntos de dados de referéncia. Os
resultados indicam que o LKPCA cooperativo geralmente supera o KPCA global, enquanto o
LKPCA competitivo frequentemente apresenta desempenho inferior. O LKPCA cooperativo
também demonstrou maior poder preditivo em comparagao com métodos de referéncia em varios
conjuntos de dados. Em relacdo ao LAE, ele foi avaliado em 7 conjuntos de dados de séries
temporais, revelando um F1-score melhor em relacio ao autoencoder (AE) global em conjuntos
de dados como BeetleFly, Wafer e ItalyPowerDemand. Esses resultados mostram o potencial de

aplicacao de estruturas de aprendizagem local em problemas de classificacao de uma classe.

Palavras-chave: aprendizagem local; andlise de componentes principais via kernel; autoen-

coders; classificacdo de uma classe; detec¢do de novidade.
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1 INTRODUCTION

Machine learning (ML), a subset of artificial intelligence (Al), delves into the explo-
ration of algorithms and statistical models that enable systems to perform specific tasks without
relying on explicit instructions; instead, they leverage on data patterns and inference. Essen-
tially, it is about creating algorithms that allow computers to learn and make decisions from data
(BISHOP, 2006; MURPHY, 2021). Within the broad field of ML, lies the specialized domain of
pattern classification. Pattern classification is the process of categorizing input data into classes
based on its features or patterns. Classification tasks can be grouped based on the number of
different classes they comprise. Multi-class classification (MTCC) involves techniques focused
on categorizing input data into one of several classes. An example of an MTCC problem is
distinguishing between various types of fruits — such as apples, oranges, bananas, and grapes
— based on features like color, texture, and shape (DUDA et al., 2000). Conversely, one-class
classification (OCC) focuses on modeling instances from a target class — representing normal,
regular, or background data — to discriminate them from all other classes. Unlike traditional
MTCC classifiers, whose require labeled examples from multiple classes for training, OCC
focuses solely on the characteristics of a target class, training a discriminant function to detect
deviations from that class. Consequently, OCC is well-suited for outlier, anomaly and novelty
detection, as it aims to identify data points that significantly differ from the expected target class
distribution (TAX, 2001; CARRENO et al., 2020; PERERA et al., 2021).

OCC offers significant advantages in scenarios where normal data is abundant and
deviations are rare. These classifiers operate on the assumption that anomalies, outliers, or
novelties are exceptions to the expected data behavior (CHANDOLA et al., 2009; NASSIF et
al.,2021; PERERA et al., 2021). Consequently, OCC techniques are widely used to detect rare
or unexpected events, serving as an essential tool in critical domains such as finance (PORWAL;
MUKUND, 2019; HILAL et al., 2022), healthcare (MUHAMMAD et al., 2021), and cyber-
security (ANDRESINI et al., 2021; WANG et al., 2022), where unusual patterns may indicate
fraud, disease outbreaks, or security breaches. The versatility of OCC has led to its extensive
use across various detection fields, applications and real-world scenarios (AGGARWAL; YU,
2001; TAX, 2001; MARKOU; SINGH, 2003; LATECKI et al., 2007; HOFFMANN, 2007;
SHAHREZA et al., 2011; TIMM; BARTH, 2012; FARIA et al., 2016; AGUAYO; BARRETO,
2017; PARK, 2019; YANG et al., 2019a; BOUKERCHE et al., 2020; LI et al., 2020; PU et al.,
2022; MAES et al., 2022; FANG et al., 2022; GOLO et al., 2023).
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OCC learning methods compile an extensive set of techniques from distinct mod-
eling approaches, such as: probabilistic or density-based, boundary-based, clustering-based,
reconstruction-based, based on hybrid intelligent systems (HIS), among others (BOUKERCHE
et al., 2020; MARQUES et al., 2023). Probabilistic models for OCC are based on estimating
the probability density function (pdf) of the normal data. Anomalies are then identified as
data points that fall outside of a specific probability threshold, which is determined from the
estimated distribution. As for boundary-based methods, they excel at encapsulating the normal
data within a defined boundary, that is, such models establish a perimeter around the regular
data, classifying new instances inside this boundary as inliers and those outside as outliers
(MARQUES et al., 2023). In this context, two notable methods are the one-class classification
support vector machine (OCSVM) (TAX, 2001) and the support vector data description (SVDD)
(TAX; DUIN, 2004).

Clustering-based methods are unsupervised techniques that learn the typical data
distribution of inliers. Novelties are then detected when new data points do not share a high
degree of similarity with the existing clusters. Hence, such techniques typically depend on
similarity or dissimilarity measures (MUNOZ; MURUZABAL, 1998; ALBERTINI; MELLO,
2007; SHAHREZA et al., 2011; AGUAYO; BARRETO, 2017; PISANO et al., 2017; YANG et
al.,2019a). The self-organizing map (SOM), a noteworthy technique for learning the topological
structure of data, has also been applied to OCC applications (MUNOZ; MURUZABAL, 1998;
LIU; XU, 2003; ALBERTINI; MELLO, 2007; HUANG et al., 2008; SHAHREZA et al., 2011;
AGUAYO; BARRETO, 2017; YANG et al., 2019a, 2019a).

In the domain of reconstruction error-based modeling, the emphasis lies on em-
ploying a learning architecture that transforms input data into a latent space and subsequently
attempt to reconstruct it with minimal information loss. The underlying hypothesis is that
anomalous instances tend to yield a higher reconstruction error compared to the normal in-
stances upon which the model was trained. Models such as the principal component analysis
(PCA) (MOON et al., 2022) and its nonlinear extension, the kernel principal component analysis
(KPCA) (SCHOLKOPF et al., 1997; HOFFMANN, 2007; ZHANG, 2009; DAS et al., 2018),

are relevant techniques within this context.
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Autoencoders (AEs) constitute another extensively studied approach to OCC (GED-
DES et al., 2019; YU et al., 2021; TSAI; JEN, 2021; ANDRESINI ef al., 2021; AMINI;
ZHU, 2022; TAKHANOV et al., 2023). An AE represents a form of self-supervised learning
algorithm composed by two primary components: an encoder and a decoder. The encoder is
designed to transform input data into a lower-dimensional latent representation. Conversely, the
decoder is responsible for reconstructing the input data from the latent representation, aiming to
minimize the associated reconstruction errors. In OCC problems, AEs are trained exclusively
on normal data. This process generates a distribution of reconstruction errors, which is then
used to establish a threshold to defining normal data behavior. A discriminant function classifies
a data point as novelty if its reconstruction error surpasses this threshold (YU et al., 2021).
Deep learning (DL) and deep neural networks (DNNs) have become central to OCC
field (SCHLACHTER et al., 2019; LI et al., 2023). Within this context, notable research has
explored novel methods, architectures and applications, including:
* deep AEs (FAN et al., 2020; CHAO et al., 2021; BANERIJEE et al., 2022);
¢ convolutional neural networks (CNNs) (PARK er al., 2017; OZA; PATEL, 2019; DONG
etal., 2022; FANG et al., 2022; JANA et al., 2022);
 generative adversarial networks (GANs) (YANG et al.,2019b; LIU et al., 2019; AKCAY
etal.,2019; Ll et al., 2020; KIM et al., 2021; LEE et al., 2022; KATZEF et al., 2022; PU
etal.,2022; XIA et al., 2022); and
* long short-term memory (LSTM) (MALHOTRA et al., 2015; LI et al., 2023; MUNIR
etal.,2019; MALEKI et al., 2021; LINDEMANN et al., 2021; LIU et al., 2022).
Choosing an OCC learning method depends on factors like data availability, the
nature of the problem, and the application domain. As data patterns become more complex (i.e.,
high-dimensional, nonlinear and multimodal) there is a growing need for robust models that can
handle these challenges. This has led to a growing interest in local learning, which can improve
model performance by focusing on specific and localized tasks (ALPAYDIN; JORDAN, 1996;
HOFFMANN et al., 2009; HUANG et al., 2012; DING et al., 2018; ZHAO et al., 2023). Various
local learning methods have been proposed to define these contexts based on data proximity
(DRUMOND et al., 2022), data features (ARMANFARD et al., 2016; PARK et al., 2017; HU
et al., 2020), graph structures (SHENG et al., 2024), data origin (NGUYEN et al., 2021), or a

combination of diverse learning models (MOON et al., 2022).
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This thesis examines local learning models, exploring their challenges and potential
in the field of novelty detection. We address several important questions, including the challenges
in training local-based learning methods, their advantages and disadvantages, and the criteria
for defining the concept of locality for each of these methods. We specifically focus on a local
learning framework known as cluster-based local modeling with hard partitioning (CLHP). This
approach clusters the data space into distinct local partitions, and then trains a localized model
for each partition, providing a tailored representation of local data characteristics, enhancing the
model’s ability to capture patterns while also reducing the computational complexity associated
with fitting individual models (DRUMOND et al., 2022). In addition, we introduce three novel
OCC-based local learning techniques: the competitive LKPCA, the cooperative LKPCA and the
LAE. The first two techniques are based on the kernel principal component analysis (KPCA) for
novelty detection (HOFFMANN, 2007), while the last one explores the advantages of AEs in

feature representation and reconstruction.

1.1 Objectives

This thesis contributes to the field of novelty detection by proposing innovative local
learning methods. This work also provides a comprehensive review of the literature and evaluates
the clustering-based local learning paradigm. This assessment highlights both the theoretical
advancements and practical applications where these methodologies are most effective. The
specific objectives of this thesis are summarized as follows.

1. To propose a local learning framework for novelty detection based on clustering.
2. To propose and implement OCC-based algorithms that leverage local learning principles,
focusing on improving detection performance and computational efficiency, including:
a) Competitive LKPCA;
b) Cooperative LKPCA; and
¢) LAE.
3. To analyze and compare global and local learning OCC-based techniques applied on
novelty detection problems, highlighting advantages and trade-offs.
4. To conduct experiments on standard novelty detection benchmark datasets to assess the

effectiveness of the proposed methods compared to state-of-the-art baseline techniques.
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1.2 Methodology

This thesis begins with a comprehensive literature review on pattern classification
focusing on OCC and its associated use cases, such as outlier, anomaly, and novelty detection. We
emphasized the current state of the art, reviewing key articles on applications, methodologies,
frameworks, and surveys on the subject. Based on the literature assessment, we selected
established algorithms — including isolation forest, one-class classification support vector
machine, and local outlier factor — to serve as baseline methods for comparative analysis.
Additionally, we conducted a survey regarding local learning methodologies within the domain
of OCC and pattern classification.

This study also introduces three novel cluster-based local methods: the competi-
tive LKPCA, the cooperative LKPCA, and the LAE. Using various benchmark datasets, we
conducted a series of computational experiments to evaluate these methods against traditional
OCC techniques. Performance was assessed using a range of indices, including accuracy, selec-
tivity, sensitivity, and the F1-score, alongside graphical representations like receiver operating

characteristic (ROC) curves and boxplots to analyze model performance and variability.

1.3 List of Publications

The present thesis has resulted in the following publications:

1. Drumond, R. B., Albuquerque, R. F., & Barreto, G. A. (2019). Regional Classifiers:
A Novel Framework for Pattern Classification. XVI Brazilian Symposium on Intelligent
Automation (SBAI 2019). doi: 10.17648/sbai-2019-111444.

2. Drumond, R. B., Albuquerque, R. F., Sousa, D. P., & Barreto, G. A. (2019). Classificacdo
Local utilizando Least Square Support Vector Machine (LSSVM). In XIV Brazilian
Congress on Computational Intelligence (CBIC 2019). doi: 10.21528/CBIC2019-98.

3. Drumond, R. B., Albuquerque, R. F., Barreto, G. A., & Souza, A. H. (2022). Pattern
classification based on regional models. Applied Soft Computing, 129, 109592. doi:
10.1016/j.as0c.2022.109592.

4. Albuquerque, R. F., & Barreto, G. A. (2023). Unsupervised Time Series Novelty
Detection Using Clustering-based Local Autoencoders. In XVI Brazilian Congress on

Computational Intelligence (CBIC 2023). doi: 10.21528/CBIC2023-172.
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1.4 Organization of the Thesis

The remaining chapters are organized as follows:

» Chapter 2 introduces the field of pattern classification and explores the fundamentals of
one-class classification and its associated use cases, including the problems of outlier,
anomaly and novelty detection. This chapter also reviews the OCC literature, highlighting
its challenges, applications and relevant studies.

* Chapter 3 introduces the principles of local learning and present the current trends in the
field. We also present notable works that have impacted the OCC field and delve into
the strengths and limitations of the local learning approach. Finally, we formalize a local
learning framework known as cluster-based local modeling with hard partitioning (CLHP)
while discussing its advantages and drawbacks.

* Chapter 4 proposes an OCC method named local kernel principal component analysis
(LKPCA). It begins by outlining the fundamentals on the KPCA for novelty detection,
then provides a detailed description of the proposed LKPCA. Additionally, two competitive
LKPCA variants are introduced: one based on a single threshold and another using local
multi-thresholding. The chapter concludes with an analysis of the simulation findings on
state-of-the-art OCC methods, along with both global KPCA and competitive LKPCA.

» Chapter 5 presents a set of cooperative variants based on LKPCA. The first one considers
the average output of local models; the second variant relies on the similarity-weighted
output of local models, and the third variant depends on stacking ensemble for training a
metamodel that aggregates local novelty measures. The chapter details each cooperative
variant, emphasizing its features and contributions to novelty detection. The chapter also
presents and discusses the results of computational simulations comparing the global
KPCA, competitive LKPCA and cooperative LKPCA.

* Chapter 6 proposes a novelty detection method based on autoencoders: the local autoen-
coder (LAE). This chapter explores the fundamental concepts and the implementation
details of LAE, presenting and discussing simulation results for its application to time
series novelty detection.

* Chapter 7 summarizes the thesis’s contributions, discusses key concepts, and presents the
conclusions drawn from the previous chapters. The chapter also addresses the limitations

of the proposed methods and suggests avenues for future research.
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2 ONE-CLASS CLASSIFICATION

This chapter formalizes the problem of pattern classification, discussing its chal-
lenges and outlining methods for performance assessment. It then explores the domain of OCC,
introducing its fundamental concepts and presenting a taxonomy-based survey of its learning ap-
proaches. The chapter concludes with a comprehensive review of outlier, anomaly, and novelty

detection in the context of OCC.

2.1 Classification Problem

Pattern classification is a crucial area of ML, centered on algorithms and techniques
for data-driven decision-making. This field has evolved significantly, integrating insights from
statistics, computer science, and engineering (BISHOP, 2006; HASTIE et al., 2009; LOYOLA-
GONZALEZ et al., 2020; DRUMOND et al., 2022; WANG et al., 2023). In this section, we
lead a discussion on the topic of pattern classification, starting with a formal definition of the
problem and then exploring its methods, applications and inherent challenges.

Consider a training set X, = {x;,y;}._,, where n is the number of training samples;
x; € X C R? is the i-th input vector of dimensionality d; and y; € Y = {1,...,n.} represents
the i-th class label, where n. symbolizes the total number of distinct classes. The essence of
learning a classifier revolves around estimating a discriminant function f(-) that maps input
variables to class labels as follows:

fX>Y, 2.1)

where X represents the input space (i.e., feature space) that consists of a set of possible inputs
that can be fed into the classification model; and VY is the output space (i.e., label space) that
is the set of all possible labels that can be predicted by the classification model. In this sense,
a well-fitted classifier is characterized by its ability to effectively distinguish between classes,
demonstrating a high level of discriminative capacity. Beyond discriminative power, there are
several other aspects that should be considered to ensure the effectiveness of a classifier such

as generalization, robustness, computational efficiency and interpretability (BISHOP, 2006;

WANG et al., 2023).
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2.1.1 Challenges and Issues

Pattern classification is an evolving field with diverse and critical challenges. The
following items explore broad ML topics as well as specific challenges of developing classifiers
in a dynamic data environment.

1. High dimensionality - Working with high-dimensional data — datasets with a large
number of attributes — presents a set of challenges often referred to as “curse of dimen-
sionality” (HASTIE et al., 2009). This can lead to several issues that negatively impact
ML models, including the need for a high volume of data instances to avoid overfitting;
increases of computational efforts; difficulty in visualization and feature engineering; and
diminishing usefulness of distance metrics.

2. Data variability - Data variability is a critical factor in ML model design. Data can vary
due to factors such as noise, distortions, or changes in the environment, which can lead to a
significant decrease in classification performance (KORYCKI; KRAWCZYK, 2021). The
heterogeneity of data sources and the high dimensionality of features tend to aggravate
this variability, making it difficult to identify significant patterns (BISHOP, 2006).

3. Generalization - Generalization is a model’s ability to accurately predict on out-of-sample
data (BISHOP, 2006). Itis a fundamental goal in ML, ensuring a model is both reliable and
effective in real-world scenarios (TAX, 2001; DUDA et al., 2000). A well-generalizing
model achieves a balance between learning the essential patterns in the training data and
ignoring noise or non-representative anomalies (BISHOP, 2006). This is the core concept
behind avoiding overfitting.

4. Overfitting and underfitting - Overfitting occurs when a model learns the training data’s
details and noise to the extent that affects negatively its performance on out-of-sample
data. One can identify this by comparing the model’s performance on the training set
and independent test sets. If the training performance is significantly higher, the model
is likely overfitted. Conversely, underfitting occurs when a model fails to capture the
underlying data patterns, leading to poor performance on both the training and test sets.

5. Data nonstationarity - Data nonstationarity occurs when the statistical properties of
the data — such as the mean, variance, correlation or the entire density distribution —
change over time (BROWN; HWANG, 2012). This presents a major challenge for ML
models, as a model trained on past data may no longer accurately represent its current

state. In the context of data streams, this issue is commonly referred to as concept
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drift (PARK, 2019; GRUHL et al., 2021). Handling nonstationarity often involves using
adaptive models that can continuously update themselves with new data. Other common
approaches include employing time window-based methods to capture recent trends or
applying transformation techniques to make the data stationary (GRUHL et al., 2021;
DING et al., 2023). Addressing nonstationarity is crucial for building robust predictive

models in dynamic environments, especially for novelty detection.

. Scalability and computational complexity - As datasets grow in size and dimensionality,

ML algorithms need to be scalable and computationally efficient to handle large-scale data

in big data applications (GOODFELLOW et al., 2016).

. Interpretability - Interpretability, also termed as explainability, is increasingly recog-

nized as a crucial attribute for ML models. It refers to the ability of a model to provide
understandable and interpretable insights into its functioning and decision-making pro-
cesses. This concept, while lacking a universally accepted definition, is grounded in the
idea that users should be able to comprehend and trust the decisions made by artificial

systems (DOSHI-VELEZ; KIM, 2017; RASHEED et al., 2022).

. Ethical and Privacy Concerns - Ethics and privacy present significant challenges in

real-world applications, especially with the increasing use of personal data. Adopting
ethical Al practices and robust privacy safeguards is crucial to ensure that ML models are

ethical, fair and trustworthy (WU et al., 2020).

. Imbalanced datasets - A significant challenge in MTCC involves dealing with imbalanced

datasets. The substantial disparity in the number of samples per class can cause classifiers
to become biased toward the majority class, leading to poor performance on the less-
represented minority classes (VUTTIPITTAYAMONGKOL et al., 2021).

Class overlap and noise - In many real-world applications, classes are not perfectly sepa-
rable and there is a significant overlap between classes, usually intensified by noise in the
data. This overlap makes it challenging for classifiers to effectively distinguish between
classes, frequently leading to nonlinearly separable classification problems (VUTTIPIT-
TAYAMONGKOL et al., 2021).

Class drift - Class drift is a form of concept drift where the distribution of classes
changes over time (KORYCKI; KRAWCZYK, 2021). To handle this issue, models must
be adaptive, either by being continuously retrained to adjust to the class changes or by

employing online learning techniques.
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2.1.2 Performance Evaluation

Evaluating pattern classification models is critical to ensure their reliability and
effectiveness in practical applications. This assessment relies on several performance indices
and methods. The confusion matrix, for example, is a powerful tool that provides a granular
breakdown of a model’s strengths and weaknesses in predicting positive and negative classes
(STEHMAN, 1997). Several performance indices can be derived from this matrix. Table 1
presents the structure of a confusion matrix, where TP, TN, FP and FN denote True-Positive,

True-Negative, False-Positive and False-Negative values, respectively.

Table 1 — Confusion Matrix.
Predicted Positive | Predicted Negative
Actual Positive TP FN
Actual Negative FP TN
Source: the author (2024).

The following equations define the main indices for evaluating classification models.
Accuracy, acommonly used index, measures the proportion of correctly predicted instances over

the total, as follows:
TP+TN

TP+TN+FP+FN’

accuracy = (2.2)

It should be mentioned that accuracy is not adequate for evaluating classifiers trained
from imbalanced datasets. In such scenarios, precision, specificity and sensitivity become
essential, providing insights into the model’s ability to correctly predict positive and negative
classes while avoiding false positive and false negative errors (BRADLEY, 1997). The precision,
also known as positive predictive value (PPV), quantifies the model’s capability of correctly

classifying positive instances while avoiding F P errors. It is computed as follows:

TP

—_— (2.3)
TP+FP

precision =

In addition, the sensitivity — alternatively referred as true positive rate (TPR) or recall —
determines the proportion of actual positive instances that were correctly detected out of the
total positive class instances (TP + F'N), reflecting the model’s capacity of classifying positive

cases, as described below.
TP

—_—. (2.4)
TP+FN

sensitivity =
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Similarly, the specificity, also known as true negative rate (TNR) or selectivity, indicates the
proportion of actual negative instances that were correctly identified out of the total negative

class instances (I'N + F P):
TN

speciﬁcity = m

(2.5)

Alternatively, the Fj-score introduces a harmonic mean of precision and recall,

offering a single metric for assessing problems with imbalanced classes. It is defined as

precisionXrecall

F1=2x (2.6)

precision+recall

Beyond performance indices, the receiver operating characteristic (ROC) curve and
its area under the ROC curve (ROC-AUC) provide a robust evaluation of a classifier’s perfor-
mance across various threshold settings, capturing the trade-off between true positive and false
positive rates (BRADLEY, 1997; DAVIS; GOADRICH, 2006). Additionally, cross-validation
techniques, such as k-fold cross-validation, are employed to assess a model’s generalization ca-
pability by partitioning the data into different subsets for training and testing (BISHOP, 2006).
Ultimately, the choice of evaluation indices is crucial, as misclassifications have varying impacts
depending on the application. Neglecting this aspect can lead to misleading conclusions about
a model’s effectiveness, while a diverse set of indices provides a more detailed understanding

of its performance.

2.2 One-class Classification

One-class classification (OCC), also known as single-class or unary classification, is
an ML problem where a model is trained using data from only a single class, usually representing
the normal behavior. The goal is to distinguish these normal patterns from all other potential
nonconforming patterns (TAX; DUIN, 1999). Nonconforming patterns are frequently referred to
as outliers, anomalies, novelties, discordant observations, exceptions, surprises or contaminants
(MARKOU; SINGH, 2003; CHANDOLA et al., 2009; PIMENTEL et al., 2014). Similarly, the
normal data is often referred to as background data, regular data, or inliers.

Figure 1 illustrates the training process of an OCC model, where a boundary is
constructed around the data points of the normal class (Cy). Instances outside this boundary are

classified as abnormal.



30

Figure 1 — One-class classifier training.
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As for predicting out-of-sample data points, the trained model must be able to
distinguish normal class (Cj, denoted by circles) against any potential deviating patterns, which

are represented as squares under C, as illustrated in Figure 2.

Figure 2 — One-class classifier out-of-sample prediction.
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OCC problems have been extensively explored in the literature, comprising multiple
reviews and surveys that summarize the state of the art in this field. For instance, Perera et al.
(2021) provide a survey on OCC contributions covering from classical statistical techniques until
more advanced ones, including DL methods. A further relevant review focuses on one-class
classification support vector machine (OCSVM), covering algorithms, parameter estimation,

feature selection strategies and application domains (ALAM et al., 2020).
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2.2.1 Outliers, Anomalies and Novelties

OCC problems that involve detecting unusual patterns are addressed using several
terminologies, each with specific distinctions depending on the context. The terms outliers,
anomalies, and novelties refer to patterns that deviate from normal behavior. However, they are
frequently used interchangeably in the literature. As Carrefio et al. (2020) discuss, this overlap
and confusion in terminology highlights the lack of a standardized vocabulary for describing
and consistently characterizing deviations in data. To clarify these detection problems, this
thesis proposes key attributes to characterize the emphasis for each area. Table 2 presents
a comparative analysis based on these attributes. The following subsections will explore the

origin, definition, and main features of each term.

Table 2 — Characterization of outlier, anomaly, and novelty detection.

Characteristic Outlier Anomaly Novelty
Involve detecting deviating patterns v v v
Broader term historically originated from statistic field v

Emphasis on detecting errors or noises in data v

Emphasis on detecting anomalies of interest (e.g., faults) v

Emphasis on detecting new data patterns v
Widely used in real-time detection v v
Widely used in real-time nonstationary data streams v

Source: the author (2024).

2.2.1.1 Outlier Detection

Outlier detection (OD) involves techniques for identifying data points that signifi-
cantly deviate from other observations in a dataset (AGGARWAL; YU, 2001). These outliers
can arise from a variety of causes, including human errors, malicious activities, or changes in
environment (HAWKINS, 1980; HODGE; AUSTIN, 2004; CHANDOLA et al., 2009). In cer-
tain fields, such as instrumentation and signal processing, these outliers are usually important,
as they can indicate variability in measurements such as noise, experimental errors, or genuinely

novel data instances (AGGARWAL; YU, 2001).
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Figure 3 illustrates an OD problem in a two-dimensional data space (x; and x»).
A dense cluster, Cy, represents the inliers — the normal data points — enclosed by a dotted
boundary. Three separate points, located far from the main cluster, are examples of outliers.
The goal of an OD problem is to determine whether a new, out-of-sample data point, such as

the gray one in the figure, is an inlier or an outlier.

Figure 3 — Illustrative example of an outlier detection problem.
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The OD field has deep historical roots, with early explorations dating back to
contributions such as the work on discordant observations by Edgeworth (1887). From a
statistical perspective, OD typically assumes a specific data distributions for the normal data,
and statistical tests are used to detect outliers (HAWKINS, 1980; BARNETT; LEWIS, 1994). A
commonly used statistical rule for OD based on data distribution is the 30 rule. In this approach,
points deviating three times the standard deviation (o) from the mean () might be outliers
(PUKELSHEIM, 1994). In other words, a data point x is considered an outlier if x < u —30 or

x > u+30. This rule is formalized by the following discriminant function:

Outlier, if |x—u|> 30,
Sro(x) = 2.7)

Inlier, otherwise.
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Another classic statistical method involve using the interquartile range (IQR). It
consists in a robust measure of variability in a dataset, defined as the difference between the
third quartile (Q3), representing the 75th percentile, and the first quartile (Q 1), representing the

25th percentile of the dataset, as described in the following expression:

IQR=Q3-01. (2.8)

The IQR effectively captures the middle 50% of the data, providing a sense of the spread of the
central portion of the distribution. This metric is less susceptible to the influence of extreme
values, which makes it particularly useful in outlier detection. Outliers can be determined by
finding values that fall below Q1 —1.5XIQR or above Q3+ 1.5 X IQR, as these are typically
indicative of deviation from the general trend of the data (TUKEY, 1977). This approach is
also used in boxplot analysis, a graphical representation that relies on the IQR to visualize the
dispersion of data and potential outliers (TUKEY, 1977; MCGILL et al., 1978). A piecewise

function that detects outliers using IQR rule is defined as follows:

Outlier, ifx<Q1—15XIQRorx>Q03+1.5%XI0OR,
fior(x) = (2.9)
Inlier, otherwise.

In the literature of ML and statistics, numerous reviews and surveys have intro-
duced and defined the main concepts and terminologies regarding outlier detection (HODGE;
AUSTIN, 2004; ZIMEK et al., 2012; GUPTA et al., 2014; SOUIDEN et al., 2017; ZIMEK;
FILZMOSER, 2018; WANG et al., 2019; PARK, 2019; BOUKERCHE et al., 2020; AL-
GHUSHAIRY et al., 2021; MARQUES et al., 2023). For instance, Zimek et al. (2012) conduct
a comprehensive review on the challenges and solutions associated with the identification of
outliers in high-dimensional data within an Euclidean space, delving into the nuances of the
curse of dimensionality, discussing its implications and relevant studies. In a more recent sur-
vey, Marques et al. (2023) focus on the comparison analysis involving OCC algorithms and
unsupervised OD methods in a rigorous experimental setting. The survey presents an elucida-
tion of the nomenclature pertinent to OCC and OD, alongside an extensive assessment of the
various learning methodologies within the OCC domain and its related problems, including a

comparative analysis on their performance.
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2.2.1.2 Anomaly Detection

Anomaly detection (AD) involves identifying data patterns that deviates from normal
behavior (CHANDOLA et al., 2009; NASSIF et al., 2021). Figure 4 depicts an illustrative
example of an AD problem. Within the figure, a dense cluster, C;, represents the inliers.

Outside the cluster, various types of anomalies are depicted, illustrating their diverse origins.

Figure 4 — Illustrative example of an anomaly detection problem.
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OD and AD are often used interchangeably, with AD considered a subset of OD
where deviating data points are termed anomalies. The definition of an anomaly is context-
dependent, but it generally refers to an unexpected data behavior that may represent an event
of interest. Anomalies are frequently used for detecting critical events such as credit card
fraud (PORWAL; MUKUND, 2019), epilepsy seizures (YOU et al., 2022), heart arrhythmia
(LIU et al., 2022), surfaces defects (TSAI; JEN, 2021), network intrusions (GIACINTO et al.,
2008; CHEN et al., 2021; ZHANG et al., 2022; SARIKAYA et al., 2023), and system failures
(LAU et al., 2013; YIN et al., 2014; LIU; ZHANG, 2020; AMINI; ZHU, 2022; WANG et al.,
2022). Several reviews on AD have explored various techniques, challenges, and applications
(AGGARWAL; YU, 2001; CHANDOLA et al., 2009), while others have focused on domain-
specific areas like time series (BLAZQUEZ—GARCiA etal.,2021), data streams (PARK, 2019),
financial fraud (HILAL et al., 2022) and hyperspectral imagery (HSI) (HU et al., 2022).
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2.2.1.3 Novelty Detection

Novelty detection (ND) focuses on identifying new or previously unobserved patterns
in the data. Figure 5 illustrates this concept in two dimensions. As shown in Figure 5a, there
are two known classes (C| and C3), and a new, unknown gray data point that may not belong to
either classes. The goal of ND is to identify if this new data point belongs to a new class, such
as Cz in Figure 5b. A specific characteristic of ND is that novelties are frequently incorporated
into ND models after detection, meaning that it actively learns from new patterns rather than

treating them as noise or exceptions (CHANDOLA et al., 2009).

Figure 5 — Illustrative example of a novelty detection problem.
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Novelty detection spans across various domains, including signal processing, com-
puter vision, pattern recognition, data mining, and robotics (MARKOU; SINGH, 2003; PI-
MENTEL et al., 2014). ND is particularly useful in applications where novelties are rare and
unpredictable, making traditional MTCC methods unsuitable due to the data scarcity regard-
ing unlabeled data. ND techniques encompass a variety of approaches, including statistics,
information theory, support vector machines, kernel methods, and neural networks. These
techniques typically compute a novelty score that is compared to a threshold to detect novelties
(PIMENTEL et al., 2014). For data streams, Faria et al. (2016) provide a comprehensive review
of ND, highlighting key aspects such as the difference between offline and online detection; the

number of classes; the efficacy of ensemble versus singular classification; and concept drift.
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2.2.2 Modeling Approaches

The foundation of ML lies in systematic learning methods designed to extract pat-
terns and knowledge from data (BISHOP, 2006). Within this context, OCC emerges as a
multidisciplinary field with diverse applications and a broad spectrum of learning approaches
(CARRENO et al., 2020; ALAM et al., 2020; PERERA et al., 2021). This subsection introduces
a taxonomy to classify the most common OCC techniques, as shown in Figure 6. It then provides
a review of each learning approach within this taxonomy. Local learning (highlighted in red)

will be discussed in Chapter 3.

Figure 6 — Taxonomy of learning methods for one-class classification.
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While not part of this taxonomy, DL methods are also widely used in OCC, often
involving techniques such as
* CNNs (OZA; PATEL, 2019; DONG et al., 2022; FANG et al., 2022; JANA et al., 2022);
* AEs (GEDDES etal., 2019; YU et al., 2021; TSAIL; JEN, 2021; ANDRESINI et al., 2021,
TAKHANOV et al., 2023);
* LSTMs (MALHOTRA et al., 2015; MALEKI et al., 2021; LINDEMANN et al., 2021;
LIU et al., 2022); and
* GANs (YANG et al., 2019b; LIU et al., 2019; AKCAY et al., 2019; LI et al., 2020; KIM
etal.,2021; LEE et al., 2022; KATZEF et al., 2022; PU et al., 2022; XIA et al., 2022).
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2.2.2.1 Density-based Models

Density-based modeling employs probabilistic techniques to estimate the density
distribution of normal data. These methods focus on deriving the pdf of the data, enabling the
establishment of a threshold with a probabilistic interpretation to distinguish abnormal instances
from regular data. Simple density-based models typically assume a Gaussian distribution, using
the 30 rule or the IQR to identify novelties that lie outside a predefined threshold (CHANDOLA
et al., 2009). More advanced approaches include mixtures of parametric distributions, such as
Gaussian mixture models (GMMs), which provide a more flexible framework for modeling
complex data distributions (CHANDOLA ez al., 2009). GMMs have proven effective in a
variety of AD applications, including cybernetic attacks (AN et al., 2022), video monitoring
(FAN et al., 2020), energy systems (TANG et al., 2015) and wind turbines (MATSUI et al.,
2022). Additionally, innovative adaptations of GMM have emerged. For example, the deep
autoencoding GMM introduced by Zong et al. (2018) combines a deep AE for dimensionality
reduction and reconstruction error computation with a GMM for anomaly detection. Similarly,
Mohammadi-Ghazi et al. (2018) propose a boosted conditional GMM using forward stage-wise
additive modeling and boosting techniques to estimate the conditional densities of observed
variables, facilitating novelty detection.

Nonparametric approaches, such as kernel density estimator (KDE), are also widely
employed in density-based modeling in OCC domain (LATECKI et al., 2007; PAVLIDOU;
ZIOUTAS, 2014). KDE estimates the density function by superimposing kernels (typically
Gaussian) over each data point, resulting in a smooth and continuous representation of the data
distribution (HASTIE et al., 2009). For instance, Pavlidou and Zioutas (2014) propose a robust
OD algorithm that uses a weighted KDE to identify outliers by removing points with the lowest
robust pdf values, thereby refining the clean data subset.

The local outlier factor (LOF), introduced by Breunig er al. (2000), is another
popular density-based model that measures the local density deviation of a data point relative
to its neighbors. The idea is to identify how isolated the point is in relation to the surrounding
neighborhood. A higher LOF value indicates that the data point is significantly different in
density from its neighbors, suggesting it is an outlier. LOF-based learning have been widely
explored in the literature of OD, AD and ND (BREUNIG et al., 2000; POKRAJAC et al., 2007,
GAO et al.,2011; SONG et al., 2014; PAULAUSKAS; BAGDONAS, 2015; DING et al., 2018;
DENG; WANG, 2018; YANG et al., 2019a; SU et al., 2019; ALGHUSHAIRY et al., 2021).
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For instance, Gao et al. (2011) address two limitations of LOF-based models: firstly, the local
density estimate of LOF lacks the required accuracy to identify outliers in intricate and sizable
datasets; secondly, LOF’s performance is contingent upon the parameter k, determining the scale
of the local neighborhood. To address these challenges, the authors propose a method, known as
robust kernel-based LOF, that incorporates a variable KDE to enhance accuracy and a weighted
neighborhood density estimate to enhance robustness against variations in the parameter k.
They also introduce a novel kernel function, the Volcano kernel, specifically designed for OD.
Furthermore, Alghushairy et al. (2021) review LOF for static and stream data, highlighting gaps
and future directions. Meanwhile, Blazquez-Garcia et al. (2021) conduct a structured overview
of unsupervised OD techniques for time series, introducing a detailed taxonomy that categorizes
existing methods based on characteristics such as data structure, detection strategy, and the

nature of the outliers being identified.
2.2.2.2  Clustering-based Models

Clustering involves grouping data into clusters where similar data instances are
placed together. In the OCC and detection field, clustering-based algorithms often follow a
two-step process: first, data is grouped using clustering algorithms, and then the deviation of
data points from these clusters is analyzed (PIMENTEL et al., 2014; BOUKERCHE et al.,
2020). In general, it relies on defining clusters for normal data and such clusters are used for
detecting anomalies. Any data point that is not similar to the cluster representation (i.e., does
not belong to the cluster) is then assigned as abnormal.

Another approach related to clustering-based methods is prototype-based learning.
Prototype-based OCC methods use a set of prototypes to represent the normal class, assessing
abnormality by calculating the minimum distance between a test point and its nearest prototype.
To determine optimal prototype locations, various strategies are used, with K-means clustering
being widely applied due to its simplicity (MARKOU; SINGH, 2003). Within the area of vector
quantization and clustering analysis, the technique known as self-organizing map (SOM) has
inspired the development of various approaches for detecting outliers, anomalies and novelties.
Numerous studies have delved into exploring Kohonen’s unsupervised methods in this context
(MUNOZ; MURUZABAL, 1998; ALBERTINI; MELLO, 2007; SHAHREZA et al., 2011;
AGUAYO; BARRETO, 2017; PISANO et al., 2017; YANG et al., 2019a; DRUMOND et al.,

2022). For instance, Frota et al. (2007) investigate AD in mobile communication networks,
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treating it as a pattern recognition task aimed at identifying abnormal or unknown behavior
within the monitored system. In their work, they propose a general procedure for determining
decision thresholds, utilizing Kohonen’s SOMs and incorporating nonparametric confidence
intervals based on percentiles. Additionally, Albertini and Mello (2007) investigate adaptive
models in ND, focusing on the identification of unexpected or unknown patterns. They introduce
a neural network, called self-organizing novelty detection, specifically designed for online and
unsupervised learning.

Cluster-based methods are also explored in a hybrid setting. Fang et al. (2022) intro-
duce an AD method which combines hierarchical clustering (HC) with support vector machine
(SVM) applied on diabetes data. The HCSVM method first categorizes diabetes data based
on features using a clustering algorithm. It then segments the data into significantly abnormal
and potentially abnormal parts. For the analysis of each segmented part, the authors employ
a CNN to detect anomalies. Furthermore, Zhou et al. (2022) design an innovative approach
namely clustering-based collective anomaly detection framework for continuous monitoring the
collective anomaly in sliding windows over network traffic. Collective anomaly is characterized
by a group of similar data instances that, when considered together, display anomalous behavior

compared to the overall dataset, even if they may not appear unusual individually.

2.2.2.3 Instance-based Models

Instance-based learning, also referred as memory-based or lazy learning, consists
on learning methods that rely on stored instances of training data, using them as a reference
for classification based on similarity measures. It involves mainly nearest neighbor (NN)
algorithms, and therefore, it may also be referred to as NN-based (CHANDOLA et al., 2009;
KHAN; MADDEN, 2014; PIMENTEL et al., 2014). NN learning involves methods that classify
new data points based on how similar they are to available data points. The k-nearest neighbour
(KNN) algorithm is a classic example of instance-based learning. It operates by assessing the
distance of a new instance from the closest points in the training set, with outliers typically being
those instances that are significantly distant from these nearest neighbors. KNN is considered
as a technique for estimating the density function of data, hence, it is sometimes referred in the

literature to as a nonparametric density-based approach (MARKOU; SINGH, 2003).



40

Instance-based methods are valuable for their adaptability and flexibility, making
them particularly useful in dynamic environments where data patterns change over time. Nev-
ertheless, they face several challenges. A primary issue is the curse of dimensionality, which
can make distance calculations less meaningful in high-dimensional spaces. Additionally, these
methods are sensitive to the selection of parameters, such as the number of neighbors in the
KNN algorithm, which can significantly affect performance. The approach can also be compu-
tationally intensive for large datasets due to the numerous distance calculations, and it may be
sensitive to noise and outliers within the training data. Despite these challenges, instance-based
learning has proven effective in various applications (GU et al., 2019). For example, 1d¢ et
al. (2007) address the challenge of change analysis in correlated multi-sensor systems, with a
focus on monitoring sensor performance in the automotive industry. The authors introduce the
concept of a stochastic neighborhood, a novel approach that allows for the robust computation
of anomaly scores for each sensor. Similarly, Guo and Shui (2020) proposed a KNN based AD

method for sea-surface target detection.
2.2.2.4 Boundary-based Models

Boundary-based methods concentrate on establishing a decision surface around
normal data, labeling anything beyond this boundary as anomalous. Training such models
requires only normal class data and the learning process uses the normal training samples to
establish a discriminant function that characterizes the normal class. Typically, this approach
involves setting a threshold for the classification of new instances (MARQUES et al., 2023).
Despite their effectiveness, these methods face several challenges. They are vulnerable to outliers
or noise in the training data, sensitive to feature scaling, and can have a high computational cost
due to complex optimization tasks (MARQUES ez al., 2023).

One-class classification support vector machine (OCSVM) (SCHOLKOPF et al.,
2001) and support vector data description (SVDD) (TAX; DUIN, 1999) are classic examples of
boundary-based methods. OCSVM is a specialized version of the SVM designed for unsuper-
vised learning, particularly useful for AD or OD (SCHOLKOPF et al., 2001). Unlike traditional
SVMs that separate two classes using a hyperplane, OCSVM focuses on a single class: the
normal data. It aims to find the optimal hyperplane that separates all the data points from the
origin in a high-dimensional feature space, maximizing the margin between the hyperplane and

the origin. This is achieved by mapping the data points into a higher-dimensional space using
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a kernel function, typically the radial basis function (RBF), also known as Gaussian kernel.
Alternatively, SVDD aims to minimize the volume of a sphere that covers the training data
points, ensuring it tightly encompasses the normal data. SVDD also uses kernel functions to
map the data into a high-dimensional feature space where this spherical boundary is constructed.
Data points that fall outside of this sphere are classified as anomalies (TAX; DUIN, 1999). Both
OCSVM and SVDD are widely explored in the literature (MANEVITZ; YOUSEF, 2001; SHIN
et al., 2005; WANG et al., 2009; YIN et al., 2014; CHEN et al., 2015; ERFANI et al., 2016;
ALAM et al., 2020; ZHANG; DENG, 2021; WU et al., 2022).

2.2.2.5 Reconstruction-based Models

Reconstruction-based modeling is a crucial approach in ML, particularly effective in
identifying novel or unusual patterns in data. Reconstruction methods aim to create a compressed
representation of the training data while retaining most of its information. Once this compact
representation is established, new instances can be reconstructed back into the original data
space using this model. The reconstruction error, which is the discrepancy between the original
and the reconstructed instance, serves as a measure of how closely a new instance resembles the
training distribution (MARQUES et al., 2023).

Principal component analysis (PCA), from Pearson (1901), and kernel principal
component analysis (KPCA), introduced by Scholkopf et al. (1997), are two foundational tech-
niques in this domain (HOFFMANN, 2007; LAU et al., 2013; SONG et al., 2014; WU et al.,
2019; MOON et al., 2022). The linear PCA works by transforming the data into a set of linearly
uncorrelated variables known as principal components (PCs), which are then used to reconstruct
the input data. KPCA extends PCA to nonlinear data, using kernel methods to project data into
a higher-dimensional space, enabling the capture of more complex structures (SCHOLKOPF
et al., 1997, HOFFMANN, 2007). Both techniques depend on the reconstruction error as an
indicator of novelty, where larger errors suggest novelty.

Autoencoders (AEs), another widely used method in reconstruction-based detection,
operate by learning a compressed representation of the input data through a model composed
of two parts: an encoder that reduces the data to a lower-dimensional space, and a decoder that
reconstructs the data back to its original dimension (GOODFELLOW et al., 2016). AEs have
been widely applied in OCC problems across various applications and related fields, with recent

research exploring various architectural enhancements and application domains. Researchers
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have used AEs for automated defect detection in manufacturing (TSAIL; JEN, 2021; WU et al.,
2022), structural health monitoring (JANA et al., 2022), detecting anomalies in water levels
(NICHOLAUS et al., 2021), and forensic timelines (STUDIAWAN; SOHEL, 2021).

Several works have improved AE performance by addressing its limitations. For
instance, ensemble methods have been used to mitigate sensitivity to noise and the need for large
datasets (CHEN et al., 2017; AN et al., 2022). Other approaches have focused on enhancing
robustness and feature learning through techniques such as incorporating beta-divergence to
handle outliers (AKRAMI et al., 2022), using adversarial training to learn more semantically
meaningful features (SALEHI ez al., 2021; CHEN et al., 2021; LIU et al., 2021), or leveraging
orthogonal projection constraints to separate normal and abnormal data (YU et al., 2021).
Additionally, novel architectures like discriminative compact AEs (PARK et al., 2021), deep
denoising AEs (LEE et al., 2020), and graph convolutional AEs for multivariate time series
(MIELE et al., 2022) have been proposed to address specific issues like latent space collapse,

class imbalance, and complex sensor networks.

2.2.2.6 Ensemble-based Models

Ensemble methods involve the strategic combination of multiple individual models
with the goal of enhancing the overall performance of the system. Instead of relying on a
single model, ensemble techniques leverage the diversity of multiple models to collectively
make predictions or decisions (CHAN et al., 2020). The idea is that multiple weak detectors can
together form a more robust and accurate detector (HASTIE et al., 2009). Ensemble learning
offers several advantages, as it typically yields higher performance and robustness compared
to individual models. In addition, ensembles are particularly effective in reducing overfitting,
as they average out individual biases and variances, leading to improved generalization on
unseen data (HASTIE et al., 2009). Nevertheless, ensemble methods can be computationally
intensive and time-consuming, as they require training multiple models. They also tend to
be more complex, both in terms of implementation and interpretation of the results. This
complexity can make the tuning of hyperparameters more challenging and can lead to difficulties

in troubleshooting and maintenance (HASTIE et al., 2009).
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In the literature, several works have proposed ensemble-based models for OCC
(GIACINTO et al., 2008; KRAWCZYK et al., 2014; CHEN et al., 2017; CHAN et al., 2020).
For instance, Giacinto et al. (2008) propose a modular ensemble approach for network intrusion
detection. Recognizing the complexity of network traffic, characterized by diverse protocols
and services, they developed a modular classification system. Each module within this system
is specialized to model a specific group of similar protocols or services, facilitating a more
efficient and targeted analysis of network traffic’s multifaceted nature. In Krawczyk et al.
(2014), the authors propose a multi-class classifier based on weighted OCSVM in a clustered
feature space. Their approach involves dividing the target class into smaller, atomic subsets,
which are then utilized as inputs for individual one-class classifiers. Chen et al. (2017) introduce
an AE ensemble for OD that diverges from the traditional use of fully connected AEs by relying
on a variety of randomly connected AEs. These AEs differ in their structures and connection
densities, which notably reduce computational complexity. Additionally, they integrate an
adaptive sample size method within the ensemble framework, targeting both enhanced diversity

among the models and reduced training time.
2.2.2.7 Hybrid Models

Hybrid learning models or HIS consist of methods formed by a combination of two
or more distinct learning techniques or algorithms to improve performance, leveraging on the
strengths of each constituent model or overcoming their individual weaknesses (WOZNIAK
et al., 2014). For instance, Jove et al. (2021) propose a hybrid classifier based on one-class
techniques for detecting anomalies in an industrial plant designed to control the water level in
a tank. Additionally, Vos et al. (2022) introduce a deep learning method that combines LSTM
and SVM for detecting anomalies in vibration signals from two applications: endurance test of
a reduction gearbox and helicopter test flight.

An interesting hybrid deep learning method recently explored in the literature is
known as long short-term memory autoencoder (LSTM-AE) (MALEKI et al., 2021; YANG
et al., 2021; ZHANG et al., 2022). An LSTM-AE is essentially a combination of LSTM
networks and the AE architecture. In this setup, the LSTM layers are used in both the encoder
and decoder of the AE. The encoder compresses the input sequence into a lower-dimensional
representation, capturing the essential features of the data. This compression is particularly

adept at preserving temporal dependencies and patterns due to the inherent design of LSTMs,
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which are well-suited for learning from sequences with long-term dependencies. The decoder
then attempts to reconstruct the original input sequence from this compressed representation.
The reconstruction error is often used to identify anomalies. In this context, Zhang et al. (2022)
introduce a novel AD technique based on LSTM stacked denoising autoencoder for detecting and
diagnosing anomalies in wind turbines. Yang et al. (2021) explore LSTM-AE combined with
logistic regression for detecting false data injection attack in alternating current power systems.

NN-based algorithms are also used in a form of hybrid systems. For instance,
Muhammad et al. (2021) combine clustering and the NN techniques for effective OD. This
method facilitates a comprehensive understanding and insightful visualization of data behavior
in healthcare safety. In addition, Mesarcik et al. (2022) propose a hybrid model derived from both
instanced-based and reconstruction-based learning approaches, called nearest-latent-neighbours.

Regarding LOF-based modeling, Yang et al. (2019a) propose the neighbor entropy
LOF, a method that employs an optimized self-organizing feature map clustering algorithm
to cluster the dataset, reducing the computation of the LOF model within smaller clusters.
Additionally, the algorithm leverages the entropy of the relative K-distance neighborhood to
redefine the LOF, thereby enhancing the accuracy of OD. By combining the advantages of
multiple approaches, hybrid models aim to achieve better generalization, accuracy, or robustness
than standalone models. The integration can be performed at different stages of the learning
process, from data preprocessing to the decision-making phase. Further information about HIS
can be found in the work of WozZniak et al. (2014), where the authors present a survey that
highlights essential aspects of HIS, such as the methods of decision fusion and the importance

of diversity in classification systems.

2.3 Summary

This chapter introduces the principles of pattern classification and OCC, followed
by a broad literature review on the subject. Hereafter, as this thesis focuses on ND, the terms

outlier and anomaly will be used interchangeably with novelty.
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3 ON LOCAL LEARNING

This chapter provides an overview of the local learning paradigm, introducing its key
concepts and conducting a literature review of studies and applications in the field. In addition, it
presents the principles of cluster-based local modeling with hard partitioning (CLHP), providing

the necessary background for understanding the learning methods proposed in this thesis.

3.1 An Overview About Local Learning

Local learning is an ML paradigm that leverages locality principles to enhance the
performance of learning structures or provide a more accurate representation of data. This
area has been a recurrent theme in the literature, with relevant contributions spanning several
decades (ALPAYDIN; JORDAN, 1996; WEINGESSEL; HORNIK, 2000; KUMPULAINEN;
HATONEN, 2008; ZHAO et al., 2023; GOLO et al., 2023). The following sections will delve

into related ML problems, learning approaches, locality criteria, and challenges.
3.1.1 Problems and Applications

Local learning has proven its utility in both MTCC and OCC problems. In MTCC,
methods often focus on enhancing local relationships between data points. For instance, Cerri et
al. (2014) introduce a local method for hierarchical multi-label classification by training a multi-
layer perceptron (MLP) for each level of the hierarchy. In addition, Gou et al. (2019) propose two
locality constrained representation-based KNN rules. The first one is a method that represents
a test sample as a weighted linear combination of its K-nearest neighbors from each class.
The second method depends on calculating K-local mean vectors from the NNs of each class.
More recently, Gou et al. (2023) introduced the locality-constrained weighted collaborative-
competitive representation-based classification, a supervised method that uses local information
from both positive and negative nearest samples to enhance performance (GOU et al., 2019).
Regarding OCC local learning, Wang et al. (2018) present a OD model that combines graph
representations with local data. Meanwhile, Dang et al. (2013) introduce a technique, named
local outlier detection with interpretation, that employs a strategy that utilizes quadratic entropy
for the dynamic selection of neighboring data points.

Other local approaches leverages specialized techniques, such as multiple kernel

learning (MKL). Gautam et al. (2018) introduce an MKL-based method for AD which locally
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adjusts kernel weights to capture the inherent locality of data. Similarly, Chen et al. (2011)
propose an MKL-based data domain description algorithm with an elastic-net-type constraint
on the kernel weights for dealing with issues regarding to model’s sparsity and susceptibility to
noise and redundant information.

Regarding local modeling based on Kohonen’s SOM and competitive neural net-
works, Kumpulainen and Héatonen (2008) introduced an AD method using a SOM to represent
normal states in communication networks, where deviations from the SOM nodes are identified
as anomalies. Similarly, Barreto et al. (2005) proposed an unsupervised approach that employs
competitive neural algorithms applied on cellular network condition monitoring. In this ap-
proach, the training phase involves utilizing state vectors that represent the normal operation
of a network. Post-training, both global and local normality profiles are constructed based on
the distribution of quantization errors from training state vectors and their components. The
global normality profile assesses the overall condition of the cellular system, and in the event of
abnormal behavior detection, local normality profiles are employed component-wise to identify
abnormal state variables. More recently, Aguayo and Barreto (2017) conducted an extensive
investigation involving the application of dynamic SOM neural networks to address the chal-
lenge of ND in time series. They assessed the impact of different short-term memory kernels
(e.g., Gamma, Gamma II, and Laguerre) on the performance of nonrecurrent dynamic SOM;
analyzed the competitive advantages of recurrent dynamic SOM over nonrecurrent architectures
in ND for time series; and proposed an alternative approach for dynamic SOM-based ND by
revisiting the operator map (OPM) introduced by Lampinen and Oja (1989).

Several studies have concentrated on the integration of ensemble and local learning
approaches. For instance, Moon et al. (2022) present an ensemble learning strategy for AD on
cyber physical system. This technique utilizes various PCs to capture subtle data variations.
Instead of relying solely on PCs with high variances as in typical PCA methods, their technique
also uses PCs with low variances to capture subtle variations in training data. The ensemble
of classifiers utilizing different PC combinations enhances accuracy and the detection of varied
unknown attacks, demonstrating its adaptability across complex cyber physical system environ-
ments. Alternatively, Abdallah er al. (2021) propose a method that first applies a clustering
algorithm to the positive training data. Subsequently, it trains individual OCC classifiers on the
data samples within each cluster. For prediction, a data point is considered normal only if all

classifiers unanimously predict it as such; otherwise, it is labeled as abnormal.
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Local learning in clustering problems, specifically multiview clustering, utilize
multiple data sources to extract complementary information. For example, Kang et al. (2020)
propose an unified multiview subspace clustering model which incorporates the graph learning
from each view, the generation of basic partitions, and the fusion of consensus partition. An-
other example is the non-negative matrix tri-factorization, a collaborative clustering approach
that mines the duality between samples and features to capture both their clustering structures
(TANG; FENG, 2022). Alternatively, Zhou et al. (2020) developed an local learning-based
multi-task clustering method that explores discriminative information in a low-dimensional sub-
space while simultaneously performing clustering for multiple views. This approach integrates
transfer learning, subspace learning, local manifold learning, and clustering, introducing a joint
projection of heterogeneous features to control shared features and facilitate knowledge transfer
across tasks.

Local learning structures have also proven valuable in the fields of regression, di-
mensionality reduction, signal processing, and dynamic systems. For instance, Hoffmann et
al. (2009) investigate the suitability of local linear dimensionality reduction alongside locally-
weighted regression for handling high-dimensional nonlinear regression tasks. The authors
evaluate linear dimensionality reduction techniques under three categories: input data dimen-
sionality reduction, joint input-output data modeling, and projection-output data correlation
optimization. In system identification domain, Junior et al. (2015) propose the regional models
(RMs), a method that combines aspects of both global and local modeling. This approach
initially segments the input space using a SOM and then clusters the prototypes generated by
the trained SOM. Rather than building models for each prototype, as in local modeling, RMs
develop regression models based on the centroids of these prototypes. The authors tested this
approach by building linear and nonlinear regional models. Regarding nonlinear process moni-
toring, Cui et al. (2019) introduce the ensemble local KPCA, a framework that combines single
local KPCA models using ensemble learning. Alternatively, Wu et al. (2019) propose the local
and global randomized PCA, a technique that offers a more refined representation of input data
compared to conventional KPCA, making it highly compatible with real-time and expansive
process monitoring. Regarding control systems, Maccié and Cervellera (2012) introduced a
local model based on Nadaraya-Watson framework, addressing the challenge of developing an
automatic controller that leverages data collected during the operation of complex systems by a

reference teacher (e.g., a human operator).
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Local learning has been applied to various specialized domains. For example, Iso-
mura and Toyoizumi (2016) explored a local learning rule for independent component analysis.
For detecting fake news from textual features, GOlo et al. (2023) investigate a multimodal method
that represents texts through an OCC model. This model learns a new representation from a
combination of text embeddings, topic, and linguistic information. For face alignment, Park et
al. (2017) employed deep neural networks to combine local features and recurrent regression.
For facial recognition and tracking, Wang et al. (2013) used an incremental local sparse repre-
sentation to address issues like occlusion and illumination variation. For 3D modeling, Zhang et
al. (2023) proposed a generative AE that handles component combinations for objects. This AE
uses segmented input objects to create component volumes that have redundant components and
random configurations. It then can be applied to either multiple object categories for structure
hybrid or a single object category for shape completion. In image classification, Zhao et al.
(2015) addressed the scarcity of labeled samples in automatic image annotation by proposing
a graph-based semi-supervised technique that focuses on both local and global regression reg-
ularization. For medical imaging, particularly in the detection of tuberculosis from chest x-ray
images, Ding et al. (2017) presented a fusion of local and global classifiers.

In the field of manifold learning, Zhan and Yin (2011) investigate the noise manifold
learning problem, and propose a robust version of local tangent space alignment (LTSA) from the
following aspects: firstly, a robust PCA algorithm based on iterative weighted PCA is employed
instead of the standard Singular Value Decomposition (SVD) to reduce the influence of noise
on local tangent space coordinates; secondly, robust local tangent space alignment (RLTSA)
chooses neighborhoods that are well approximated by the local coordinates to align with the
global coordinates; thirdly, in the alignment step, the influence of noise on embedding result is
further reduced by endowing clean data points and noise data points with different weights into
the local alignment errors. Experiments on both synthetic and real-world datasets demonstrate
the effectiveness of the RLTSA when dealing with noise manifold (ZHAN; YIN, 2011).

In summary, the local learning paradigm offers a powerful and adaptable approach
to a wide range of ML problems. By concentrating on localized data structures, these methods

excel in scenarios where global models may fail to capture locality-dependent patterns.
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3.1.2 Locality Criteria
Local learning techniques are fundamentally defined by their locality criteria. The
Figure 7

concept of “locality” is multifaceted, encompassing a diverse range of domains.
illustrates four examples of locality criteria in local learning: data space, feature space, graph

space and source space. These examples demonstrate how local learning models incorporate
Each example

neighborhoods based on different notions of “closeness” for each domain.

comprises three different localities: L; (blue), L, (green) and L3 (red).

Figure 7 — Illustrative examples of different types of locality criteria.
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In data space locality, unlike traditional ML methods that trains a model using
all observations, local techniques rely on specific data subsets. For example, Jacobs et al.
(1991) introduce a supervised learning method for systems with multiple distinct networks, each
specialized in a subset of the whole training data. Alternatively, Drumond et al. (2022) propose
a novel classification method, the regional classifier (RC), which bridges the gap between global
and local classification. RC is a two-level clustering-based method that create a refined input
representation through a SOM, followed by the application of a clustering algorithm like K-
means to the SOM units. Several other studies have also employed similar data space local
learning strategies (HOFFMANN et al., 2009; PERES; PEDREIRA, 2010; ZHAN; YIN, 2011;
DANG et al., 2013; JUNIOR et al., 2015; ABDALLAH et al., 2021).

Other approaches focus on selecting or extracting localized features within the data
(ARMANFARD et al., 2016; PARK et al., 2017; WU et al., 2019; GRATI et al., 2020; HU
et al., 2020; MOON et al., 2022). For instance, Armanfard et al. (2016) present a localized
feature selection methodology that uniquely tailors feature sets to each specific region of the
sample space, ensuring an optimal fit to data space local characteristics. Similarly, Moon et al.
(2022) introduce a novel ensemble method that extracts specific features optimal for AD. Unlike
typical PCA that prioritizes high-variance PCs, this method also incorporates low-variance PCs
to capture subtle variations in training data. In face recognition field, Grati et al. (2020) present
a cutting-edge RGB-D method that leverages on local representations on facial patch description
and matching. This approach innovates in the learning and integration of data-driven descriptors
to characterize local patches around reference points in images. Additionally, Hu ez al. (2020)
propose a novel local-global feature extraction method that combines KPCA and an AE to
autonomously extract discriminative features from the frequency spectrum of vibration signals.

The concept of graph locality, where nodes and edges depict localized relationships,
has become increasingly relevant, especially within the domain of local learning. The study by
Zhao et al. (2015) introduce a graph-based semi-supervised learning method for image classi-
fication that leverages both local and global regularization techniques. This method capitalizes
on local classification functions to preserve the discriminative and geometric properties intrinsic
to data, while simultaneously considering global discriminative features and computing projec-
tion matrices for the extrapolation of future data. Graph-based methods have been particularly
effective in OD applications due to their ability to represent interdependencies among objects.

However, a common shortfall of these methods is their neglect of local information around each
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node, often resulting in high false-positive rates (WANG et al., 2018). To address this, Wang et
al. (2018) propose a model that integrates graph representation with local object information to
form a local information graph, on which they implement random walk processes to calculate
outlier scores.

Methods that consider locality based on the origin of data represent a powerful
paradigm in ML. An example of this approach is the federated learning (FL), a distributed
approach that enables model training across many decentralized devices, each holding local data
samples. In FL, each device, or a group of devices, is considered a unique source-based locality,
where local models are trained, and they may be aggregated to refine a global model. This not
only ensures the confidentiality of sensitive data by keeping it on the device but also leverages
the collective knowledge from varied and scattered data sources NGUYEN ez al., 2021). Recent
advancements in this field include the hierarchical federated model embedding proposed by He
et al. (2023), which establishes relationships between local data distributions. Additionally, Liu
et al. (2023) present the local differential privacy federated learning, a method that utilizes an
unbiased mean estimator based on maximum likelihood estimation for accurate global gradient
computation to improve training precision and reducing variance. Figure 7d illustrates an
example of this concept, showcasing several nodes (e.g., devices, systems) distributed across
various localities representing different geographical areas or distinct computer networks.

In summary, locality criteria play a pivotal role in local learning as they impact on the
learning process in many aspects. For instance, by segmenting complex problems into simpler,
localized sub-problems can facilitate problem-solving as well as may reduce the computational
cost (DRUMOND et al., 2022). Furthermore, several locality criteria support the application of
distributed learning techniques, allowing for simultaneous processing across different datasets
or environments (NGUYEN et al., 2021). Moreover, the localized approach may aid in a clearer

understanding of the problem by providing contextual insights into specific sub-problems.

3.1.3 Competitive vs. Cooperative Approaches

Learning frameworks that incorporate multiple models, such as ensemble learning
and local learning, rely on two main approaches for integrating model predictions: competitive

and cooperative. Figure 8 illustrates both approaches.
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Figure 8 — Illustration of competitive and cooperative output prediction.
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Source: the author (2024).

Competitive learning (a.k.a. winner-take-all) involves a scenario where various local
models compete against each other to get activated or respond to specific inputs (See Figure 8a).
In essence, when predicting the output for a new, out-of-sample data pattern x,,,,, the process
exclusively involves a single local model. This can be interpreted as a linear combination of
local model outputs and scalar weights where the dominant local model, represented by M, .,
is assigned a weight of 1, whereas all other local models are assigned a weight of 0. Finding the
winner typically relies on a similarity measure.

In contrast, cooperative learning embodies a collaborative strategy where multiple
local models work together towards a shared objective. This method commonly involves a
function that combines the outputs from multiple local models, as described in Figure 8b.
Cooperative functions could involve several strategies, such as weighted averaging, voting, and
stacking (ROKACH, 2019). This approach relies on strategies to combine the influence (i.e.,

weight) of the output for each local model in output prediction.
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3.2 Cluster-based Local Modeling

Local modeling can be defined as a multimodel approach which creates a discrimi-

nant function of the form:

K
g(¥) = > hi(x)gi(x), (3.1)
i=1

where K is the number of partitions; /;(x) is a function that gives a notion of locality for the i-th
model; and g;(x) represents the i-th local model discriminant function (ALPAYDIN; JORDAN,
1996). The primary contribution of this thesis is the proposal of local learning methods based
on the CLHP framework (DRUMOND et al., 2022). This data space locality framework relies
on clustering algorithms, such as K-means, to establish disjoint clusters within the training
data where a local model is trained for each partition. K-means is a clustering algorithm that
partitions n observations into K clusters by minimizing the within-cluster sum of squares. It

aims to assign each observation to the cluster with the nearest centroid (BISHOP, 2006).
3.2.1 Training a Cluster-based Local Model

During the CLHP training phase, the whole dataset X;, is divided into K partitions
by a clustering algorithm (e.g., K-means). Then, for each cluster C; C X, a local model is
trained exclusively using the data of its associated partition. Considering that the subsets are
disjoint, it can be said that CLHP does a hard partitioning of the dataset. Figure 9 illustrates the

partition of data space into 3 local data partitions.

Figure 9 — Training a model using CLHP local learning framework.

[ Training data }—)[ Clustered data ]—)[ Local training ]

Cluster model
a g &
o ° O o OO0
o OO o o O O o OO O ¢
o 06, © 00O
° (ON©) O O C1 Co
o O @)
°%° o o i i

Ce

M[l MZZ Mlg

Local model 1 Local model 2 Local model 3
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3.2.2 Out-of-sample Class Prediction

Predicting classes for out-of-sample data points through CLHP involve computing
the dissimilarity between the novel instance and the local partitions defined in training phase.
Considering a competitive prediction approach, for each new sample x the winner partition
is found by searching for the closest K-means prototype using a dissimilarity measure (e.g.,
Euclidean distance). Considering i* as the index corresponding to the nearest cluster to X, indi-
cating that x belongs to partition C;+, the most suitable model for class prediction is represented

by the function g;-(x). In this case, the neighborhood function has the following form:

L ify(xe)= lgr;Lan(x,cj),

hi(x) = (3.2)

0, otherwise,

where ¢ (+) is a function that measures dissimilarity between the sample x and the prototype c;.
Equation (3.2) assumes that the clustering algorithm uses prototypes to represent the cluster.
When a clustering algorithm does not provide prototypes, an alternative method should be
employed to determine the winning local model for prediction. Figure 10 depicts the process of
predicting out-of-sample data instances using the CLHP framework. First, the data patterns are
submitted to a competitive process to define the closest cluster. As depicted in the Figure 10,
x is closer to cluster Ci, {x3,x3} to C,, and x4 to C3. Then, the respective local models are

selected for predicting each new data instance, as described in the local prediction step.

Figure 10 — Output prediction using CLHP local learning framework.
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3.2.3 Local Partitions: Aspects and Challenges

Applying CLHP to pattern classification raises several issues related to data parti-
tions. This section addresses the challenges of defining local partitions for both MTCC and
OCC problems. As illustrated in Figure 11, three general partitions issues can arise: empty,
dense, and sparse. It is important to mention that these partition issues are exclusively related

to the quantity of data samples contained within the partition (i.e., cluster’s density).

Figure 11 — Illustration of data partition issues in local modeling.
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1. Empty partitions - Empty partitions arise from a cluster C; that is empty. Therefore,
there is no point building a classifier in such partition since there are no data samples to do
so. This issue may be caused by poor clustering or due to selection of inadequate number
of local partitions K.

2. Dense partitions - Dense partitions refer to clusters characterized by a substantial density
of data samples (i.e., high volume of data within the cluster). In the context of local
learning, the usual preference is for all partitions to exhibit high density, ensuring that
each local partition is adequately dense for training a model.

3. Sparse partitions - Sparse partitions (or low density partitions) are clusters that present a
low density in terms of data samples. In that case, the quantity of sample may be too few
for fitting a local model. There are a few strategies that could be employed for solving this
problem. A natural solution involve merging the sparse partition with the closest cluster.

Alternatively, the data points from sparse partitions could be discarded.
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The formation of local partitions is fundamentally an unsupervised learning pro-
cess, meaning that these partitions are clustered based on the similarity of features rather than
predefined labels. However, in the context of MTCC, especially those involving a large num-
ber of classes, it becomes crucial to examine three types of local partitions: homogeneous,

heterogeneous, and imbalanced. Such categories are depicted in Figure 12.

Figure 12 — Illustration of data partition issues in MTCC local modeling.
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Source: the author (2024).

1. Homogeneous partitions - Homogeneous partitions arise when a cluster C; is comprised
solely of data points belonging to a single class. A pragmatic strategy to address this is to
predict that any new data entering the partition space of C; will be assigned the label L;. It
can be posited that the g; model functions as a “bias model”, given that they consistently
produce a singular outcome (DRUMOND et al., 2022).

2. Heterogeneous partitions - Heterogeneous partitions occur when a cluster C; includes
data points from various classes. Such partitions are typically intended for use in training
models for supervised classification. These partitions can be further classified into two
subtypes: balanced or imbalanced.

3. Imbalanced partitions - Imbalanced partitions refer to heterogeneous partitions where
the distribution of data samples across classes is notably uneven.

The fundamental principle of local modeling involves segmenting the training dataset
into numerous subsets, each to be addressed as an individual, more manageable subproblem
(DRUMOND et al.,2022). In MTCC, defining local partitions implies dividing the main classifi-
cation problem into multiple sub-problems (one for each partition) with distinct complexity. For
illustration, Figure 13 depicts a three-class classification problem. Here, the two-dimensional

data space is partitioned into four quadrants, with each quadrant representing a local partition.
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Figure 13 — Illustration of subproblems based on data partition in MTCC local modeling.

Homogeneous partition Two-class partition
C;i o Cy
: o 000 00O
000 00O o o © o o
o O ¢ o o 0 "0p O
© : 0~ 0o O o © o ° 4 o
o o : 0 o O O 0 0O o o
0 0 000 o © O "
0o o gt o © o o o o O
o 0 0.0 ¢ o [m] ©) ) o
S o: Oooao o o oo ° ° 5 pbd oo
) [m] o) m]
o ©_ 0 o : O e} e} l¢] 0© ooo
o o o 0%g g B OB o © © o o OOEIDDEIDD
o o o o: o o o o
U 0©° 000 0%y OOg © © 0 = =
A oo mET g g |:| : Three-class partition Two-class partition
o o o :pgo®, o 0o
. g (o) o (¢} o © o O oo o o
o o o o’m poam (o] o o
oo 0 o0: 0o _o 6 o © oo o
: o 00 g o o o o® Bonm
© o :o50° O 0Opgo oo © o o _,o B
o O o o o o 00 m
- O o (o] &) o o o
o o: O o o o) oo
o %8 Big - B5,08 o o -
O_Ogol o OO a,0o 0B8%nm
o o:8p70" 0 g op o o 00
o_ o oo
o o 0L o 05

Source: the author (2024).

The top-right quadrant shows an example of a binary classification problem where
a linear classifier would likely yield a satisfactory decision boundary. Conversely, in the lower-
right quadrant, there is a binary classification problem with more intricate inter-class boundaries.
The top-left quadrant shows a homogeneous partition, where all data points belong to a single
class (represented by blue circles). Such partition can be modeled by using a bias model. Lastly,
the lower-left quadrant presents a three-class classification problem that may require a more

complex classifier.

3.3 Summary

In this chapter, we conducted a thorough examination on the domain of local learning,
exploring recent advancements in local models for a wide range of ML problems. Furthermore,
we introduced in details the CLHP framework, including the training and prediction steps.
The subject discussed in this chapter provides essential background knowledge necessary for

comprehending the local learning methodologies introduced in subsequent chapters.
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4 LOCAL KERNEL PRINCIPAL COMPONENT ANALYSIS

Recent advancements in KPCA have yielded notable contributions in the field of
OCC and ND (HOFFMANN, 2007; XIAO et al., 2013; XIAO et al., 2014; DAS et al., 2018;
HAMROUNI et al., 2020). Remarkably, multiple studies have explored local learning methods
and distributed models (DENG et al., 2017; CUI et al., 2019; HU et al., 2020). This chapter
introduces the LKPCA, a local learning method for OCC-based novelty detection problems.
Initially, the fundamentals of LKPCA within a competitive setting are explored, with a focus on
two thresholding strategies: single-thresholding and multi-thresholding. We detail the model’s
structure and training process, explaining how it handles thresholding and detects novelties in
out-of-sample instances. The latter part of the chapter evaluates the performance of competitive

LKPCA through simulations on various OCC benchmark datasets.

4.1 Kernel Principal Component Analysis

KPCA is a nonlinear extension of linear PCA (SCHOLKOPF et al., 1997). It
performs PCA on data points after they have been mapped into a high-dimensional feature space
¥ . The core of KPCA is the kernel trick, which avoids the need to explicitly compute the
high-dimensional mapping. Instead, it computes inner products in ¥ using a kernel function

defined in the original input space:

k(x,y) ={(p(x),0(y)), (4.1)

where ¢ : RY — ¥ is a mapping function that projects a data vector x into its feature-space
counterpart ¢(x). Kernel functions are essential to various kernel methods such as SVMs,

OCSVMs and KPCAs. Table 3 describes commonly used kernel functions.

Table 3 — Frequently used kernel functions in machine learning models.

Kernel Equation Hyperparameters
Linear k(x,x;)=x"x;+c c is a constant.
Polynomial k(x,x;) = (axTx,- + c)p a and ¢ are constants; p is the polynomial degree.
Gaussian k(x,x;) =exp { —v|lx —xillz} v = #, and o > 0 is a constant.
Cauch k(x,x;) = o 18 a constant.
Yo R e
Log k(x,x;) =—In(||]x —=x;||+1) cis a constant.

Source: the author (2024).
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To perform KPCA on a training dataset X;, = {x,~}l’.l:1 , we have to express the standard
PCA in the feature space #. Assuming the mapped training instances ¢(x;) € ¥ are centered

(i.e., 2i_, ¢(x;) = 0), the covariance operator in ¥ is defined as
1 n
Cr== > ox)p(x). (4.2)
i
KPCA is then obtained by solving the eigenvalue problem in 7:
C;rVg = /lng. (4.3)

In KPCA, an eigenvector v, € ¥ corresponding to a nonzero eigenvalue (1, > 0) lies in the span

of the mapped training points, so it can be written as

n
ve= Za’if‘P(xi)a (4.4)
i=1
for n coefficients ayy, . .., ane. By substituting the expressions for v, and C# into the eigenvalue

problem and applying the kernel trick, the problem can be simplified to a linear algebra problem
in the original space:

Ka’g = n/lga’g. (4-5)

Here, the vectors a; = [aqy, .. ., ozng]T with £ =1,...,n, are the eigenvectors of K. The matrix K
is the Gram matrix (also known as the kernel matrix), whose elements are the kernel functions

applied to each pair of data points: K;; = k(x;,x;). The Gram matrix is described as

K Kip - K
K1 K» -+ K

k=" % . (4.6)
_Knl KnZ Knn_

As the premise of zero-mean data is generally not satisfied in real-world data, we

centralize the points in feature space as follows:
1 n
5(x;) = D-= ), 4.7
Plxi) = @(x;) — - ;:1 p(x;) (4.7)

where @(x;) denotes the i-th centered data point in . To obtain zero-mean data directly in
terms of kernel functions, each entry of the centered Gram matrix K can be computed from the
uncentered Gram matrix K as

N 1 v 1 v 1 «
Ki; = Kij_;lZKir_;ZKrj"'ﬁ Z Kys, (4.8)
r=1 r=1

r,s=1
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where I?ij = lz(xl-,x ;) denotes the centered kernel. In practice, the KPCA is solved on K,
ensuring that the mapped data in # have zero mean. Finally, for an out-of-sample data point x’,

the projection onto the ¢-th eigenvector v, in feature space is given by
n
Ve, @(x)) = ) aick(x;,x'), (4.9)
i=1
where k(x;,x’) is the centered kernel value between training point x; and the new point x’.

4.2 Local KPCA for Novelty Detection

LKPCA is a local learning extension of the KPCA-based ND method proposed by
Hoffmann (2007). It relies on three main stages. It begins by segmenting the data into distinct
local partitions using the CLHP framework. Next, a localized KPCA model is trained on the data
within each cluster. Finally, these models are combined using either competitive or cooperative
strategies. The reconstruction errors from each localized KPCA are used to define a detection
threshold, 6, which sets the boundary between normal and novel data points. A reconstruction
error larger than this threshold indicates that a data point is likely a novelty. Figure 14 illustrates
the LKPCA training process. The following sections provide the details of the steps involved in

designing, training, and using LKPCA for ND.

Figure 14 — Illustration of the proposed LKPCA training steps.
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4.2.1 Local Partitioning

The first step of the LKPCA involves clustering the training set X;, into K non-
overlapping local partitions using K-means. This process defines a set of K prototype vectors,

{c j}le, with each vector ¢ ; forming a cluster C; as follows:
2 : 2
i =1x €Xr | llx—cj|l5= min |x-c . 4.10
c; { |l =e;13 = min | z||2} (4.10)

The effectiveness of this stage is critical to the performance of LKPCA, as it directly impacts
the novelty measure calculation. While K-means was used in this implementation, alternative

clustering methods could also be employed.
4.2.2 Training a Local KPCA

A localized model is trained for each local partition using KPCA for ND (HOFF-
MANN, 2007). This process results in a set of K local one-class classifiers, where each local
model yields a respective local novelty score. Given a data point z € X, the novelty score is
computed based on two measures: the local spherical potential and the projection of the input

vector z onto the eigenvectors obtained from localized KPCA models.
4.2.2.1 Local Spherical Potential

The j-th local spherical potential of a data point z, represented by p(J )(z), is the

squared distance between the mapped data point ¢(z) and its local cluster center in feature space,

o =L p(x)):

P (@) = llp(z) - o112

@4.11)
= k(z, z)——Zk(z xi) + — Z k(x,,x,).

] r,s=1
The last term in Equation (4.11) is constant with respect to z, and for Gaussian kernels, the first
term is also constant (k(z,z) = 1). Since constants do not affect the novelty score’s predictive

power, they can be omitted. Hence, a simplified form can be expressed as follows:

( 2 <
P (z) = —;Zk(z,x,-). (4.12)
J =1
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4.2.2.2 Projection onto Local Eigenvectors

The second measure involves projecting the input vector z onto the localized eigen-
vectors obtained from each KPCA model, with one set of eigenvectors computed per local
partition. For instance, in the j-th localized model, the eigenvectors {vg;/ ) }?i , are ordered in de-

()

creasing order with respect to the eigenvalues, with v,

corresponding to the largest eigenvalue.

In the j-th localized model, the projection onto the ¢-th eigenvector is computed as follows:

@) = (p(2),v)

nj nj nj nj
; 1 1 1
= >0 [k(@x) - — > k(xix) = — > k(zx) + = > k(xr,xy)
i=1 i3 i n

jrs=1

] (4.13)

4.2.2.3 Local Novelty Score

The j-th local novelty score is a combination of Equations (4.11) and (4.13):

, . i . 2
PP@=p @)=Y || (4.14)
(=1
where pgj ) (z) is the j-th local spherical potential; and fé,(j ) (z) is the projection of z onto the ¢-th

eigenvector of j-th local partition. The number of principal components, g ;, is a hyperparameter

that can vary across localized models.

4.2.3 Thresholding Strategies

Thresholding in LKPCA can be performed using single or multiple thresholding

strategies. Single-thresholding computes a single global threshold 8, while multi-thresholding

defines a separate threshold #/) for each local partition, forming the vector @ = |[g(1) g2 ... g(K) |,

Both strategies depend on computing the reconstruction errors for the entire training set using

all local KPCA models. These errors can be arranged in the following n X K matrix:

RORE)! (K)|
el el .« o el
" O (K)
e e .. e
e=|?* 7 S (4.15)
6511) eflz) eflK)
. . . 1T
where each column, e/) = eif ) egf ) . 6;(1] ) , represents the reconstruction errors on the

training set using the j-th local KPCA model, as defined by Equation (4.14).
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Algorithm 1 outlines the three-step training process of LKPCA for ND, which is

applicable to both the competitive and cooperative settings.

Algorithm 1: LKPCA fitting algorithm
Input: Training set X;, containing only normal data.
Output: Trained LKPCA model with thresholds.

1. Local partitioning
Cluster the training set X}, into K partitions using K-means algorithm.

C={Cy,....Cx}

2. Localized training

for each cluster C; do
2.1. Train a localized j-th KPCA model on the subset C;.

2.2. Compute the novelty score for all data points in C; using Equation (4.14).

q;
PO @) =pP @)~y [f}”(x)]z, Vx €C;
=1

end

3. Thresholding training

3.1 Compute a single global detection threshold 6; or

3.2 Compute multiple local thresholds 6 = [9(1) e H(K)].

4.3 Competitive Local Kernel Principal Component Analysis

Competitive LKPCA employs the winner-takes-all (WTA) approach for both thresh-
olding and prediction. This thesis defines two competitive LKPCA variants: winner-take-all
local kernel principal component analysis (LKPCA-WTA), which uses a single global threshold;
and a multi-threshold winner-take-all local kernel principal component analysis (LKPCA-WTA-

MT), which relies on individual localized novelty thresholds.

4.3.1 Single Thresholding

Single-thresholding involves computing a global threshold, 6,,,,, from the recon-
struction errors of all training data points. For each data point, the nearest partition is identified,
and its corresponding local model computes the reconstruction error. The threshold 6,,, is
then derived from the distribution of these local reconstruction errors. Figure 15 illustrates the

thresholding process employed by LKPCA-WTA.



where e

Local reconstruction errors are arranged in the vector e* =

Figure 15 — Single-thresholding strategy for the LKPCA-WTA.
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1T
efljn) ,

) is the reconstruction error computed by the winning local KPCA model for the i-th

training data point. Algorithm 2 details how 6,,;, is computed. In this implementation, the

threshold is selected as the maximum error, although other methods for computing the threshold

can also be applied.

Algorithm 2: LKPCA-WTA single-thresholding algorithm

Input: Training set X;, and a trained LKPCA model.
Output: Detection threshold 6,,,,.

for each data point x; do

end

3. Compute the LKPCA-WTA threshold (8,,,,) by finding the maximum value in e*:

1. Find the winner (i.e., closest) local KPCA ;- model:

J =arg minllxi—cjllg, j=1...K.

2. Compute the reconstruction error through KPCA j» model using Equation (4.14):

e = pU(xy).

Ovra = max(e”).
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4.3.2 Multiple Thresholding

In the LKPCA-WTA-MT approach, a separate novelty threshold is computed for
each localized KPCA model, resulting in a vector of thresholds, 6,,;,. As illustrated in Figure

16, each local KPCA yields a distribution of novelty scores used to define an associated threshold.

Figure 16 — Multi-thresholding strategy for the LKPCA-WTA-MT.

Reconstruction errors
(Novelty scores)

W, O ... (KK

el ce-€ep el - e

1st set of local K-th set of local

novelty scores novelty scores
(1) (K)
ewta me
1st local novelty K-th local novelty
threshold threshold

Source: the author (2024).

As detailed in Algorithm 3, each local threshold is determined by the maximum

value among the novelty scores.

Algorithm 3: LKPCA-WTA multiple thresholds algorithm
Input: Training set X}, and a trained LKPCA model.

Output: Vector of thresholds 6,,;, = 0(1) G(K)

wta 7 wta |
for each local model LKPCA; do

Computes a threshold vajt)a for each local reconstruction error distribution.

V) = max p"(x)

VxeX;,

end




66
4.3.3 Competitive Local KPCA Prediction

As illustrated in Figure 17, the LKPCA-WTA'’s out-of-sample prediction for a new
instance, x’, relies on a competitive approach, in which the model identifies the closest cluster
and uses only the corresponding localized KPCA to compute the reconstruction error ¢’/7). All
other localized models are then disregarded. This is equivalent to assigning a weight of 1 to the

winning local model (w\") = 1), and 0 to all others (w) =0 for Jj #J"). In the example, j* = 1.

Figure 17 — Illustration of the LKPCA-WTA out-of-sample prediction.
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4.3.4 A Word About Benefits and Challenges

The LKPCA presents specific considerations that should be addressed. As high-
lighted in Section 3.2, the method’s performance is vulnerable to poorly defined local partitions,
which can result in sparsely clustered data. This occurs when a local model lacks a sufficient
number of data points to effectively learn patterns within its designated partition. This issue is di-
rectly related to how the decision boundary is formed. Figure 18 illustrates how the combination
of individual localized KPCA decision surfaces forms a unified LKPCA decision region. Each
color represents the decision boundary of a different local model within the framework. This
visualization demonstrates how LKPCA can segment the data space, allowing each partition to
be handled by a specialized local model. This strategy aims to capture the complex structure
of the data more effectively than a single global model. Nevertheless, the competitive step of
selecting the “winning” local model for prediction introduces variability, particularly when a

new instance is equidistant from multiple partitions.
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Figure 18 — Illustrative combination of decision surfaces for each localized KPCA.
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Figure 19 presents the pooled LKPCA decision surface, which resembles the union

of the localized KPCA surfaces from Figure 18.

Figure 19 — Illustrative decision surface of the pooled LKPCA.
LKPCA (threshold = 1.0949)
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Source: the author (2024).
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Figure 20 illustrates the decision surfaces of six OCC methods on the two moons
dataset. The decision surface of each method reveals its unique approach to ND. The isolation
forest (IF) creates a broad surface that may misclassify several novelties as normal. PCA forms a
tight boundary but fails to capture the dataset’s nonlinearity. The OCSVM produces a smoother,
more curvilinear surface that fits the dataset’s shape well, although it included a few novelties.

The global KPCA exhibits a complex surface, effectively modeling the data’s nonlinear patterns.

Figure 20 — Decision surfaces from six learning methods on the two moons dataset.
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As for the local learning models, for both local principal component analysis (LPCA)
and LKPCA, the two localized decision surfaces converge into a single boundary, demonstrating
that for CLHP-based methods, the final decision surface is contingent on the number of local
partitions. LPCA with K = 2 fits the normal data better than global PCA, even though its
performance could likely improve with an increase of the number of partitions to fit more
closely to the data. LKPCA combines two local decision surfaces into an unified boundary.
This approach balances modeling the data’s structure with achieving class separability, closely

adhering to the dataset’s inherent patterns.
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4.3.5 Complexity Analysis

Evaluating the computational efficiency of LKPCA is essential for understanding its
advantages over global KPCA. A key benefit of LKPCA is its ability to reduce computational cost
by training multiple KPCA models on smaller data subsets, which also facilitates parallelization
and distributed processing. Global KPCA'’s time complexity is dominated by two main steps:
computing the kernel matrix and performing eigendecomposition. These have a time complexity
of O(n?) and O(n?), respectively, where n is the dataset size. Consequently, global KPCA’s
overall complexity is O(n?). In contrast, LKPCA’s time complexity involves two stages. First,
the dataset is clustered into K local partitions using K-means, which has a time complexity of
O(InKd), where I is the number of iterations and d is the input dimensionality. In the second
stage, KPCA is applied independently to each cluster, leading to a complexity of Zle O(n;),
where 7n; is the number of samples in cluster C;. Since 7 is typically much larger than any
individual 7;, partitioning the dataset into smaller clusters can significantly reduce the time
complexity. This approach allows LKPCA to substantially improve computational and memory
efficiency for large datasets. While the K-means clustering step also contributes to complexity
(linear in n), LKPCA remains computationally advantageous over standard KPCA, especially
for large datasets.

Table 4 summarizes the computational complexity of global KPCA, K-means and
LKPCA. The prediction time complexities provided assume evaluation of a single data instance.
Note that for competitive LKPCA the prediction only considers the closest localized model. In

contrast, cooperative LKPCA uses all localized models for prediction.

Table 4 — Complexity analysis of KPCA, K-means and LKPCA.

Time Complexity Memory Complexity
Method .« . . .
(Training) (Prediction) (Trained Model)
KPCA o(n?) O(n) O(n?)
K-means O(InKd) O(Kd) O(Kd)
0 (I’l j*)
N——
Competitive
LKPCA  O(InKd)+ Y%, O(n3) O(Kd)+ _, ) O(Kd) +3K, O(n3)
=1
;/_/

Cooperative

Source: the author (2024).
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4.4 Simulations and Results

This section presents the results of computational experiments on competitive
LKPCA methods and discusses their implications. All simulations and algorithms, implemented
in Python, are available in a GitHub repository'. For the simulation settings, we performed 50
independent train/test experiments by repeating the 10-fold cross-validation technique 5 times.
In OCC-based k-fold, only normal class data were considered for training. Prior to training,
features were scaled to the range [0, 1] using min-max scaling. The CLHP method was opti-
mized by tuning the number of local partitions K, over the range K € {2,3,..., | Vn]|}, where n is
the total number of samples. The optimized number of partitions, K, was selected as the one
yielding the highest Silhouette index (ROUSSEEUW, 1987). The Silhouette index quantifies
how well each data point fits within its assigned cluster. For a data instance x;, the Silhouette

index can be computed as:
b(x;) —a(x;)
max(a(x;),b(x;))’

S(x;) = (4.16)
where a(x;) is the average distance between x; and all other points in the same cluster (i.e.,
average intra-cluster distance); and b(x;) is the lowest average distance between x; and points
in the nearest neighboring cluster (i.e., lowest average inter-cluster distance). The score for the

clustering solution is then the average of the Silhouette scores for all individual data points:
S ! Zn] S(x;) (4.17)
= — xl . .
=

Hyperparameter optimization for each learning method was conducted using random
search with 5-fold cross-validation over 40 trials. For OCSVM and KPCA-based methods, a
Gaussian kernel was employed, with y selected from [0.5,5]. For IF, LOF, and KPCA, the
proportion of novelties was chosen from [0.05,0.1]. For IF, the number of estimators is
selected from {20,50}, and the sample size proportion is selected from the interval [0.5,0.9].
For OCSVM, the parameter v, which controls the trade-off between training error and model
complexity, is optimized within the range [0.03,0.2]. For LOF, the number of estimators varies
between {5,50}. Regarding PCA, the number of retained principal components (g) is selected
from {1,...,d}, where d is the input space dimensionality. Similarly, for KPCA and LKPCA, ¢

is chosen from {1,...,30}.

' The LKPCA code can be accessed in the following link: <https:/github.com/renanfonteles/local-kpca> .


https://github.com/renanfonteles/local-kpca
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The UCI Machine Learning Repository (DUA; GRAFF, 2017) was the source for
the first set of datasets used in this experiment. Since these are multi-class problems, we created
one-class versions using a one-versus-all approach. This method designates one class as the
normal class and groups all remaining classes as novelty instances. Hence, a multi-class dataset
with n¢ classes produces n¢ distinct one-class variants. The characteristics of these multi-class

datasets are summarized in Table 5.

Table 5 — Benchmark datasets selected for LKPCA simulations.

Dataset No. of instances No. of features No. of classes
Iris 150 4 3
Parkinson 195 22 2
Vertebral Column 310 6 3
Wall-following (2f) 5456 2 4

Source: the author (2024).

Additionally, several OCC benchmark datasets were selected from ODDs library
(RAYANA, 2016), including Annthyroid, Breastw, Cardio, Glass, and lonosphere datasets.

Table 6 presents all one-class datasets used in computational simulations.

Table 6 — One-class datasets selected for LKPCA simulations.

Dataset No. instances No. features No. inliers No. novelties
Annthyroid 7200 6 6666 534
Breastw 683 9 444 239
Cardio 1831 21 1655 176
Glass 214 9 205 9
Tonosphere 351 33 225 126
Iris (0) 150 4 100 50
Iris (1) 150 4 100 50
Iris (2) 150 4 100 50
Parkinson (0) 195 22 147 48
Parkinson (1) 195 22 48 147
VC (0) 310 6 250 60
VC (1) 310 6 210 100
VC (2) 310 6 160 150
WE2F (0) 5456 2 3251 2205
WEF2F (1) 5456 2 3359 2097
WE2F (2) 5456 2 5128 328
WE2F (3) 5456 2 4630 826

Source: the author (2024).
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4.4.1 Competitive LKPCA Classification Performance

The first experiment evaluates the classification performance of the proposed com-
petitive LKPCA variants — LKPCA-WTA and LKPCA-WTA-MT — against several established
one-class classifiers. The primary benchmark for this analysis is the global KPCA for novelty
detection (HOFFMANN, 2007). For a broader comparative analysis, we also include a set of
state-of-the-art methods, including PCA, IF, OCSVM and LOF. The objective is to assess the
detection effectiveness of the proposed methods, focusing on their ability to achieve a robust
balance between TPR and false positive rate (FPR). Table 7 presents the classification accuracy
results, measured as the mean (u) + standard deviation (o) from 50 trials. Each trial consists
of 5 realizations of a 10-fold cross-validation.

Table 7 — Classification accuracy of the competitive LKPCA variants and the baseline methods
on benchmark datasets.

Dataset Baseline Proposed
IF LOF OCSVM PCA KPCA LKPCA-WTA LKPCA-WTA-MT
Annthyroid  91.14+0.25 93.23+0.05 85.09+0.15 91.35+0.10 89.88+0.09 92.64+0.03 92.70+0.03
Breastw 67.66+0.82 64.66+0.17 93.20+0.32 68.23+1.28 92.65+0.57 51.27+15.81 86.07+8.19
Cardio 92.91+£0.52 95.17+0.60 89.94+0.26 89.97+0.27 93.43+0.16 86.36 +8.63 90.83+0.41
Glass 91.06+0.55 94.68+0.58 87.01+1.02 90.98+0.72 91.14+0.56 77.64+19.30 95.69+0.25

Ionosphere  82.77+2.33 73.39+1.76 91.26+0.98 82.25+0.97 92.47+0.63 60.52+24.87 71.86+£2.77
Iris (0) 92.41+£2.09 67.80+1.95 93.15+1.02 66.68+1.57 95.31+1.00 76.21+£24.87 94.57+6.77
Iris (1) 68.75+4.96 74.69+3.32 63.13+2.03 63.95+1.83 80.63+1.81 78.13+£14.11 66.63+0.21
Iris (2) 89.20+4.79 94.27+2.20 91.87+1.03 86.40+1.58 91.44+1.46 88.33+18.58 69.41+8.32

Parkinson (0) 71.47+0.77 82.99+1.12 79.16+0.95 79.45+0.81 82.15+1.23 70.65+16.41 77.65+3.56

Parkinson (1) 77.39+2.56 86.44+2.60 78.57+1.45 7491+1.17 93.57+0.54 85.20+7.13 43.57+7.95
VC (0) 77.48+0.79 80.18+0.46 75.15+0.71 79.73+0.48 77.83+0.59 80.19+0.85 80.58+0.13
VC (1) 64.59+£0.68 66.54+0.30 62.99+1.00 64.40+£0.44 64.15+0.57 65.44+£3.73 67.66+0.17
VC (2) 73.90+1.06 73.43+1.03 80.60+1.33 74.08+0.99 90.52+0.83 77.33+£20.80 56.02+£2.96

WF2F (0) 70.03+0.31 73.52+0.76 61.87+0.14 62.06+1.24 61.19+0.30 59.44+1.00 59.58+0.01

WEF2F (1) 61.89+1.44 81.47+0.41 93.40+0.22 58.80+0.15 93.68+1.05 71.57+11.71 61.57+0.03
WF2F (2) 94.88+0.23 98.33+0.15 86.14+0.19 91.77+£0.60 94.60+0.13 15.93£21.21 93.98+0.01
WEF2F (3) 84.57+1.67 86.76+0.85 77.23+0.19 81.33+0.11 90.98+0.43 82.61+3.96 84.88+0.03

Source: the author (2024).

The classification accuracy results indicate that, although the proposed LKPCA
methods are competitive, they do not consistently outperform all baseline models across datasets.
Their varied performance across datasets highlights a significant distinction between the two
variants. LKPCA-WTA, in particular, exhibits high variability, as indicated by its large standard
deviations on several datasets (e.g., Breastw, Cardio, lonosphere, Glass, Iris). The method’s
reliance on a single, global threshold for all local models contributes to this instability, as it may
result in inadequate thresholding. In contrast, the LKPCA-WTA-MT demonstrates significantly
higher stability and generally higher accuracy than LKPCA-WTA, as the usage of multiple
thresholds, one for each local model, better captures the distinction between normal and novel

instances within different data partitions. This improvement is particularly evident on datasets
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like WF2F (2), where LKPCA-WTA performs poorly (15.93% accuracy), while LKPCA-WTA-
MT achieves a substantially higher accuracy of 93.98%.

The results also highlight the efficacy of baseline OCC methods. Global KPCA
demonstrates excellent performance and stability across many datasets. It achieves the high-
est accuracy on 7 of the 17 datasets, including lonosphere (92.47%), Iris (0) (95.31%), Iris
(1) (80.63%), Parkinson (1) (93.57%), VC (2) (90.52%), WF2F (1) (93.68%) and WF2F (3)
(90.98%). Its high accuracy and low standard deviation suggest that the global KPCA is effective
for these specific data distributions. It is then a robust method for capturing complex, nonlinear
structures when the normal class forms a cohesive cluster in the kernel space. Other baselines
methods also perform well on specific datasets. LOF is particularly effective on datasets like
Annthyroid (93.23%), Cardio (95.17%), and WF2F (2) (98.33%), while OCSVM is the top per-
former on the Breastw dataset (93.20%). Although IF provides competitive and stable results,
it has not achieved the best accuracy on any single dataset.

Boxplots in Figures 21 to 24 are used to visualize and compare the distribution
and dispersion of classification accuracy results for competitive LKPCA and baseline methods
across benchmark datasets. These plots provide a concise summary of the median, quartiles,

and potential outliers, facilitating a direct comparison of model performance.

Figure 21 — Boxplot of classification accuracy for competitive LKPCA and baseline methods
on the lonosphere and Annthyroid datasets.
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Figure 22 — Boxplot of classification accuracy for competitive LKPCA and baseline methods
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on the Breastw and Cardio datasets.
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Figure 23 — Boxplot of classification accuracy for competitive LKPCA and baseline methods
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on the Parkinson (0) and Vertebral Column (VC) datasets.
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The boxplots show that LKPCA-WTA generally performs poorly in terms of accuracy
compared to the global KPCA on most datasets. Notable exceptions are seen with Annthyroid,
VC (0) and VC (1) datasets, where LKPCA-WTA shows superior detection performance. As
previously discussed, LKPCA-WTA'’s single thresholding method can lead to an imprecise
threshold, causing significant variability in the results, as reflected by the wide spread in its
boxplots. This variance is particularly pronounced in the lonosphere, Cardio, Parkinson (0),
and VC (2) datasets.

For the Wall-following dataset, KPCA consistently showed higher accuracy for all
derived one-class datasets. In this case, it seems the definition of local partitions has not
improved the representation of data. This usually occurs when the separability between clusters
is not clear and the partitions are not defined properly. Consequently, LKPCA models may

underfit and produce suboptimal thresholds.

Figure 24 — Boxplot of classification accuracy for competitive LKPCA and baseline methods
on the Wall-following (2f) dataset.
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Table 8 present the models’ performance based on the area under the ROC curve
(ROC-AUC). This index, which measures the ability to distinguish between normal and novel
instances across various thresholds, offers a more robust evaluation of generalization than the

classification accuracy.

Table 8 — ROC-AUC of the competitive LKPCA variants and the baseline methods on
benchmark datasets.

Dataset Baseline Proposed
IF LOF OCSVM PCA KPCA LKPCA-WTA LKPCA-WTA-MT

Annthyroid  88.11+1.54 74.87+0.16  63.40+0.14  86.84+0.71 71.78£0.11 61.00+£4.02 65.95+10.43
Breastw 99.43+0.08 67.27+2.39  99.53+0.02  99.30+0.06  99.86+0.06 96.19+4.76 96.41+4.73
Cardio 96.00+£0.69 96.03+1.14  96.05+0.12  96.90+0.13  96.45+0.05 93.85+2.66 94.30+1.93
Glass 74.22+2.36  80.63+0.91 42.39+2.94  48.61+1.95 84.68 +0.99 52.13+14.12 45.98£21.75
Ionosphere  90.62+1.60 92.68+1.27  97.92+0.20 90.04+0.60  97.31+0.55 78.48 +£15.23 78.12+15.42
Iris (0) 96.61+2.16 100.00+0.00 100.00+0.00 99.97+0.12  100.00+0.00 100.00+0.00 99.91+0.41
Iris (1) 79.19+8.38  92.21+1.36 42.71+11.38 13.67+11.79  89.99+0.79 88.93+26.39 91.27+26.85
Iris (2) 96.35+£2.03 98.96+0.50 98.89+0.39  93.76+1.61 99.09+0.41 99.35+0.28 99.22+0.18
Parkinson (0) 65.33+4.20 81.99+2.86  76.36+1.28  79.03+0.88  82.04+1.44 78.28 £2.50 85.80+4.55
Parkinson (1) 81.92+2.34  90.15+2.51 81.88+1.30  79.66+0.91 98.74+0.79 73.38+18.71 74.54+£17.85
VC (0) 57.54+5.92 66.23+1.98 56.99+1.12 74.18+0.57  53.02+2.08 59.52+1.48 62.14+3.47
vC (@) 51.05+5.98 40.50+1.62 51.38+3.96 54.37+3.63 49.70+1.33 50.29+5.11 50.29+5.11
VC (2) 96.66+1.04 90.45+0.31 88.05+0.98  98.47+0.18  98.20+0.37 93.08 +£6.29 85.87+2.41
WF2F (0) 84.56+1.31 93.37+0.34  26.20+0.01 41.80+18.87 67.41+0.70 75.90+6.21 83.23+7.38
WF2F (1) 85.04+2.64 95.72+0.26  96.59+0.34  38.21+£0.34  97.80+0.22 91.71+£10.74 79.89+8.28
WF2F (2) 98.74+0.34 99.35+0.04 69.06+0.94  84.58+0.97 97.72+0.04 64.83+11.29 60.01+£8.35
WF2F (3) 87.52+2.25 91.95+0.65 26.68+0.48  55.62+0.81 94.28 +0.27 68.01+£26.38 73.13+£28.57

Source: the author (2024).

The ROC-AUC results reveal that the proposed LKPCA-WTA and LKPCA-WTA-
MT variants have significant limitations in their generalization capacity and are generally out-
performed by the baseline models. This suggests that while LKPCA can improve detection
performance through data partitioning, it may also lead to underfitting to local structures,
making it less stable in a competitive setting. Notably, LKPCA-WTA performs ineffectively
on several datasets (Annthyroid and Glass), achieving low ROC-AUC scores. This indicates
potential underfitting or poor thresholding due to its reliance on a single global threshold. Addi-
tionally, suboptimal partitioning (choice of K or poorly separated clusters) in these datasets may
contribute to this underperformance. The high standard deviations observed for both LKPCA
variants on many datasets further highlight their lack of stability. In contrast, the baseline mod-
els demonstrate superior performance and stability in most cases. Global KPCA is a leading
performer, achieving the highest ROC-AUC on 6 datasets. Its consistent performance highlights
its robustness for datasets where the normal class forms a cohesive structure in the kernel space.
LOF also proves highly effective, winning on 4 datasets (e.g., Iris (0), Iris (1), WF2F (0), and
WF2F (2)). PCA stands out on Cardio and VC datasets, achieving the highest scores, while
OCSVM and IF show the highest ROC-AUC on lonosphere and Annthyroid, respectively.
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Boxplots in Figures 25 to 28 are used to visualize and compare the distribution and
dispersion of ROC-AUC for competitive LKPCA and baseline models on several benchmark
datasets. The boxplots show that LKPCA-WTA models generally perform worse in terms of
ROC-AUC than global KPCA on most datasets, except for Iris (2), Parkinson (0), VC (2) and
WF2F (0). For the LKPCA-WTA-MT variant, there is high variability in its ROC-AUC results
for the lonosphere, Parkinson, Annthyroid, Cardio and WF2F (3) datasets. This variability
was not as evident in the accuracy analysis and suggests that even with multiple thresholds, the
performance of LKPCA can vary due to its dependence on data partitioning and the competitive

nature of its prediction process.

Figure 25 — Boxplots of ROC-AUC for competitive LKPCA and baseline methods on the
lonosphere, Annthyroid, Breastw and Cardio datasets.
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Figure 26 — Boxplots of ROC-AUC for competitive LKPCA and baseline methods on the
Parkinson dataset.
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Figure 27 — Boxplots of ROC-AUC for competitive LKPCA and baseline methods on the
Vertebral Column dataset.
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Figure 28 — Boxplots of ROC-AUC for competitive LKPCA and baseline methods on the
Wall-following (2f) dataset.
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4.5 Summary

This chapter introduced the LKPCA, a novel OCC approach that integrates the
KPCA for novelty detection (HOFFMANN, 2007) with a local learning framework known as
CLHP (DRUMOND et al., 2022). This method involves three main steps: data partitioning with
a clustering algorithm, training a local KPCA novelty detector in each partition; and establishing
a ND threshold based on local reconstruction errors. Two competitive variants of LKPCA were
presented: LKPCA-WTA and LKPCA-WTA-MT.

Simulations comparing competitive LKPCA with global KPCA and baseline meth-
ods like IF, OCSVM, and LOF showed promising results. Competitive LKPCA can outperform
baselines in terms of both accuracy and ROC-AUC. However, its performance suffers from high

variance due to its reliance on the data partitioning and thresholding stages.
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S COOPERATIVE LOCAL KERNEL PRINCIPAL COMPONENT ANALYSIS

Local learning is a powerful ML framework that combines multiple local models by
using two main approaches: competitive and cooperative. Chapter 4 introduced the competitive
LKPCA, where only the winning localized KPCA model is selected for output prediction. In
contrast, cooperative learning combines the outputs of all local models into a single, unified
decision. This chapter explores a cooperative approach to LKPCA, introducing three variants.
The first uses the average of local models’ output for thresholding and prediction. The second
technique quantifies the influence of each localized KPCA model using similarity measures. The
third variant employs a stacking ensemble that trains a metamodel with the local reconstruction
errors from all localized KPCA models over the training set. The chapter concludes by presenting

simulation results on benchmark datasets.

5.1 Cooperation Through Averaging

The average weighted local kernel principal component analysis (LKPCA-AVG)
combines the averaged outputs of all local models to define its discriminant function and
detection threshold. This method assigns equal importance to the contribution of each model.
To establish the threshold, it first computes the average reconstruction error for all training data

points with respect to each local KPCA model, creating a vector of localized error averages:
e=|eh) ... gK|, (5.1)

where e\/) = %Z:.’: | efj ) is the average of reconstruction errors for the j-th local KPCA model.
The detection threshold is then defined as the maximum value within the vector of averages, that

is, 04y, = max (€).

5.2 Cooperation Through Similarity

The similarity weighted local kernel principal component analysis (LKPCA-SW)
method computes a weight vector based on the similarities between an input data (x”) and the
centroids from the K-means model (as illustrated in Figure 29). These weights are then used to
aggregate the outputs from all local models, resulting in a single novelty score. This technique
incorporates the proximity of an input instance to the local clusters, enabling a more selective

contribution from each model to the overall prediction.
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Figure 29 — Illustration of the similarity-based weight vector construction.
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Source: the author (2024).

LKPCA-SW’s adaptability is enhanced by its ability to weigh the contributions of
its individual, localized KPCA models. Instead of treating all local models equally, it adjusts
their influence based on how similar their corresponding cluster is to the data instance being
predicted. To ensure consistency with the cluster definitions, the same dissimilarity measure
used in the K-means algorithm must also be used to determine the weights for each local model.

A common dissimilarity measure is the Euclidean distance, also known as the L;-norm:

de(x,y) = [lx —yl. (5.2)

To convert this into a similarity weight, the following function can be used:

1

e o

s(x,y) =

where € is a small constant that prevents division by zero when the distance tend to zero.

5.3 Cooperation Through Stacking

The stacking local kernel principal component analysis (LKPCA-ST) framework
leverages a metamodel to learn a detection rule from the reconstrution errors of localized
models. This metamodel uses the matrix of local reconstruction errors (&) as training data,
enabling it to distinguish between normal and novel instances based on the aggregated novelty
scores from the localized models. This approach allows for a unified detection rule for identifying
novel instances from the collective knowledge of multiple models. The process of training an

LKPCA-ST model is illustrated in Figure 30.
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Figure 30 — Illustration of the thresholding strategy utilized in the LKPCA-ST.
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For this approach, we use a 1-nearest neighbor (1-NN) model as the metamodel.
This technique improves the overall ability to detect new instances by integrating both local
insights and an intermediate classifier. Its primary detection capacity relies on the localized
KPCA models, with the metamodel serving only to train a decision rule based on the localized
novelty scores. The process of detecting novelties in new input instances is a two-step procedure.
It first computes the local novelty scores for all K models in the LKPCA setting, and then it

determines the metamodel novelty score, e’"). This process is illustrated in Figure 31.

Figure 31 — Illustration of LKPCA-ST class prediction.
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5.4 Simulations and Results

This section details the simulations and results for the cooperative LKPCA. The
simulation settings, including cross-validation, hyperparameter optimization, and the datasets
used, are consistent with those in the previous chapter; for further details, see Section 4.4.
The experiments were designed to assess the classification performance of global KPCA and
cooperative LKPCA variants across various benchmark datasets, using accuracy and ROC-AUC
as performance indices. Table 9 and 10 present the results for classification accuracy and
ROC-AUC, respectively. In each row of these tables, the highest performance index among all

KPCA-based approaches are highlighted in bold.

Table 9 — Classification accuracy of the global KPCA and the LKPCA variants on
benchmark datasets.

Dataset Baseline Proposed
KPCA LKPCA-WTA  LKPCA-WTA-MT LKPCA-AVG  LKPCA-SW LKPCA-ST
Annthyroid 89.88+0.09 92.64+0.03 92.70+0.03 92.60+0.03 92.68+0.02  87.13+0.22
Breastw 92.65+0.57 51.27+15.81 86.07+8.19 98.56 +0.30 97.15+£0.46  94.03+0.77
Cardio 93.43+0.16 86.36 +8.63 90.83+0.41 92.64+0.22 93.65+0.14  90.37+0.45
Glass 91.14+0.56 77.64+19.30 95.69+0.25 95.61+0.35 94.69+0.62  89.47+1.32
Ionosphere 92.47+0.63 60.52 +24.87 71.86+2.77 93.48 +0.48 82.24+13.66 92.91+1.11
Iris (0) 95.31+1.00 76.21+£24.87 94.57+6.77 99.40+0.70 97.35+2.48  94.61+2.03
Iris (1) 80.63+1.81 78.13+£14.11 66.63+£0.21 86.85+£3.72  85.04+15.63 91.29+1.20
Iris (2) 91.44 +1.46 88.33+18.58 69.41£8.32 96.56+0.43 84.87+15.56 92.53+0.94
Parkinson (0) 82.15+1.23 70.65+16.41 77.65+3.56 79.60+2.84 76.81+£2.79  73.54+3.69
Parkinson (1) 93.57+0.54 85.20+7.13 43.57+7.95 94.94+1.76 85.25+7.19  94.06+2.71
VC (0) 77.83+£0.59 80.19+0.85 80.58+0.13 80.54+£0.31 80.27+0.22  76.97+1.18
vC (1) 64.15+0.57 65.44+3.73 67.66+0.17 67.65+0.24 67.28+0.33  64.87+0.87
VC (2) 90.52+0.83 77.33+£20.80 56.02+2.96 68.17+1.89 70.63+1.73 84.96 +0.85
WE2F (0) 61.19+0.30 59.44 +1.00 59.58 +0.01 59.70+0.04 59.61+0.05 64.78+0.77
WEF2F (1) 93.68+1.05 71.57+11.71 61.57+0.03 61.60+0.04 61.58£0.05 85.53+5.45
WE2F (2) 94.60+0.13 15.93+21.21 93.98 +0.01 94.00+0.01 93.95+0.05 91.91+0.30
WEF2F (3) 90.98 +0.43 82.61+3.96 84.88+0.03 84.86+0.01 84.84+0.02  85.55+1.85

Source: the author (2024).

The results demonstrate that the proposed LKPCA variants generally outperform
the global KPCA model in terms of classification accuracy. In most cases, one of the LKPCA
methods achieves the highest accuracy score, with the winning model varying by dataset. For
instance, LKPCA-WTA-MT and LKPCA-AVG achieved the highest accuracy on 5 and 6 datasets
out of 17, respectively. In addition, LKPCA-SW stands out by achieving the top accuracy on
the Cardio dataset. The large standard deviation for LKPCA-WTA and LKPCA-SW variants
reveal their variability in performance on several datasets (e.g., Breastw, lonosphere, and Iris
(0)). This variability suggests that the effectiveness of these models is highly dependent on
how well the dataset can be partitioned into distinct local clusters. The standard deviations for
LKPCA-ST and LKPCA-AVG are consistently low across most datasets, make them consistent
and dependable LKPCA variants.
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The ROC-AUC results reveal that the proposed LKPCA variants generally perform
on par with the global KPCA and, in several instances, surpass it. This is particularly true
for LKPCA-ST and LKPCA-SW. LKPCA-ST demonstrates exceptional performance, achieving
the highest ROC-AUC on 4 datasets (Annthyroid, Glass, lonosphere, and WF2F (2)), while
LKPCA-SW outperforms all other models on the Cardio and VC (1) datasets. The cooperative
LKPCA exhibit a lower degree of variability, except for LKPCA-AVG and LKPCA-SW on
WF2F (3) and Iris (1), respectively. While LKPCA-ST demonstrates high ROC-AUC in various
cases, it does not consistently achieve the highest accuracy, reflecting the trade-offs between

sensitivity and specificity across models.

Table 10 — ROC-AUC of the global KPCA and LKPCA variants on benchmark

datasets.

Dataset Baseline Proposed
KPCA LKPCA-WTA LKPCA-WTA-MT LKPCA-AVG  LKPCA-SW LKPCA-ST
Annthyroid 71.78 £0.11 61.00+4.02 65.95+10.43 61.53+0.14 64.99+0.66 74.89+0.61
Breastw 99.86+0.06 96.19+4.76 96.41+4.73 99.79+0.05 99.74+0.06 99.40+0.29
Cardio 96.45+0.05 93.85+2.66 94.30+1.93 96.09 +£0.26 97.23+0.27 94.09 +£0.52
Glass 84.68 +£0.99 52.13+14.12 45.98+21.75 30.68 +8.52 22.32+8.83 90.74 +1.61
Ionosphere 97.31+0.55 78.48 +£15.23 78.12+15.42 96.09 +1.32 95.21+2.69 98.59+0.22
Iris (0) 100.00+0.00 100.00+0.00 99.91+0.41 100.00+£0.00  100.00+0.00  100.00+0.00
Iris (1) 89.99+0.79 88.93+£26.39 91.27£26.85 96.58+1.04  91.71+24.44  98.34+0.60
Iris (2) 99.09+0.41 99.35+0.28 99.22+0.18 99.54+0.10 98.42+0.51 97.85+0.67
Parkinson (0)  82.04+1.44 78.28 £2.50 85.80+4.55 85.22+1.40 77.36+3.79 60.88 +4.42
Parkinson (1)  98.74+0.79 73.38+18.71 74.54+17.85 97.54+1.60 95.02+3.32 98.46+1.24
VC (0) 53.02+2.08 59.52+1.48 62.14+3.47 61.44+£4.75 54.84+1.43 67.19+6.03
VC (1) 49.70+1.33 50.29+5.11 50.29+5.11 51.07 +£4.69 52.36+3.97 51.13+2.18
VC (2) 98.20+0.37 93.08 +£6.29 85.87+2.41 86.32+1.52 86.52+1.61 92.11+0.44
WEF2F (0) 67.41+0.70 75.90+£6.21 83.23+7.38 32.03+£0.95 32.95+0.79 71.01+3.26
WF2F (1) 97.80+0.22 91.71+10.74 79.89 +8.28 93.10+0.37 93.59+1.00 91.89+0.90
WEF2F (2) 97.72+0.04 64.83+11.29 60.01 +8.35 64.70+1.64 74.98 £3.44 99.51+0.06
WF2F (3) 94.28 +0.27 68.01+26.38 73.13+£28.57 52.94+19.29  22.07+7.19 87.32+1.56

Source: the author (2024).

Overall, the cooperative LKPCA variants perform comparably to the global KPCA
model, with the proposed methods often showing higher performance in both accuracy and
ROC-AUC. An examination of the mean ROC curves provides a more detailed evaluation of
these LKPCA variants. Figure 32 illustrates the mean ROC curves for the two versions of the
Parkinson dataset. For Parkinson (0), both LKPCA-WTA-MT and LKPCA-AVG outperform
the global KPCA. Meanwhile, the poor performance of LKPCA-ST suggests that underfitting
of localized KPCAs impacted the 1-NN metamodel. In contrast, for Parkinson (1), the global
KPCA surpasses all LKPCA variants, although LKPCA-ST and LKPCA-AVG demonstrate a

nearly equivalent performance.
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Figure 32 — Mean ROC curves for KPCA and LKPCA on the Parkinson dataset.
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Figure 33 shows the mean ROC curves for Annthyroid and lonosphere datasets.
LKPCA-ST demonstrates a higher performance with respect to all KPCA-based variants in both
Annthyroid and lonosphere, achieving AUC = 0.7489, and AUC = 0.9859, respectively. In the
lonosphere, the competitive LKPCA exhibits poor performance. This indicates that detecting
novelty through individual local models in a competitive setting does not improve the model’s

discriminant capability may even cause its degradation.
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Figure 33 — Mean ROC curves for KPCA and LKPCA on the Annthyroid and lonosphere

datasets.
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Concerning the Breastw and Cardio datasets, illustrated in Figure 34, various
LKPCA variations exhibit similar outcomes with slight distinctions among them. In the Breastw
dataset, KPCA, LKPCA-SW, and LKPCA-AVG showcase nearly optimal ROC curves, resulting
in an AUC =~ 1. In the Cardio dataset, LKPCA-SW, LKPCA-ST, and KPCA exhibit the best
results. Additionally, even though the distinction is not significant, the competitive variant of

LKPCA exhibits lower outcomes when contrasted with other LKPCA variations.
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Figure 34 — Mean ROC curves for KPCA and LKPCA on the Breastw and Cardio datasets.
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Figure 35 illustrates the mean ROC curves for the vertebral column (VC) datasets. In
both VC (0) and VC (1), all methods present ROC curves near the random model line, suggesting
a significant overlap between normal and novelty classes. In VC (0), all LKPCA variants
outperformed the global KPCA, implying that employing local modeling may be beneficial for
this dataset. Furthermore, LKPCA-ST exhibited the highest ROC-AUC, suggesting that simple

rules like averaging may not sufficiently capture the intricacies of local models’ representations.



Figure 35 — Mean ROC curves for KPCA and LKPCA on the VC (0) and VC (1) datasets
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The VC (2), unlike VC (0) and VC (1), appears to be a less complex problem,

as all KPCA-based models achieved an AUC > 0.85 (see Figure 36). Among them, KPCA

demonstrated the highest performance with an AUC = 0.9820, followed by LKPCA-WTA
with AUC = 0.9308, and LKPCA-ST with AUC = 0.9211. The remaining variants showed

comparable results, with ROC-AUC values around 0.86.



Figure 36 — Mean ROC curves for KPCA and LKPCA on the VC (2) dataset.
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In the experimentation, we also compared the performance of LKPCA variants and

global KPCA against several state-of-the-art baselines, including IF, OCSVM and LOF. The

results of this performance comparison are summarized in Tables 11 and 12, where datasets on

which an LKPCA variant performed best are highlighted in green.

Table 11 — Best classification accuracy on state-of-the-art methods and LKPCA variants.

Dataset State-of-the-art LKPCA variant
Annthyroid LOF 93.23+0.05 WTA-MT 92.70+0.03
Breastw OCSVM  93.20+0.32 AVG 86.07+8.19
Cardio LOF 95.17 +0.60 SW 90.83+0.41
Glass LOF 94.68 +0.58 WTA-MT 95.69+0.25
Ionosphere KPCA  92.47+0.63 AVG 71.86+2.77
Iris (0) KPCA 9531+1.00 AVG 94.57+6.77
Iris (1) KPCA 80.63+1.81 ST 78.13+14.11
Iris (2) LOF 94.27 +2.20 AVG 88.33+18.58
Parkinson (0) LOF 82.99+1.12 AVG 79.60+2.84
Parkinson (1) KPCA  93.57+0.54 AVG 9494+1.76
VC (0) LOF 80.18+0.46 WTA-MT 80.58+0.13
VC (1) LOF 66.54+0.30 WTA-MT 67.66+0.17
VC (2) KPCA 90.52+0.83 ST 84.96 +0.85
WE2F (0) LOF 73.52+0.76 ST 64.78 +0.77
WE2F (1) KPCA 93.68+1.05 ST 85.53+£5.45
WE2F (2) LOF 98.33+0.15 AVG 94.00+0.01
WE2F (3) KPCA 90.98+0.43 ST 85.55+1.85

Source: the author (2024).
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The state-of-the-art baselines, particularly LOF and KPCA, achieved the highest
accuracy on most datasets (13 of the 17). However, the LKPCA variants has shown competitive
results, surpassing all baselines on 4 datasets: LKPCA-WTA-MT on Glass, VC (0), and VC
(1), and LKPCA-AVG on Parkinson (1). In terms of ROC-AUC, the LKPCA variants were
highly competitive, outperforming baseline methods on 8 of 17 datasets. LKPCA-ST achieved
the top score on Glass, lonosphere, Iris (1), and WF2F (2), while LKPCA-SW has shown
the best score on the Cardio dataset. The global KPCA and other baselines still demonstrate
superior performance on Breastw, Parkinson (1), and WF2F (1). In summary, the results suggest
that cooperative LKPCA variants are often capable of achieving a better balance between true

positive and false positive rates compared to traditional methods.

Table 12 — Best ROC-AUC on state-of-the-art methods and LKPCA variants.

Dataset State-of-the-art LKPCA variant
Annthyroid IF 88.11+1.54 ST 74.89+£0.61
Breastw KPCA 99.86 +0.06 AVG 99.79 +0.05
Cardio PCA 96.90+0.13 SwW 97.23+0.27
Glass KPCA 84.68 £0.99 ST 90.74 +1.61
Ionosphere OCSVM 97.92+0.20 ST 98.59 +£0.22
Iris (0) LOF/OCSVM 100.00+0.00 WTA/AVG 100.00 +0.00
Iris (1) LOF 92.21+1.36 ST 98.34 +0.60
Iris (2) KPCA 99.09+0.41 AVG 99.54+0.10
Parkinson (0) KPCA 82.04+1.44 WTA-MT  85.80+4.55
Parkinson (1) KPCA 98.74+0.79 ST 98.46+1.24
VC (0) PCA 74.18 +0.57 ST 67.19+6.03
VC (1) PCA 54.37+3.63 SW 52.36+3.97
VC (2) PCA 98.47+0.18 ST 92.11+0.44
WE2F (0) LOF 93.37+0.34 WTA-MT  83.23+7.38
WE2F (1) KPCA 97.80+0.22 SwW 93.59+1.00
WE2F (2) LOF 99.35+0.04 ST 99.51+0.06
WE2F (3) KPCA 94.28 +0.27 ST 87.32+1.56

Source: the author (2024).
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5.5 Summary

This chapter introduces and details the three cooperative LKPCA variants for ND:
LKPCA-AVG, LKPCA-SW, and LKPCA-ST, which differ in how they combine local model out-
puts — from simple averaging, through similarity-weighted aggregation, to a stacking ensemble
that trains a metamodel to learn a decision rule from local novelty scores. We evaluate these
variants on benchmark datasets using classification accuracy and ROC-AUC, and compare them
with global KPCA, competitive LKPCA and established OCC methods. The findings highlight
the efficacy of cooperative LKPCA, which demonstrates a consistent performance regarding

accuracy and ROC-AUC.
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6 LOCAL AUTOENCODERS

Traditional autoencoders (AEs) have proven to be effective at learning compact data
representations. However, these models may encounter difficulties in capturing local variations
within complex and high-dimensional datasets. To address this limitation, we introduce a
novel OCC method called local autoencoder (LAE). LAEs are designed to incorporate local
information into the encoding and decoding processes, thereby enabling more precise and
detailed reconstructions. This chapter first presents the fundamentals of LAEs. Subsequently,
we present the findings from a series of simulations designed to evaluate the application of
LAESs on time series ND problems. Finally, we provide a comprehensive discussion of the
results, comparing the performance of LAEs against established methodologies, including global

autoencoders (GAEs) and NN learning approaches on benchmark datasets.

6.1 A Brief Note on Autoencoders

Autoencoders are artificial neural networks designed to learn a compressed repre-
sentation of input data. Their architecture consists of two main components: an encoder and a
decoder. The encoder compresses high-dimensional input data into a lower-dimensional repre-
sentation known as latent space. This latent space captures the essential features of the input
data. Subsequently, the decoder reconstructs the original input from this compressed latent

space (CHARTE et al., 2020). Figure 37 illustrates the learning structure of an AE.

Figure 37 — Autoencoder architecture.
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The decoder evaluates the efficacy of the latent space by analyzing the reconstruction
error — the difference between the original and reconstructed data points. This error serves as a
direct performance index, where a low value indicates that the latent space successfully captured
the essential features of the data. Conversely, a high reconstruction error suggests that the model
was either inadequately fitted or incapable of representing the data through its structure. The

loss function to be minimized while training an AE are typically given by the expression:
l n
-£: Zz;w(xi’fi)’ (61)
l:

where 7 is the number of training samples; x; is the i-th input data sample; and X; is the i-th
reconstructed data sample. The function ¢ (-) quantifies the dissimilarity between the original
and the reconstructed data, determining the model’s ability of reconstructing input data samples
without information loss. A generally used loss function for training AEs is the mean squared

error (MSE) between the input data and the respective reconstructed ones:
1< L2
Lyse = ;Zﬂxi—xiﬂz- (6.2)
i=1

6.1.1 Autoencoders for Novelty Detection

In ND, AEs are trained exclusively on normal data, and a new data point is classified
as a novelty if its reconstruction error exceeds a threshold determined by the training set’s error
distribution. The underlying assumption is that novelties will be poorly reconstructed by a model
trained solely on normal data, yielding a higher error that exceeds the established threshold. This
principle allows for the distinction between normal and novel samples. The following sections
build upon this strategy by detailing the proposed method, which leverages this approach across

multiple locally trained AEs.

6.2 Local Autoencoders

Local autoencoders (LAEs) encompass a clustering-based local model characterized
by a two-stage framework. The first stage involves the utilization of clustering algorithms to
define data partitions based on feature similarities. The second stage involves training a localized
AE using the data points within each cluster. The schematic representation of the LAE model

training process is depicted in Figure 38.
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Figure 38 — Illustration of the learning process of the local autoencoder.
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The clustering step in LAE divides the data into K distinct local partitions. This
enables the model to compute multiple data representations, one for each localized AE, which
are then used for novelty detection. The process involves computing the reconstruction errors
and defining a set of local thresholds: 0\), where j=1,...,K. The localized reconstruction
errors can be computed using the Euclidean distance between the original instance x £j ) and the

reconstructed counterpart, fﬁj ), as follows:

. D a2
e = Ilx” - 2|13, (63)
where e ﬁj ) i the reconstruction error of the r-th instance on J-thlocal partition, withr =1, ..., n;,

and n; denotes the number of instances in j-th local cluster. Therefore, for each local partition

J areconstruction error vector is given by

eij)
(/)
. e

el =2 (6.4)

)

7]

The threshold is then computed by the following equation:

0Y) = mean(eV) + std(e'), (6.5)

where mean(e'/)) and std(e'?)) stand for the mean and standard deviation applied on the
reconstruction error associated with the j-th local partition. While we have chosen this method
for computing the threshold, a variety of other thresholding approaches exist in the literature

(YANG et al., 2019a).
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Algorithm 4 delineates the steps for training a LAE.

Algorithm 4: Local autoencoder for novelty detection
Data: Training dataset X, number of local partitions K
Result: Local deep autoencoder
Local partitioning:
1. Train a clustering-based model to segment the training data into K subsets.
2. Define the K local subsets: {X,...,Xk}.

Local training:

for j — 1to K do
1. Train j-th local autoencoder (LAE ) on data subset X;.

2. Reconstruct all instances in X; using LAE ;.

3. Compute reconstruction errors for all instances.

4. Compute the local novelty threshold #/) from the error distribution.
end

6.2.1 A Word About Benefits and Challenges

Local learning models divide the data into subsets, focusing on smaller, more
representative portions of the dataset (DRUMOND et al., 2022). This localized training strategy
may enhance the model’s ability to generalize to new, unseen data, as each local autoencoder
learns features specific to its subset. In addition, training on individual data partitions facilitates a
localized analysis of the learned representations, thereby improving the overall interpretability of
the model’s internal features. Regarding time complexity, LAEs, due to its multiple model nature,
can optimize the training process by parallelization. Parallelizing the training process across
subsets not only contributes to scalability but also may result in a significant reduction in training
time. This reduction is crucial for handling large-scale datasets and resource-intensive models,
making the use of LAEs a practical and efficient approach. LAEs also facilitate the adaptation
of loss functions to the characteristics of each subset during training. This flexibility allows
researchers to tailor loss functions, enhancing the model’s performance in specific scenarios and
improving its adaptability to diverse data characteristics. Nevertheless, it should be mentioned

that LAE depends directly on the data partition quality, as discussed in Section 3.2.3.
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6.2.2 Complexity Analysis

Evaluating the computational efficiency of LAE is important to identify the scenarios
where it can be computationally cost effective when compared to global AE. Similarly to LKPCA,
the LAE offers potential advantages when compared to global AE, as training multiple AEs on
small data subsets can reduce overall computational demands. The time and memory complexity
of a global AE depend on the network architecture (layers and neurons), input data size, and
training process. The training time complexity is O (EnLh), where E is the number of epochs, n
is the number of data points, L is the number of layers, and 4 is the number of neurons per layer.
This complexity arises from the forward and backward computations. The memory complexity
is O(Lh), dominated by the weights. Table 13 summarizes the computational complexity of the
global AE and LAE.

Table 13 — Complexity analysis of global and local autoencoders.

Method Time Memory
(Training) (Prediction) (Trained Model)
Global AE O(EnLh) O(Lh) O(Lh)

Local AE  O(InKd)+ X O(Ejn;L;hj) O(Kd)+O(Lj-hj) O(Kd)+X% O(L;hy)

Source: the author (2024).

LAE training has two stages. The first stage partitions the dataset into K clusters
using K-means, a process with a time complexity of O(InKd), where I is the number of K-
means iterations, n is the number of data points, K is the number of clusters, and d is the input
dimensionality. The second stage involves independently training a local AEs per cluster. The
training complexity for cluster j is given by O(E;n;L;h;), where E; is the number of training
epochs for the j-th LAE, n; is the number of data points in cluster C;, L; is the number of layers
in the j-th LAE, and #; is the number of neurons per layer. Consequently, the total training
complexity for all K local AEs is Zle O(E;n;L;h;). The memory complexity of the trained
LAE model is O(Kd) + Zf: {O(L;h;), accounting for the K cluster centroids and the weights
of all local autoencoders. Training an independent AE on each cluster offers computational
advantages, especially for small clusters, as the complexity of training an AE depends linearly
on the number of samples. For prediction, the overall time complexity is O(Kd + L +h ). This
involves finding the appropriate cluster for a new data point and performing a forward pass

through the corresponding LAE, where j* indicates the index of the chosen LAE model.
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6.3 Simulations and Results

In this section, we detail the experiments and simulations conducted to validate
and assess the effectiveness of LAEs. Through a quantitative and qualitative analysis of these
simulations, we highlight the strengths and potential areas for improvement of the proposed
method. All algorithms were implemented using Python language'. We have evaluated the
LAE considering several datasets from UCR repository (CHEN et al., 2015). Since these
datasets are inherently binary classification problems, we adapted them for OCC and novelty
detection. The majority class was designated as the normal class, while the minority class was

treated as the novel class. The characteristics of these datasets are detailed in Table 14.

Table 14 — UCR Datasets used in LAE simulations.

Dataset #instances  #features #normal data  #novelties #train  #train data  #test
BeetleFly 40 512 20 20 20 10 20
Coffee 56 286 29 27 28 14 28
ECGFiveDays 884 136 442 442 23 14 861
ItalyPowerDemand 1096 24 549 547 67 34 1029
ProximalPhalanxOutlineCorrect 891 80 605 286 600 194 291
Wine 111 234 54 57 57 30 54
Wafer 7164 152 6402 762 1000 97 6164

Source: the author (2024).

6.3.1 LAE Classification Performance

In this first simulation, we compare the performance of LAEs against global AE
and the 1-NN baseline model. Although comparing an MTCC against OCC methods may
seem unfair, 1-NN was selected as a reference because it is the top-performing model for these
datasets according to the UCR repository (CHEN et al., 2015). Our goal is to assess the ND
effectiveness of LAE using classification performance indices, including accuracy, precision,
recall and F1-score.

Table 15 summarizes the simulation results. It shows that the 1-NN algorithm
outperforms both LAE and GAE in F1-score across all datasets. This is expected, as 1-NN is a
multi-class classifier, unlike GAE and LAE that rely on data from a single class. The observed
variations in performance can be attributed to the inherent differences in the methodologies of

1-NN and AE-based methods.

' The code can be accessed in the following link: <https://github.com/renanfonteles/local-autoencoder> .


https://github.com/renanfonteles/local-autoencoder

Table 15 — LAE performance on UCR time series datasets.
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Dataset Model Acc. (%) Prec. (%) Rec. (%) F1 (%) Error (%)
BeetleFly 1-NN 75.00 100.00 66.67 80.00 25.00
GAE 55.00 10.00 100.00 18.18 45.00
LAE (k=2) 65.00 30.00 100.00 46.15 35.00
Coffee 1-NN 100.00 100.00 100.00 100.00 0.00
GAE 67.86 46.15 75.00 57.14 32.14
LAE (k=2) 60.71 38.46 62.50 47.62 39.29
ECGFiveDays 1-NN 79.67 91.59 73.82 81.75 20.33
GAE 43.67 82.01 46.25 59.14 56.33
LAE (k=2) 42.97 80.84 45.83 58.50 57.03
ItalyPowerDemand 1-NN 95.53 94.93 96.06 95.49 4.47
GAE 61.61 82.26 58.13 68.12 38.39
LAE (k=2) 68.61 80.51 64.94 71.89 31.39
ProximalPhalanx? 1-NN 80.76 54.35 78.12 64.10 19.24
GAE 54.64 94.57 40.65 56.86 45.36
LAE (k=2) 52.92 95.65 39.82 56.23 47.08
Wafer 1-NN 99.55 98.65 97.19 97.91 0.45
GAE 64.65 72.03 19.38 30.54 35.35
LAE (k=2) 89.68 79.85 51.40 62.54 10.32
Wine 1-NN 61.11 59.26 61.54 60.38 38.89
GAE 53.70 85.19 52.27 64.79 46.30
LAE (k=2) 48.15 74.07 48.78 58.82 51.85

GAE in most scenarios. Comparing the two AE-based models directly, LAE indicates better

ability to balance precision and recall.

Source: the author (2024).

While LAE does not achieve the same high score as 1-NN, it consistently outperforms

This is particularly evident on datasets BeetleFly,

ItalyPowerDemand and Wafer, where the LAE shows a significant performance gain. To assess

if there is any disparity in reconstruction outcomes between GAE and LAE, a comparison was

made by plotting the difference between their respective reconstructions, as depicted in Figure 39.

The visual examination reveals slight distinctions in the reconstructed data. However, it becomes

challenging to quantitatively evaluate the extent of these differences and their implications in

terms of novelty detection.



Figure 39 — Global vs. local autoencoder time series reconstruction on the Coffee dataset.
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6.3.2 Detection Performance vs. Number of Local Partitions

For the second set of simulations, we investigated the impact of increasing the
number of local partitions on LAE performance. We trained several LAE models on the Wafer
dataset, systematically varying the number of local partitions (K) from 2 to 9, and then analyzed
the evolution of their performance indices with the increment in the number of partitions.
This experiment was conducted to highlight a specific characteristic of local models: their
performance is significantly influenced by how clusters are formed. Specifically, it emphasizes
that a sufficient number of samples must be available within each cluster for the local models to

be trained effectively.
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Table 16 presents the results of the simulation comparing the GAE and LAE (with

a varying number of local partitions) across several performance indices.

Table 16 — LAE performance vs. number of local partitions K on Wafer dataset.
Algorithm  Acc. (%) Precision (%) Recall (%) F1 (%) Error (%)

I-NN 99.55 99.65 99.84 99.75 0.45

GAE 76.25 75.29 97.53 84.98 23.75
LAE (k=2) 83.86 82.16 99.69 90.08 16.14
LAE (k=3)  82.97 81.41 99.38 89.50 17.03
LAE (k=4)  82.28 80.56 99.48 89.03 17.72
LAE (k=5)  88.03 86.96 99.56 92.84 11.97
LAE (k=6)  90.07 89.33 99.49 94.14 9.93
LAE (k=7)  89.23 88.27 99.61 93.60 10.77
LAE (k=8)  86.26 84.94 99.59 91.69 13.74
LAE (k=9)  87.62 86.49 99.58 92.57 12.38

Source: the author (2024).

From the results, the 1-NN algorithm demonstrates high performance, with accuracy,
precision, recall, and F1-score exceeding 99%. This highlights the effectiveness of instance-
based methods for this dataset. In contrast, GAE model performs significantly worse, with
accuracy of 76.25%. Its lower scores for precision, recall, and F1-score indicate a notable
number of misclassifications. The LAE models, with the number of local partitions (K) ranging
from 2 to 9, consistently outperformed the GAE. Their performance indices showed considerable
improvement: accuracy rom 82.28% to 90.07%, precision from 80.56% to 89.33%, recall from
99.38% t0 99.61%, and F1-score from 89.03% to 94.14%. These results suggest that increasing
the number of partitions can improve the LAE’s detection performance. However, this comes
with a trade-off: as granularity increases, the amount of data available for each local model

decreases, potentially reducing its ability to learn effectively with the available data.

6.4 Summary

In this chapter, we introduced a novel AE-based local learning technique. The
methodology is structured in two primary stages: employing a clustering algorithm to define local
data partitions and subsequently training local AEs. Through experimentation on benchmark
datasets, we observe its potential in detecting novel data in comparison to traditional AEs.
LAEs demonstrate competitive results and enhanced prediction performance. Although these
preliminary findings suggest that LAEs are promising, further studies on large and more diverse

datasets are essential to comprehensively assess their performance and efficacy.
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7 CONCLUSION AND FURTHER WORK

This thesis begins with a systematic introduction to the principles of pattern classifi-
cation and one-class classification, followed by a comprehensive literature review. Subsequently,
it delves into the main concepts of the local learning paradigm, highlighting its relevance in ML
and pattern classification fields and discussing recent studies and applications. Afterwards, the
CLHP local learning framework is introduced in details, which underpins the development of
three novel OCC methods, as cited below.

1. Competitive LKPCA, including:
o LKPCA-WTA; and
* LKPCA-WTA-MT.

2. Cooperative LKPCA, including:
* LKPCA-AVG;
e LKPCA-SW; and
* LKPCA-ST.

3. Local autoencoder (LAE).

The first contribution of this thesis is the LKPCA, a method that combines the
Hoffman’s KPCA for novelty detection (HOFFMANN, 2007) with the CLHP framework (DRU-
MOND et al., 2022). LKPCA is developed in two primary settings: competitive and coop-
erative. In the LKPCA competitive settings, LKPCA-WTA defines a single threshold, while
LKPCA-WTA-MT employs a localized multithresholding strategy. In both competitive variants,
out-of-sample prediction uses a WTA approach, where only one local model is selected for class
prediction. For the cooperative setting, three variants are proposed: LKPCA-AVG, which de-
fines a single threshold by averaging the reconstruction error from all local models; LKPCA-SW,
which relies on similarity measures to define the weights applied for each local model output;
and finally, LKPCA-ST, a stacking ensemble model built by concatenating the reconstruction
errors for each local model as input data for training a metamodel that learns the decision rule
for detecting novelties. Simulations reveal that both LKPCA approaches yield promising re-
sults, though competitive LKPCA methods show significant sensitivity to thresholding issues,
particularly in LKPCA-WTA. The effectiveness of LKPCA varies depending on the formation
of local partitions, a critical factor for real-world applications. Despite these limitations, the
LKPCA variants have surpassed KPCA in performance across several datasets. For instance,

LKPCA-ST has consistently produced the best results in terms of accuracy and ROC-AUC.
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This thesis also introduces a novel AE-based local learning technique, referred to
as the LAE. This method operates in two stages: first, a clustering algorithm partitions the
data into distinct local subsets; second, a localized AE is trained on each of these partitions.
Through experimentation on benchmark time series ND datasets, LAE demonstrated a higher
performance in identifying novel data compared to traditional AEs in several datasets, including
BeetleFly, Wafer and ItalyPowerDemand. This observation underscores the model’s potential
and efficacy in discerning unique patterns within diverse datasets. The simulations showed that
increasing the number of local partitions in LAE can enhance its performance, offering a notable
improvement over its global counterpart.

In summary, this thesis underscores the potential of local modeling paradigm to
construct nonlinear decision boundaries using a set of localized trained models. LKPCA
and LAE demonstrated competitive performance in specific use cases compared to global
counterparts. The findings suggest that this local learning paradigm is a powerful approach
for distributed learning, as it can both enhance detection performance and provide a more

computationally efficient training process.

7.1 Further Work

Considering avenues for future research, numerous promising ideas emerge:

1. Develop specific cluster validation metrics tailored for CLHP and local paradigms, as
traditional clustering indices appear unsuitable for determining the optimal K.

2. Employ the CLHP framework on other OCC models and conduct comparative performance
analyzes with respect to state-of-the-art local modeling approaches (MOON et al., 2022;
HE et al., 2023; WANG et al., 2023; ZHAO et al., 2023).

3. Explore cooperative learning approaches using LAEs (YUAN et al., 2018; WANG et al.,
2020; CHI et al., 2020; GOU et al., 2023).

4. Explore extensions to the LKPCA and LAE methods to operate in online, growing, and
adaptive scenarios (DING et al., 2010; GAUTAM et al., 2020; JIANG et al., 2020).

5. Explore the integration of federated learning with LKPCA and LAE, focusing on appli-
cations in distributed learning environments (NGUYEN et al., 2021).

6. Extend LKPCA and LAE to regional classifier (RC) setting (DRUMOND et al., 2022).

7. Conduct experimentation using LKPCAs and LAEs on a broader set of datasets, including

well-established benchmarks such as ADBench (HAN et al., 2022).
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