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Abstract: This paper investigates the secure performance of multi-antenna decode-and-forward (DF) relaying networks where
the Nakagami-m fading channel is taken into account. In practice, the joint impact of residual transceiver hardware impairments
(HIs) and channel estimation errors (CEEs) on the outage probability (OP) and intercept probability (IP) are taken into account.
Considering Hls and CEEs, an optimal transmit antenna selection scheme is proposed to enhance the secure performance and
then a collaborative eavesdropping scheme is proposed. More specifically, they derive exact closed-form expressions for the
outage and intercept probabilities. To obtain more useful insights the asymptotic behaviours for the OP are examined in the high
signal-to-noise ratio (SNR) regime and the diversity orders are obtained and discussed. Simulation results confirm the analytical
derivations and demonstrate that: (i) As the power distribution coefficient increases, OP decreases, while IP increases; (ii) There
exist error floors for the OP at high SNRs, which is determined by CEEs; (iii)) The secure performance can be improved by
increasing the number of source antennas and artificial noise quantisation coefficient, while as the number of eavesdropping

increases, the security of the system is reduced; (iv) There is a trade-off between the OP and IP.

1 Introduction

With the development of wireless communication networks
(WCNs), the applications of various smart devices have attracted
considerable attention, such as internet of things [1], device-to-
device communications [2], machine-to-machine communications
[3], small cell networks [4] and wearable devices [5]. Owing to the
broadcast nature of wireless electromagnetic waves, WCNs
become vulnerable to the attack of eavesdroppers, so it is very
important to ensure the security of communication systems.
Conventional encryption mechanisms can solve this problem by
using various encryption algorithms, which impose extra burden
for wireless networks [6]. Physical layer security (PLS), which was
initially proposed by Wyner [7], has been recognised as a
promising technique to provide trustworthy communication. The
dominant feature of PLS is to exploit the characteristic of wireless
channels to ensure reliable communication links.

Recently, the emerging requirement for secure communication
has led to a sizable volume of research on PLS techniques, which
focus on the study of the secure performance of WCNs over
various fading channels; see e.g. [6, 8-12]. In [8], the authors
investigated the secrecy outage performance of multiple-input—
multiple-output (MIMO) systems over Rayleigh fading channels,
where a transmit-beamforming scheme was proposed to maximise
the signal-to-noise ratio (SNR) of the main receiver. Considering
cooperative cognitive radio networks, a new auxiliary scheme of
wireless energy harvesting cooperative jammer was proposed to
maximise the security rate of the secondary system under the
condition of limited transmission power [6]. To characterise the
secure  performance of line-of-sight (LoS) propagation
environments, the authors in [9] analysed the secrecy capacity of
artificial noise aided MIMO systems. In [10], the PLS for the
classic Wyner's model over generalised Gamma fading channels
was studied by deriving closed-form expressions for secrecy
outage probability (SOP) and strictly positive secrecy capacity
(SPSC). Regarding the non-homogeneous fading environments, the
authors in [11] explored the secrecy performance of Wyner's model
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over a — p fading channels. With the help of moment matching
method, the authors in [12] derived approximate expressions for
the SOP and SPSC over k — u shadowed fading channels.

On a parallel avenue, cooperative relaying is another promising
technique to further improve the spectral efficiency and enhance
the coverage of wireless networks [13—15], and thus it attracts
plenty of researchers to investigate the security issues of
cooperative networks [16-23]. In [16], the authors analysed the
secrecy performance of amplify-and-forward (AF) relay systems
over generalised-K fading channels, where three metrics for the
SOP, average secrecy capacity and SPSC were analysed. To
improve the PLS against eavesdropping attacks, the optimal relay
selection (ORS) scheme was proposed for AF and decode-and-
forward (DF) relay networks and the intercept probability (IP) for
the proposed scheme was derived in closed-form [17]. From the
perspective of energy harvesting, the authors in [18] proposed a
cooperative transmission scheme for the AF and DF relay networks
under the condition of an eavesdropper, where the relays can
harvest energy from radio-frequency (RF) signals of a source
through power-splitting protocol. In the existing research results,
the researchers discussed the transmission power under the optimal
transmit antenna selection (OTAS) scheme, which can be divided
into the following types: (i) The authors of [19] put forward the
OTAS scheme for massive MIMO wiretap channels and believed
that the transmission power of each antenna is equal and all the
power is given to the selected antenna. (ii) The authors proposed
the OTAS scheme at both the source and relay based on the non-
regenerative half-duplex MIMO relay channel, and considered the
power to be limited and set the scaling factor to ensure the signal
transmits at its expected power constraint [20]. (iii) Some
researchers studied the transmission power limitation and set the
power distribution coefficient to analyse the system performance
[21]. Apart from the above works, using stochastic geometry, the
work in [22] investigated the PLS of non-orthogonal multiple
access in large-scale networks, and the expressions for the SOP of
single-antenna and multiple-antenna systems were derived in
closed-form. For the cognitive radio based on cooperative systems,
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Fig. 1 System model considered Hls and imperfect CSI estimation

the secrecy outage performance was studied over independent but
not necessarily identical distributed Nakagami-m fading channels
by Lei et al. [23, 24], and three representative relay selection
schemes were proposed, namely, ORS, suboptimal relay selection
and multiple relays combining (MRC).

Antenna selection technology in MIMO systems is similar to
relay selection. In the case that multiple antennas are available at
the source node and the optimal antenna is selected from all
antennas for use under certain condition, the advantages of spatial
diversity or multiplexing of cooperative relay communication
networks can be brought into play and the implementation
complexity of the relay process can be reduced. In an actual
communication system, due to the broadcast characteristics of
wireless communication, the wireless network lacks a secure
physical boundary, and wireless communication without physical
connection is open to external eavesdroppers. There are two ways
for eavesdroppers to intercept information: (i) non-collaborative
eavesdroppers [25]; (ii) collaborative eavesdropers [26]. However,
because the synchronisation and the internal information exchange
are not perfected, it is difficult for multiple eavesdroppers to
intercept the legally transmitted information at the same time,
thereby reducing the confidentiality of the cooperative
communication.

Clearly, the aforementioned research works are limited to the
assumption of hardware impairments (HIs). In practice, the
transceivers of wireless systems suffer from some types of
hardware imperfections, such as in-phase/quadrature-phase
imbalance, phase noise, high-power amplifier non-linearity etc.
[27-30]. Although these impairments can usually be mitigated with
the help of some compensation algorithms, due to the inherent
characteristics of RF components, the HIs cannot be fully removed.
There are some residual HIs (RHIs) because of imperfect
estimation and time variation [29]. It has been proved that the RHIs
can be modelled as additive noise with certain characteristics [31].
In addition, inaccurate channel state information (CSI) is very
likely to be present due to the existence of channel estimation
errors (CEEs) [32-36]. Therefore, it is of high practical relevance
to consider the imperfect CSI for secure performance of
cooperative relay networks.

Previous research works have provided a foundation for
knowledge of cooperative communication and PLS. Motivated by
these observations, we focus on the secure performance of multi-
antenna DF relay networks in terms of outage probability (OP) and
IP, where two practical deleterious factors are considered: (i) RHIs;
(ii) CEEs. Also, the general Nakagami-m fading channel has been
considered since it is widely used to represent fading
characteristics of various wireless propagation environments. By
setting different parameters, Nakagami-m fading channels can be
reduced to Rayleigh (m = 1) and Gaussian (m = 1/2). Moreover, the
OTAS scheme is proposed to maximise the SNR of the link
between the source and relay. To characterise the secure
performance of the considered networks, the exact closed-form
expressions for the OP and IP of DF relaying networks in the
presence of Hls and CEEs are derived. To obtain useful insights,
the asymptotic behaviours in the high SNR regime and the
diversity orders of OP are explored. The primary contributions of
this paper can be summarised as follows:
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* We propose an OTAS scheme to maximise the SNR of the link
between the source and relay. Contrary to most existing works, the
effect of HIs and CEEs is taken into account in this current study.
In addition, two representative CEE assumptions are considered: (i)
The estimated error is a fixed constant; (ii) The estimated error is a
function of transmitted average SNR.

* Based on the proposed OTAS scheme and collaborative
eavesdropping strategy, we investigate the reliability and security
performance of multi-antenna DF relay networks over Nakagami-m
fading channels. To characterise the performance, we derive the
exact closed-form expressions for the OP and IP of the considered
communication system. The results reveal that deploying more
antennas at the transmitter enhances the reliability whereas
increasing the number of antennas at interceptor degrades the
security; on the other hand, while increasing artificial noise
quantisation coefficient reduces IP.

* To obtain more insights, the asymptotic performance for the OP is
explored with the consideration of eavesdropping. It is
demonstrated that the reliability suffers from HIs and CEEs, while
HIs and CEEs are always beneficial for reducing IP. This means
that HIs and CEEs are useful to enhance security. Besides, there is
error floor for the OP under high SNR region in the presence of
fixed CEEs, which is irrelative to the transmitted power. It is also
shown that there is a trade-off between OP and IP.

The remaining part of this paper is organised as follows. In
Section 2, we present the system model of the considered
networks. In Section 3, after presenting the source antenna
selection and collaborative eavesdropper schemes, we investigate
the security and reliability by deriving the OP and IP of the
considered networks. In Section 4, the asymptotic behaviour and
diversity orders for the OP at high SNRs are analysed and
discussed. Numerical results are presented to verify the derived
results in Section 5, and the impacts of a number of antennas, HIs
and CEEs on the system performance can be obtained through the
provided numerical results. Finally, Section 6 summarised this
paper.

Notations: In this paper, the €4/ (u,0”) denotes the complex
Gaussian random variable with mean u and variance ¢”. The E{ - }
and Pr(-) denote the expected operator and probability,
respectively. Notation &(a, f) means the Gamma distribution.
fx(-) and Fx(-) are the probability density function (PDF) and
the cumulative distribution function (CDF) of a random variable,
respectively. The log( - ) is the logarithm. Finally, the | - | and (- )!
denote absolute value and factorial, respectively.

2 System model and statistical characteristics

In this section, we present the system model and the statistical
characteristics of the fading channels used in the secure
performance analysis in Sections 3 and 4.

2.1 System model

We consider a system model illustrated in Fig. 1. There is one
transmitter S (e.g. a base station), one relay R, one legitimate
destination D and one illegitimate eavesdropper £. We assume that
R and D are equipped with one antenna, while S has K antennas
{S, 8, ..., Sk ..., Sk} and E has N antennas {E, E,, ..., E,, ..., Ey}.
In this study, DF protocol is considered. We also assume that there
are no direct links between the following nodes S; — D and
St — E, due to shadow fading, which is a widely used assumption
in the literature [17, 18].

The communication process is divided into two time slots: (i) S
transmits its own signal to R; (ii) R decodes and forwards the
received signals to D. To enhance the secure performance, the
artificial noise signal is sent to D and E,. In practice, it is a great
challenge to obtain CSI at all nodes, and hence channel estimation
is often implemented [32-36]. The most common approach is to
estimate the channel by using a training sequence. Utilising linear
minimum mean-square error, the real channel can be written as
[34]:
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/’lxy=l’lxy+€xy, (1)

where XY € {S{R;RD;RE,},(1 <k <K,1<n<N), hyy is the
estimated channel of hyy, exy ~ €4/(0,0,,,) is the CEE, where
oﬁxy is the variance of estimation. In this study, we consider two

representative channel estimation models: (i) The variance of CEE
is a non-negative fixed constant; (ii) The variance of CEE is a
function of transmit average SNR, which can be modelled as
ofxy = Qyy/(1 + 5pxyQyxy), where Qyy and pyy are the variance of
channel gain and transmit average SNR, respectively; § > 0 is the
channel estimation quality parameter, which represents the power
consumption of training pilots to acquiring CSI [33].

(1) The first time slot: In this phase, the signal xs,r is transmitted to
R, where E{|xsq['} = 1. We considering RHIs and imperfect CSI,
the received signal at the R is expressed as:

VSR = (l’;SkR + eSkR)(\/ITSxSkR + 1y, SkR) + .58 T VSR> 2

where };SkR is the fading channel between the selected transmit
antenna and R, and the OTSA criterion is provided in the next
section; xgx is the effective signal of Sy — R and E|XskR|2 =1;
vsr ~ €N (0,05,8) is the complex additive white Gaussian noise
(AWGN); Pg is the transmit power from S. Note that in practice,
the transmitting power of the system is limited, Ps = uP, P is the
total power in the source, p is the power allocation factor on the
selected antenna and 1 — p is the power allocation factor on the
other antennas; 7, 5,z and #,. 5,z are the distortion noises from Hls at
the transmitter and receiver, respectively.

(2) The second time slot: At R, the received signal is decoded and
forwarded to D and E,. To improve the secure performance, the R
transmits artificial noise signal to D and E, at the same time. In

practice, D cannot remove the artificial noise due to the CEEs, and
there are some residual interference received at D [37-39].
Therefore, the received signals at D and E,, can be expressed as:

YrD = (I’;RD + eRD)(\/ITRxRD+\/ EPyXyy, + M kD) + e kD + VRD,  (3)

YRE, = (//;RE” + eRE”)(\/FRxRE”‘i'\/ &P TXige, t 101, REn) + 1r.RE,

+ VRE,»

4)

where xgp and xzg, are the signals sending to D and E, with

2 . .
Elxgpl’ = Elxgg | = 1, respectively; x;,,, x;,, are the interference
‘n

signals sending to D and E, with E|)cJRD|2 = E|ijEn|2 =1,
respectively; & € (0,1) and & € (0,1) are the quantisation
coefficients of the artificial noise on D and E,, respectively;
vgp ~ €N (0,0%p) and  vgg, ~ €N (0,0kg,) are the complex
AWGN; Pj is the average transmit power at R, P, is the power used
to transmit the artificial noise and Pg = Ps = P,; 1 rp, 1, rp are
distortion noises of the transmitter and receiver for R — D
transmission channel, respectively; 7, gg, #.gg, are distortion
noises of the transmitter and receiver for R — E, transmission

channel, respectively. As stated in [40], the distortion noises are
defined as

Mxy ~ CN(0,&; xyPq), 1y xy ~ CN(0, k7 xyPglhxyl’), Q)

the effective distortion noise can be seen as two independent jointly
Gaussian variable 7, xy and 7, xy/hyy that are multiplied with the
fading channel hAyy. For a given channel realisation hyy, the
aggregated distortion seen at the receiver has power
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Eﬂx,xy»ﬂr,xy{thYﬂthY + '7r.XY|2}
= Pylhxy[ (ki xy + K7.xv) (6)

—p }; 2 2 2
= Py|hxy + exy| (Kt.XY+KrAXY)a

we can observe that it only depends on the average signal power P,
and the instantaneous channel gain |hyy|". We have the definition

that kyy = v/, xy + k;. xy. Thus, the received signals at R, D and E,,
can be respectively rewritten as:

YR = (ﬁSkR + eSkR)(\/]TSxSkR + 15.R) + Vsiks %)
YrD = (’;RD + eRD)(«/ITRxRDh/éPmRD + 1rp) + VD ®)

YRE, = (]';REn + eRE,,)(\/ITRXRE,;i‘\/ &P X, + 71RE,,) + VRE, ©)]

where ns.R ~ %./V(O, Kg‘/‘RPS)’ Nrp ~ %./V(O, K?gDPR) and
ngE, ~ €N (0,kzg,Pr) are the aggregated distortion noises from

RHIs at S = R, R—> D and R — E,, respectively; such that,
A 2 2 A > >

Ks:R = /Kt SR T Kr SR> KrD = \/Kt.RD t K. RD and

A 2 2

KRE, = \/Ki.RE, + Kr.RE,

According to (7)—(9), the effective signal-to-interference plus
noise ratios (SINRs) of the links Sy - R, R > D and R — E, are
given as [34]:

A 2
Psr|Ps.r
VSR = 3 R, 5 5 > (10)
/)skR(ﬂeSkR + ‘hSkR| Ks.r + ”eSkRKSkR) +1
A 2
PRD hRD‘
YRD = — 3 7 R, - (1D
orpPrD + (&P ORD + KRDPRD)( hRD| + Ue,w) +1
A 2
PRE, hRE,,
TRE, = = — . (12)
Ot PRE, T (sz i oRE, + KRE,,pRE,,)( hge,| + Gem.;n) +1

where pg,r = Ps/05,x, pro = Prlogp and prg, = Prlokg,.

2.2 Statistical characteristics

In this study, the generic Nakagami-m fading channel is adopted, in
which the channel amplitudes ‘i:xy| follow independent but non-
identically Nakagami-m distribution. Then the channel gain
follows Gamma distribution with ‘ﬁxyr ~ E(ayy, Pxy), Where

ayy > 1 and fiyy > 0 are the shape parameters and scale parameter,

respectively. Thus, the PDF and the CDF of the channel gains can
be expressed as [40]:

’lxy—le*ﬁ
N ) = ———m k20, (13)
T'(axy)Bxy
(Ixyflefﬁ"y Y »
A2 — _ o
Aife=1- 3 - (ﬁxy), x>0, (14)

According to Shannon's capacity formula, we can obtain the
instantaneous channel capacity as [39]:

1
Cxy = Elogz(l + 7xy)s (15)

where yxy denotes the SINR from the transmitter to receiver.
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3 Performance analyses of the outage probability
and intercept probability

In this section, we first propose an OTAS strategy to enhance the
security performance, then the reliability and security are
investigated by deriving the exact closed-form expressions for the
OP and IP.

3.1 OP analysis

In the following, we investigate the reliability considered multi-
antenna cooperative networks in the presence of RHIs and CEEs in
terms of OP.

3.1.1 Outage probability: For a target transmission rate Rg, the
probability of outage event Csr < Rs or outage event Crp < Rg
occurring on the two transmission processes of Sy - R and R — D.
With this in mind, the OP can be expressed as:

Pout= PI'{CR<R5}. (16)

The specific calculation and the meaning of the symbol are
described below.

3.1.2 Optimal transmit antenna selection: In this subsection, an
OTAS strategy is proposed. Contrary to the existing works, RHIs at
transceivers and CEEs are taken into account. For OTAS, one of
the transmit antennas is selected according to the largest channel
gain between the antennas. Thus, the corresponding mathematical
formula can be expressed as:

o= max o] a7

1<k<K

Therefore, the PDF and CDF of the channel gain in the first time
slot can be expressed as:

S asg—1 __* K-t
. Ke fsr ase-1 e e x YV
A ﬁaSR(aSR - y B Z0 ' \Bsw
= (18)
x>0,
agg—1 __ X hLS
e Ar x \/
Ao _ Il DA >0. 19
F‘hsk J;) 7 (ﬁSR) x>0 (19)

Based on (15), the instantaneous channel capacities of S —» R
and R — D can be further re-expressed as:

A

2

Psrlhsr
Cop = log, 1+ ————T | (20)
/)SR(UeSR + ‘hSR| Ksg + UeSRKSR) +1
Crp = l1 1
RD = 5108,
> (21

PRD|
+

s

; )+1

GorpPrD + (6P 0RD + K12€D/)RD)(
where pgg = Py/o3p.

According to the criterion of DF protocol, the end-to-end
channel capacity is the minimum of channel capacities S — R and

R — D. Thus,

Cr = min (Csg, Cgp) - (22)
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Utilising the above definition, the exact closed-form
expressions for the OP are provided over Nakagami-m fading
channels with RHIs and CEEs in the following theorem.

Theorem 1: For Nakagami-m fading channels, the exact
analytical expressions for the OP are given as

* Non-ideal condition (with HIs and CEEs)
asgg—1 _O1 i app=1 _©
i A RY e /le) @7
ni 1- e.ﬂm(_l) +1- ( )
out l Z 7' \Psr ,ZO I \Bro

j=0
asg—1 _©1 ALY arp — 1 - @3
R e e (O R CﬂRD 0,
- 2| - E
7' \Psr =% I \Bro

/=0

K

where

epSRGZSR(l + K§R) +e€
PSR(l - €K§R)
&l Gens(PrD + E P ORD + KRDPRD) + 1]
Pro — €(&P;10kp + KkpprD) ’

e=2R_1 0= and

®2=

In this case, we assume that 1—exsg>0 and
prp — €(&Pylokp + Kkpprp) > 0, otherwise the OP is zero.

* Ideal condition (ksg = xgp = 0 and aeSR o, exp = 0)

K

id
Poy =

Apn — 04
~ RDZ‘eﬁRD(&)
1Y \Pro

SRZ e ER( )

- Psk =6

_ll_aSRZ:le ﬂSR(@;) K[l—akbzle ﬂRD(@4)
. j! \Psr 1! \Prp

j= =

, (24

where ©, = &/ pgg, O, = el(prp — £E,Py/6kp).

Proof: See Appendix 1. O

3.2 IP analysis

In this subsection, we analyse the secrecy performance of the
considered multi-antenna and multi-eavesdropper cooperative
networks in the presence of RHIs and CEEs in terms of IP, which is
defined as the probability that the capacity of the main link
(Sy = R = D,) is less than that of the wiretap link.

3.2.1 Intercept probability: In this case, the eavesdropper most
likely succeeds to intercept the legitimate information. In
mathematics, IP corresponds to the probability of zero secrecy rate
event, which is expressed as [26]:

Py = Pr {Cgg > Rs}, (25)
the specific meaning of the symbol is as follows.

3.2.2 Collaborative eavesdropper scheme: Here, collaborative
eavesdropping scheme is considered to eavesdrop the legitimate
information. Using the MRC method, the SINR of R — E is:

N
YRE= ). VRE, - (26)
n=1

(1) Non-independent identical distribution: substituting (26) into
(25), the following expression can be obtained as:
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Pir;.tl.l,d = Pr

, @7
N

hRE,

PRE,

- > el,
hrE,

2 &Py > 2 >
n=1 oekl-:,,pREn + (% + KREnpREM)( + GeRE,,) +1

obviously, it is difficult, if not impossible, to derive the expression
for the IP. To circumvent this problem, the asymptotic IP in the low
SNR regime is investigated. According to (27), the asymptotic IP
can be written as:

n.iid 1 €

Priasy =1 [(N aREn)ﬁRE,,Y(NaREn, ﬁRE,lpREn)'
(2) Independent identical distribution: because it is difficult to
figure out the non-independent identical distribution in the MRC
case, we consider each SINR of R — E, to be independently and
identically distributed under the collaborative eavesdropper
scheme. Note that in fact, SINRs for all eavesdroppers are different
since different eavesdroppers are, in general geographically
separated. To maintain mathematical tractability and obtain
engineering insight, we have adopted this simplified. Hence, the
following can be obtained [41]:

(28)

YRE = N7YRE, - 29)
According to (15), we can obtain the eavesdropping capacity

from R — E under the collaborative eavesdropping scheme as
follows:

1
Cre = EIng(l + Nygg,) - (30)

Similarly, the following theorem explores the security
performance in term of IP over Nakagami-m fading channels with
HIs and CEEs.

Theorem 2: For Nakagami-m fading channels, the exact
analytical expressions for the [P are given as

* Non-ideal condition

— 05

agg,—1 __ 75 i
ni _ e Pre, [ Os (31)

int,i.i.d — I ﬂ 5

=0 : RE,
(/'[JeZREn(ﬂRE,, + &Py 0k, + KRE, PRE,) + 1] 2R e
where O = 5 . L e=2"—1, =5
PrE, — P(&2PsIORE, + KRE, PRE,)
PRE,,

and in there, we should be ensure that ¢ < —5—5——,
&P/ oRE, + KRE,PRE,

otherwise the IP is one.
« Ideal condition

arp—1 _ 96

id _ e Tre [ O )
Ph= Y S ) (32)

=0

where g = (¢/(pge, — gaész/afeEn)), e =2 _ 1, ¢ =¢/N and
ensure the ¢ < (pre,orE, /(EP))).

Proof: See Appendix 2. 0

From Theorems 1 and 2, we can observe that the OP and IP are
determined by the number of transmit antennas, fading parameters,
RHIs and CEEs. Although the above results can be expressed in
closed-form, they do not provide useful insights into the
implication of system parameters on the reliability and security
performance. To this end, the asymptotic behaviours for the OP are
examined in the following section.

4 Asymptotic analysis

To reveal useful insights, the following corollaries provide the
asymptotic analysis and the diversity order for the OP in the high
SNR region.

4.1 High SNRs analysis

Corollary 1: At high SNRs (pxyy » ), the asymptotic

expressions of OP for the cooperative communication system are
given by

* Non-ideal condition

When the aﬁxy = Qxy/(1 + 5pxyQxy): (see (33))

2. When the aﬁxy = a(a is a constant): (see (34)) , where
O = (60, (1 + K5p)/ (1 — €K5g),
Oy = (05, (1 + &/2 + kip))/ (1 — €£,/2 — exgp) and we should
ensure 1 — ekge > 0 and 1 — £,/2 — expp > 0.

* Ideal condition

K
N ® SR [¢) ARD
ngild — ( 3 + 4

SR ARD
asg! PR arp!Prp

K

@30‘5R

SR

asg ! Psg

(35)
@4‘11(0

ARD
arp! PrD

Proof: See Appendix 3. O

Remark 1: From Corollary 1, we can obtain the following
observations as: (i) For non-ideal conditions, when the
Uﬁxyzgxy/(l + 8pxyQyxy), the asymptotic outage performance
changes with the changes of the average transmit SNR; when the
GZXY = a, the OP is a fixed constant when the transmit SNR grows
very large, which means that the outage performance cannot

PN = I+ I, — L,

B ( ©,%% )K N 0,7 ,%F )K ( @,%P ) (33)
- 'SR ARD ASR ‘RD
asg!Bsg arp!Prp \asr'Bsg’ ) \arp!Prp
agp —1 O3

asg — 1 7& :
00, Ni2 __ € /Fsr ®7 /
P —ll‘ X ()

/=0

aep— <] 1K
i “‘zl_eﬁ(&)f
J' \Bsr

J=0
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always be improved by increasing the transmit power; (ii) For ideal
conditions, the asymptotic OP also varies with the change of
average transmit SNR.

4.2 Diversity order

To obtain more insights, the diversity order is explored, which is

defined as [42]

b}

d= — lim
p—ow lOgp

where p is average transmit SNR and Py is an asymptotic
analytical expression of OP.

Corollary 2: The diversity orders under non-ideal and ideal
conditions are given by

* Non-ideal condition

1. When the O'f,xy = Qxy/(l + épxygxy):

d"(psg, prp) = min (Kasg, agp) . (37
2. When the o}, = a:

d"*(psgs prp) = 0. (38)

Proof: Based on the results of (33) and (34), we can have the
following proof in the non-ideal case. For the CEE parameters are
variables, the dominant terms of (33) are:
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. asr K ARD
oo.nn:( ®1 )+ ®z (39)

™ asg ! Asg arp ! By
Substituting (39) into (36), after some manipulations, we can
obtain (37).

Then, substitute (34) into (36). Since (34) is a constant, the
diversity order is zero, and then (38) can be obtained. o

« Ideal condition

d“(psg, prp) = min (Kasg, agp) - (40)

Proof: Based on the results of (33), we have the proof of ideal
conditions. Substituting (33) into (34) yields the result of (38).
For ideal conditions, the dominant terms of (35) are:

R asg  \K ARD
Poo,ld_( ®3 ) + @4 (41)

out — .
asg! fsx’ D\ PRDy
Now, substituting (41) into (36), with some manipulations, we
can obtain (40). O

5 Numerical results

In this section, some numerical results are provided to verify the
validity of our analysis in Sections 3 and 4. In all our evaluations,
we assume that P = SNR — 10lg(ayy X fxy), Py = Ps/2, axy = a,
Kxy =K, szy = Gg, ﬂxy = ﬂ = 1, Gg(y = 1, Qxy =1and RS =0.5.

Fig. 2 illustrates the OP and IP versus power allocation
coefficient yu for different distortion noise parameters
(x=0,0.1,0.15). The other parameters are set to a =2,
{£,&) = {0.02,0.99}, SNR = 5dB, ¢, =0.05, N =2 and K = 2.
It can be seen that when the power allocation coefficient rises
gradually, the outage performance increases, and IP increases with
u increasing. And we can see that the OP is proportional to
distortion noise parameter, while IP is inversely proportional to .
This shows that RHIs have a destructive effect on system
performance.

Fig. 3 plots the OP and IP versus the average transmit SNR for
different quantisation coefficients of the artificial noise
{&,6) = ({0.02,0.99};{0.2,0.5}) under the ideal (o; = 0,x =0)
and non-ideal conditions. The exact theoretical curves for the OP
and IP are plotted according to (23), (24) and (31), (32). In this
simulation, we set a =2, u=0.8,0,=0.1,k=0.15,N =2 and
K =2. Clearly, we can see from the simulation results that the
outage performance can be worse when &, increases. Additionally,
the OP of imperfect hardware is higher than the ideal case due to
the distortion and we can observe that increasing the quantisation
coefficient &, of artificial noise will reduce the IP, which means that
jammer source is an effective way to increase security. Finally,
there exists a trade-off between the reliability and security, which
implies that optimal performance exists.

Fig. 4 depicts the OP versus the number of source node
antennas K for different CEEs. For this figure, we set
a=2,u=0.8,{,5&) ={0.06,095} and x=0.1. It can be
observed that the reliability improves fast as the number of
antennas grows when the number of antennas is less than 4. When
this number becomes larger than 4, the reliability increases slowly,
which means that OTAS is an effective way to improve reliability
at a small number of antennas. Additionally, we can also observe
that the OP decreases with the increase of SNR, while it increases
with the increase of CEEs parameters. Finally, it is shown that the
high transmit power yields larger OP gaps for arbitrary CEEs.

In Fig. 5, the IP is plotted versus the number of eavesdropper
node antennas for different average transmit SNR values and
channel estimation parameters. Here, we set other parameters as
shown in Fig. 4. The simulation explained that the eavesdropping
ability of the system was weakened with the rise of CEEs and the
size of SNR was inversely proportional to the IP. It is also
illustrated that the IP in the ideal channel is greater than that in the
non-ideal case.
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Fig. 6 shows the OP and IP versus transmit SNR in presence of
RHIs and CEEs. The parameter values are given as follows:
a=2,u=08,{&, &) ={0.06,095},K =2,N =2 and 5, = 0.05.
We clearly see that OP increases as RHIs grows in the multiple
antenna conditions, while the IP decreases when the value x
increases, which means RHIs not good for IP. This figure also
shows that there exists error floor for the OP in the non-ideal case.
Similarly, there is an optimal transmit SNR value for this case to
obtain a trade-off between reliability and security.

Fig. 7 presents the OP and IP versus distortion noise parameter
for different power allocation efficients (u = 0.8, 1). As in [28], we
take the range of transceiver distortion noise is x € [0, 0.4]. In this
simulation, we set a=2,SNR =5dB,{{,&} = {0.06,0.95},
K=2,N=2and o, =005. Fig. 7 shows that the outage
performance is broken as « increases, and the IP becomes worse as
k increases, which means that RHIs can improve the security
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performance. Similarly, we can also observe that the u has a
negative impact on the OP and a positive effect on the IP.

In Fig. 8, we present the OP and IP versus the average transmit
SNR for different CEEs. For comparison, the case of perfect CSI is
taken into account (c.=0). In this simulation, we set
a=2,u=0.8,{,5&) ={0.06,095},K=2,N=2 and «x=0.1.
These results clearly show that the OP increases as o, increases,
and there exists an error floor under the cases of non-zero o,. This
observation verifies the conclusion of Remark 1. It can also be
observed that the effect of CEEs on the IP is relatively small,
which means that the differences of IP among the three values of
6. =0 can be ignored in high and low SNR regions. Finally, we
can also observe that the OP converges to zero as the average SNR
becomes large.

In Fig. 9, we show the impact of CEEs for the two channel
estimation cases. For the first case, we set o, = 0.05; for the second
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case, we set o,=Q/(1+6pQ),Q=1,6€{0.8,1}. In this
simulation, we set
a=2,u=0.9,{£,&) ={0.02,099},K=2,N=2 and x=0.1.
From these results, we can observe that there exists an error floor
for the first case (fixed CEEs), which is determined by the level of
estimation errors. For the second case (variable CEEs), there is no
error floor in the presence of RHIs and the slopes of asymptotic OP
are connected with the K, agg and agp, the simulation verified the
expressions of (37), (38) and (40). This figure shows that the OP
decreases and IP increases with increasing . Therefore, we can
conclude that CEEs have a detrimental effect on the OP. In
addition, for the IP of this figure, we have the following
observations: (i) the gap of IP between perfect CSI and the second
case becomes smaller as the average transmit SNR increases; (ii) at
low SNR, the IP for the second case less than the first one, vice
versa; (iii) at high SNRs, the effect of CEEs on the IP is relatively
small.

Fig. 10 presents the OP and the asymptotic results versus
average transmit SNR for different fading parameters a and
antenna numbesr K. Note that in these results, we set 4 = 0.8 and
{£,&) = {0.02,0.99}. In this simulation, we consider two kinds of

conditions: (i) ideal (x = 0 and o, = 0); (ii) non-ideal (x = 0.1 and
o, = 0.1). We can see that the ideal system outage performance is
better than non-ideal. From these results, we can observe that there
exit error floors for the non-ideal conditions due to the fixed CEEs,
which is irrelevant to the transmit SNR. The asymptotic curves for
the OP are plotted according to (33)—(35). For non-ideal
conditions: (i) when o, is a variable, the slopes of asymptotic OP
are not zero, which verifies the analysis of (37) in Section 4; (ii)
when o} is a fixed constant, the slope of the asymptotic OP are
zero, which verifies the analysis of (38) in Section 4. For ideal
conditions, the slope of the asymptotic OP is a non-zero constant,
which verifies the analysis of (40) in Section 4.
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Fig. 11 shows the exact and asymptotic OP as a function of the
transmit SNR for different values of , o, and K. It can be noticed
that: (i) when § is a fixed value, the slope of the asymptotic OP in
the simulation does not change significantly after changing the
number of source node antennas; this is because f is 1; (ii) when
CEEs is a variable, that is, when ¢ is greater than zero, it can be
observed that changing the value of 6 does not affect the slope of
the curves when other conditions are constant; (iii) when other
conditions are met, when the a value becomes larger, the diversity
orders of the system become larger; (iv) when CEEs is constant,
the OP has an error floor. These results further verified (37), (38)
and (40) in Section 4.

6 Conclusion

In this paper, we have analysed the effect of RHIs and CEEs on the
reliability and security of multi-antenna relay networks in terms of
OP and IP. The OTAS strategy and collaborative eavesdropping
scheme have been proposed and it was found that the former
enhances the reliability and the latter reduces the security of the
networks. The exact analytical expressions for the OP and IP were
derived for the proposed strategy. Numerical results reveal that: (i)
the outage performance is weakened as the number of source node
antennas increases; (ii) the eavesdrop performance is enhanced by
the number of source node antenna increases; (iii) the OP is
inversely proportional to the power allocation coefficient and IP is
proportional to the power allocation coefficient; (iv) OP increases
with the increase of quantisation coefficients of the artificial noise,
while IP decreases as quantisation coefficient increases; (v) we
further understand that Hls and CEEs have detrimental impact on
system performance; (vi) there exists error floor for the OP due to
the CEEs.
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9 Appendix

9.1 Appendix 1

The proof of Theorem 1 is given in this section.

Proof: According to the relevant mathematical knowledge, we
can turn (22) into the following formula: (see (42))

Then, set ¢ = 2°Rs _ 1 in the following calculations of /, and /,.

Firstly, substitute (20) to (42), we can derive the formula

follows:
[/; 2
SR| PSR
I, = Pr %1og21+ . - A < Ry
PSR(UeSR + |hSR‘ Ksg + GeSRKSR) +1
(43)
T 8p5Ra§SR(1 + Kqu) +e
= Pr hSR| < 5
psr(1 — exsg)
Ch

In what follows, I, will be addressed. According to (18), /, can
be calculated as:

1= Pr {Jhsif <@} = iy f©)
o K

asg— 1 ;
1_ _SRZ e—m(ﬂ)/
ﬂSR

= Jt

(44)

Secondly, substituting (21) to (42), we can get the following
formula: (see (45)) in this case, I, will be computed. Similarly,
according to (14), I, is calculated as:

12=Pr{

o] < ©:) = i (©2)

P o
2% l_e’ﬁ(&)f
1 \pro)

=0

(46)

Substituting (44) and (46) into (42), we can obtain the (23).
For ideal condition, we can get the expression of (24) by set
KSR = KRp = 0 and

2 =02, =0.0
Ocsp = Ocpp = V-

9.2 Appendix 2

The proof of theorem 2 is given in this section.

Proof: Collaborative eavesdropper scheme:

Py =1 = Pr { min (Csg, Cgp) > Ry}
= Pr {CSR < Rs} + Pr {CRD < Rs} — Pr {CSR < Rs} Pr {CRD < Rs} .

(42)

I 1)
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(1) Non-independent identical distribution: In the case of low SNR,
(27) can be approximated as

N
n.ii.d_ E €
Pint.asy = Pr [nzl n > pRE,,]’ (47)
in addition, the PDF of Z,}:’: . ‘};REnr can be easily obtained as [43]

x
N aRE, ~ le— BrEy

(48)

z ‘ (x) =

Noagg, *

I (Nagg,) RE,
Substituting (48) into (47), the (28) can be obtained.
(2) Independent identical distribution

Similar to Appendix 1, substituting (12) into (15) and put (30) into
(25), we can get the formula as follows: (see (49))

Substituting (14) into (49), we can obtain the (31).

For ideal condition, we can get the expression of (32) by set
KRE,, = 0and of’RE, =0.

O

9.3 Appendix 3

The proof of Corollary 1 is given in this section.
Proof A. Non-ideal condition:

(1) When o, = Qyy/(1 + SpxyQuxy)

In a similar methodology to [4], (13) can be extended to Taylor's
form. When pyy — oo, Only the first summation of an infinite
series is the dominant term. Thus, (13) and (14) can be further
simplified respectively as:

, xaxy 1
S (x)——a o(x), x>0, 50
0 C(axy)Bxy v 50)
aXY
Fli [ (0) = —XY +o(x), x>0. (51)
axy-Pxy

According to (51), we can get the CDF of maximum channel gain
after being selected under high SNR as following:

SR
asg! Psg

i ASR Kk
F‘i‘""‘z(x)z( ol ) . (52)

By the definition of OP in Section 3, we can get the following
formulas:

00, ni @1&” K
b= Fjjg|©) = T (53)
SR PSR
@(IRD
F|,,RD|(®z) "7 (54

Thus, we can derive the asymptotic expression of OP under high
SNRs as:

PN = L+ I, — L,
asg! B arp Py \asg!Bsy:

(2) When o;,, = a(a is a constant):

ARD
arp! PrD

According to (20), (21) and P; = Pg/2, we can derived the channel
capacity expressions of first slot and from R to D under high SNRs
(pxy — o) as:

- | ; (56)

i 1
Csp™ = =log,|1 + - - —
GeSR + KSR(|hSR‘ + UeSR)

2

A 2
Jro

Gy + (62 + o) o] + )

00, i

CRD = ;lng 1+

(57)

According to the definition of OP in Section 3, we can get the
following:

P = Pr { min (C™, CR5") < Rs), (58)

and then, we can derive the following formula:

2
PRD|
I,= Pr ; ; . - . <e
GorpPrD + (E:P7/0RD + KRDPRD) +1
45
2 2 2 ( )
_pr : eloens(PrD + EPIORD + KipPRD) + 1]
prp — €(&P1lokp + KRDPRD) ’
0,
; Npre, 7 "
Piiia= Pr 0P >e
O’eRE PRE, T ( + KRE PRE, )( ,,‘ + UeRE ) +1
&P,
@ UeRF (pRE,l + == o2 ~ + Kk pRE,l) 1] (49)

A 2
=1- Pr ‘hREn| <

&Py 2
PRE, — Q| —=— * KRE,PRE,
ORE,

= 1= Fjiy, (O,
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PR = Pr {CH™ < Rs} + Pr {CRy™ < Ry}

JA Ts
- Pr {C§™ < Rg} Pr {CRp" < Ry} . 5%
JA Ts

Similarly to the Appendix 1, we can derive the expressions of I,
and I, as:

2
|

~ o2 >
hSRl + o-eSR)

1
2

Is=Pr {5log,|1+ < Ry

|
(60)

thz < sazm(l + K§R)

=Pr

1 — exsg
0,

then, substituting (19), we can derive the following expression of I
as:

A 2
1= Pr {[hse] < ©:} = Fjiy @)
asg — o RS
=g ey 0
~= JU \Bse) |’

Similarly, we can deduce that I, is equal to the following formula:
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2

hRD

Gy + (62 + o) o] + )

Iy = Pr <e
(62)
eoﬁm(l +&/2+ KIZQD)
1 —&&,/2 — expp
O3

Pr

n 2
hwo| <

substituting (14) into (62), we can derive the expression of I, as:

A 2
L= Pr HhRD| < ®8} = Fliof(©0)
(63)

agp—1

O3
e 7o [ Oy )l
= 1 —_ —_—
Z I (ﬁRD

=0

Substituting (61) and (63) into (58), we can get the expression of
(34).

B. Ideal condition: Similar to what we did in case
szy = Qyy/(1 + 6pxyQxy), we can derive the asymptotic
expression of OP under high SNRs as:

ng.‘id =L+ ;- Ll
i ( ®3am ]K . 0,70 ~ ( ®3aSR )K( 0,0 ) (64)

- ASR ARD ASR ARD
asg!Psk arp'Prp \asr!Bsk’] \arp!Prp
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