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RESUMO

O desenvolvimento de novas tecnologias quanticas para comunicacdo em redes Opticas
permitird, dentre outros, a realizacdo de protocolos inviolaveis para a troca segura de
informacdo. O primeiro e mais desenvolvido destes protocolos € a distribuicdo quantica de
chaves. Embora na teoria esta apresente seguranca perfeita, a implementacdo em redes Opticas
pode produzir falhas de seguranga devido ao comportamento ndo ideal dos dispositivos
Opticos e optoeletrénicos utilizados. Nesta direcdo, a presente tese traz duas contribuicbes
para a melhoria da seguranca de sistemas de distribuicdo quéntica de chaves. No primeiro
caso, 0s protocolos de distribuicdo quantica de chaves que operam com deslocamento
diferencial de fase em quadratura e com deteccdo homddina sdo redesenhados para funcionar
utilizando estados coerente e térmico da luz, junto com diversidade de polarizacdo. No
segundo caso, a caracterizacdo da luz emitida por fotodiodos de avalanche durante uma

deteccdo e o impacto desta emisséo na seguranca no protocolo BB84 séo realizadas.

Palavras-chave: Protocolo de QKD de duas camadas, detectores de fétons, Ataque de

espionagem por emissao reversa de fotons.



ABSTRACT

The development of new quantum communication technologies for optical networks will
enable inviolable protocols to exchange secure information. The first and more ro-bust
among them is the quantum key distribution (QKD). Although in theory the security is
proven unconditionally safe, the implementation in optical networks can still produce flaws
due the non-ideal behavior of the optical and optoelectronic devices. In this direc-tion, this
thesis presents two contributions to improve security of QKD systems. The first is the
redesign of two QKD protocols to use two quantum states of light, the coherent and
thermal state, with a polarization randomness. The protocols are the differential quadra-
ture phase shift QKD and QKD using homodyne detection. The second contribution is the
experimental characterization of the light emitted by avalanche photodiodes during a

detection and its implication in the security of the BB84 QKD protocol.

Keywords: quantum key distribution, two-layer QKD, photodetectors, breakdown

emission, backflash attack.
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1 INTRODUCTION
1.1 A short story of cryptography

Historically the problem of secure communication has disturbed many scientists in
several research fields, not only engineers and physicists. A growing demand for the ability
to secretly communicate has engaged much effort and a considerable amount of resources.
It is immeasurable the importance of secrecy for high-level decisions in several sectors,
like government, army and finances. To achieve that goal, cryptography is essential. It is
well known that RSA, or classical cryptography, has been fairly dominant since 1977 [7,8].
Its reliability had been exhaustively verified and it is being used in all layers of society
communication, from ordinary cell phones who access the phone bank or social media to
military and governmental decisions.

Cryptography is one of the oldest fields of technical study we can find records of, going
back at least 4,000 years. It is considered as the art of using codes and ciphers to protect
secrets after some mathematical operations. After the 20th century and the development
of the industrial era, the pen and paper method could be replaced for something more
automatized method [9], like the enigma rotor machine used in the second world war to

communicate throughout the German battlefield [10].

Figure 1.1: Enigma rotor-machine used in world war II by the Nazi German army.

Data that can be read and understood without any special measures is called plain
text or cleartext. The method of disguising plaintext is called encryption. Encrypting
plain text results in an unreadable sequence of characters called ciphertext. You use

encryption to ensure that information is hidden from anyone for whom it is not intended,
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even those who can see the encrypted data. The process of reverting ciphertext to its

original plaintext is called decryption. The scheme in fig.1.2 shows the entire process.

Figure 1.2: Encryption and decryption scheme. Extracted from [1].

Memo Memo
Confidential Confidential

encryption decryption
plaintext ciphertext plaintext

A cryptographic algorithm, or cipher, is a mathematical function used in the encryption
and decryption process. A cryptographic algorithm works in combination with a key -
a word, number, or phrase - to encrypt the plaintext. The same plaintext encrypts
to different ciphertexts with different keys. The security of encrypted data is entirely
dependent on two things: the strength of the cryptographic algorithm and the secrecy of
the key.

Cryptography can be strong or weak, depending on some parameters. Cryptographic
strength is measured in the time and resources it would require to recover the plaintext.
The result of strong cryptography is a ciphertext that is very difficult to decipher without
possession of the appropriate decoding key. How difficult? Given all of today’s computing
power and available time - even a billion computers doing a billion checks per second - it
is not possible to decipher the result of strong cryptography in a reasonable time .

In conventional cryptography, also called symmetric-key, one common and unique key
is used for encryption and decryption. It means that both parts of the communication have
to posses the key to exchange messages. But there is a drawback, the key distribution.
To solve this issue, the public key cryptography or asymmetric-key was proposed. It is
a technique that uses a pair of correlated keys and one of them becomes public, which
eliminates the need for a key transmission. For encryption, one of the keys, the public
key is announced publicly for anyone who desires to send a message to this user. And the
other key, called the private key, which only the user who created them posses, is used for
decryption. It is computationally unfeasible to deduce the private key from the public key,
given the fact that those keys are generated based on mathematical functions and prime
numbers. So anyone who has a public key can encrypt information, but cannot decrypt
it. Only the person who has the corresponding private key can decrypt the information,
as shown in fig.1.3.

The primary benefit of asymmetric key cryptography is that it allows people who have
no preexisting security arrangement to exchange messages securely. The need for sender
and receiver to share secret keys via some secure channel is eliminated; all communications

involve only public keys, and no private key is ever transmitted or shared. Some examples
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Figure 1.3: Public key cryptography scheme. Extracted from [1].
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of public-key cryptosystems are Elgamal (named after its inventor, Taher Elgamal [11]),
RSA (named for its inventors, Ron Rivest, Adi Shamir, and Leonard Adleman 1977
[7,8]), Diffie-Hellman [12], and DSA, the Digital Signature Algorithm (invented by David
Kravitz, a former NSA employee). Because conventional cryptography was once the only
available means for relaying secret information, the expense of secure channels and key
distribution relegated its use only to those who could afford it, such as governments and
large banks.

Albeit symmetric-key systems are simpler and faster, their main drawback is that the
two parties must somehow exchange the key in a secure way. In order to communicate
with one another confidentially, the sender and receiver must have exchanged a key using
a secure channel before actually starting to communicate. Therefore spontaneous commu-
nication between individuals who have never met seems virtually impossible. If everyone
wants to communicate with everyone else spontaneously at any time in a network of n
subscribers, each subscriber must have previously exchanged a key with each of the other
n — 1 subscribers. A total of n(n — 1)/2 keys must therefore be exchanged [13].

The most well-known symmetric encryption procedure is the DES-algorithm[14]. The
DES- algorithm was developed by IBM in collaboration with the National Security Agency
(NSA), and it was published as a standard in 1975. Despite the fact that the procedure is
relatively old, no effective attack on it has yet been detected. The most effective way of
attacking consists of testing (almost) all possible keys until the right one is found (brute-
force-attack). Due to the relatively short key length of effectively 56 bits (64 bits, which,
however include 8 parity bits), numerous encrypted messages using DES have been broken.
Therefore, the procedure can now be considered only conditionally secure. Symmetric
alternatives to the DES procedure include the IDEA and Triple DES algorithms, which

are modified versions of the original DES.
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Currently there is a large amount of research in this area: for example Murphy and
Robshaw presented a paper at Crypto 2002 [15], which could dramatically improve crypt-
analysis: the burden for a 128-bit key was estimated at about 2100 steps by describ-
ing AES as a special case of an algorithm called BES (Big Encryption System), which
has an especially "round” structure. Even with that structure, the current status of the
symmetric-key cryptography is consistent, but not unbreakable.

It is quite noteworthy that of all the cryptosystems developed in those 4,000 years
of effort, most of them are still based on math. As soon as a powerful and operational
device shows up, the entire communication security is threatened. It is an inevitability
that cryptographers dread facing the arrival of powerful quantum computers, which breaks
the security of the most reliable cartographic systems. Although these devices are thought
to be a decade or more away, researchers are already in preparation.

Computer-security specialists are working and discussing quantum-resistant replace-
ments for today’s cryptographic systems everywhere - the protocols used to scramble and
protect private information as it traverses the web and other digital networks. Although
today’s hackers can, and often do, steal private information by guessing passwords, imper-
sonating authorized users or installing malicious software on computer networks, existing
computers are unable to crack standard forms of encryption used to send sensitive data
over the Internet.

But on the day that the first large quantum computer comes online, some widespread
and crucial encryption methods will be rendered obsolete. Quantum computers exploit
laws that govern subatomic particles, so they could easily defeat existing encryption meth-
ods. It is remarkable the advances in the quantum information processing field. Both
quantum computation and quantum information are properly explored all over the world
and it is already possible to see some prototypes. In therms of quantum communication,
China, South-Korea, Japan and Switzerland have their own systems running 24/7 quan-
tum protocols, with the premise of unbreakable security. Among the existing protocols,
we enlight quantum cryptography, responsible to securely exchange cryptographic keys
between authorized users. In the next section, the main subtopic of this field is briefly

explained, quantum key distribution(QKD).

1.2 Quantum key distribution

Quantum cryptography exploits the fundamental laws of quantum mechanics to pro-
vide a secure way to exchange private information. Such an exchange requires a common
random bit sequence, called a key, to be shared secretly between the sender and the
receiver.

The basic idea behind quantum key distribution (QKD) has widely been understood as

the property that any attempt to distinguish encoded quantum states causes a disturbance
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in the signal. As a result, implementation of a QKD protocol involves an estimation
of the experimental parameters influenced by the eavesdropper’s intervention, which is
achieved by randomly sampling the signal. If the estimation of many parameters with high
precision is required, the portion of the signal that is sacrificed increases, thus decreasing

the efficiency of the protocol.

Figure 1.4 - BB84 protocol explanation scheme. Picture redesigned from public
documents in ID Quantique website (www.idquantique.com).
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Here we explain the basis of a QKD protocol. In the mid-80s, Bennett and Brassard
started the QKD era by releasing the first protocol, the BB84 [16]. The sender, Alice
in most case scenarios, encodes a random bit sequence onto non-orthogonal quantum
polarization states, say horizontal, vertical, diagonal and anti-diagonal, as in Figure 1.4.
The receiver, Bob, randomly chooses a basis to measure the state. If the basis chosen by
Bob and Alice agrees, the bit-value is correct. The agreement is made by public disclosure
of basis choice. After a few steps of post-processing, the key is achieved.

The eavesdropper, usually called Eve, tries to intercept the information. Several at-
tacks are well-established with their respective countermeasures. Nowadays, the systems
are designed considering the QBER (quantum error rate) most of it linked to the eaves-

dropping. A few more words will be given about security in the next sections.

1.3 Breakdown emission in photodetectors

For a long time, avalanche photodiodes (APD) have been used for photodetection
in a wide range of the emission spectrum. A few reasons are their high quantum effi-
ciency and low dark count rate. These properties are particularly important for quantum

cryptography [17-21], where the need for secure bits and a low signal/noise ratio is high.
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To obtain a single photon counting behavior, the avalanche diode is operated in an all-
or-nothing counting mode similar to the way Geiger detectors are used in nuclear physics
for particle counting. In this so-called Geiger mode, the diode is reverse-biased above
the breakdown voltage such that a single photoelectron can generate a self-sustaining
discharge [22-24]. The discharge current is used as an indicator for the generation of a
photoelectron and thus of an absorbed photon.

It has been known for a long time that avalanche of charge carriers in a few types
of APDs is accompanied by photon emission. Here, we focus on Silicon APDs [25, 26].
First observations were reported by Newman [27]. Although this light emitted is not very
strong, in several single photon counting applications, it may have serious impacts in terms
of security [28]. In quantum cryptography, for example, such a light emission might enable
an external observer to gain information about a photodetection event on the receiver
side, opening a possible eavesdropping loophole to an otherwise secure communication
channel. Another experimental situation in which this photoemission has to be considered
are photon correlation measurements, as they are performed in single atom molecule
spectroscopy.

It is therefore important to know the photoemission characteristics of this breakdown
photoemission to avoid crosstalk with the light to be detected. In this work, we describe
our investigation of the temporal and spectral distribution and our experimental results

of an eavesdropping attack in Silicon APD based QKD systems.

1.4 Challenges in practical quantum key distribution

Quantum information processing systems follow a few steps before its consistent imple-
mentation and commercialization. Considering seven stages, each advancement requires
mastery of the preceding stages, but also represents a continuing task that must be im-
proved in parallel with the others.

The first two-stages are already well-established. Several experiments were conducted
to perform local operations on single physical qubits to code and decode information.
Also, a variety of algorithms are proposed to complement the single-qubit operations.
A number of companies have released their commercial versions joining quantum and
classical operations.

Superconducting qubits are the only-state implementation at the third stage, and
they now aim at reaching the fourth stage (red arrow). In the domain of atomic physics
and quantum optics, the third stage had been previously attained by trapped ions and by
Rydberg atoms. No implementation has yet reached the fourth stage, where a logical qubit
can be stored, via error correction, for a time substantially longer than the decoherence
time of its physical qubit components.

Based on Figure 1.5, it is quite clear that there is a long way ahead until we can see
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Figure 1.5: Stages of quantum information processing development.
Extracted from Makarov public slides (http://www.vadl.com/lab).
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quantum computers widely used. Given the current technology development speed, next

5(five) decades are still needed for the full migration or a total unification of the classical

and the quantum technology.

1.5 Contributions and summary

The contributions of this thesis are summarized in a number of journal and conference

publications, categorized by chapter.

e Chapter 1 - Introduction to this work with a useful concepts necessary for the

understanding of the contents covered in the main body of the work.

e Chapter 2 - Explains the Two-layer QKD framework proposed to enhance the

security of a number of QKD protocols.

e Chapter 3 - Proposal of optical setups using Two-layer (QKD. Two publications
released:
* Two-layer One-way QKD (Oral) - presented in IV Workshop-school on Quan-
tum Cryptography (WECIQ 2012), Fortaleza, Ce, Brazil.

* Two-layer quantum Key distribution - Published in Quantum information

processing magazine [3].

e Chapter 4 - Experimental analysis of breakdown emission in PMTs (photomulti-

plier tubes).
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e Chapter 5 - Experimental verification of breakdown emission in Si-APDs and its

importance in quantum cryptography scenario.

* Measurements of light emission from silicon avalanche photodetectors (poster),
presented at QCrypt 2015, Tokyo, Japan, September 28 - October 2, 2015.

* Experimental verification of breakdown emission in Si-APD and it influence

in quantum cryptography. To be published.

e Chapter 6 - Final conclusions and future works.
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2 TWO-LAYER QKD

Abstract

This chapter presents Two-Layer QKD, a framework designed to increase se-
curity of quantum key distribution protocols. Two-Layer is the combination of the
two-way QKD, which is a well established protocol, with an additional security fea-
ture. The premise is to add an extra layer or security, turning almost all existing

and consolidated protocols close to the unconditional security.

2.1 Introduction

In recent years, quantum key distribution has been extensively studied and improved.
Several protocols were proposed: BB84 [16], Ekert-91 [29], B92 [30-32], SARGO04 [33],
continuous variable QKD [34], one-way QKD [35], decoy-state QKD [36], DPS- QKD
[37-39] and MDI-QKD [40]. The security analysis of such protocols is not trivial. For
example, a proof of security for DPS-QKD against any type of attack does not exist yet.
Furthermore, it seems that all QKD protocols theoretically are secure; however, their
experimental implementations are not. The reason is the real optical and optoelectronics
devices do not behave exactly like their theoretical models in the security analysis of QKD
protocols.

Several improvements in the QKD protocols had been released in attempt to increase
security. However, almost none of them is capable to achieve complete security. Recently,
a new step toward secure QKD with real devices, named two-layer QKD [41].

The idea behind the framework is to use an extra layer running on top of the QKD
layer in any protocol. The first layer is the QKD protocol while the second layer is a
two-state protocol whose purpose is exclusively to protect the first layer. In this chapter,
fundamental concepts about the two-layer QKD protocol are presented starting by an

overview of two-way QKD.

2.2 Two-way QKD

After the pioneering work of Bennett and Brassard published in 1984 [16], several
alternatives for QKD protocols were proposed, mostly following the same classical premise:
one member of communication is responsible for prepare and send the information bits for
a second member, which role is measure and compare the received bits with the previous
member [20, 29,30, 37]. New types of protocols arose presenting different perspectives:
using continuous variables Gaussian states [42], using homodyne detection [43], using
time-bin coding [20], using phase coding [37,38] and the new proposals, which also uses

EPR pairs without detection device dependency, called device-independent QKD [40]. In
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addition, for the majority of those protocols, versions with decoy states are also available
to overcome security issues [36, 44, 45]

All protocols listed above follow the called one-way QKD model, i. e. the information
between members of the communication travels in only one channel and follows only one
direction [35]. As shown in Figure 2.1 the quantum states which are going to carry the
information are prepared on Alice’s side. After traveling through the quantum channel,

the states ares measured on the Bob’s side.

Figure 2.1: One-way QKD protocol scheme. The arrow in the quantum channel
indicates the flow on the quantum information.

Alice Quantum channel Bob
Quantum states @ Quantum states
preparation . measurements

Alternatively, the two-way QKD protocol was proposed with a novel approach [46].
The paper considered the nickname “ping-pong” for the protocol, given that the infor-
mation changed between the users perform a round-trip in the scheme. One of the main
features is the ability to realize deterministic communication, what in the paper is called
instantaneous communication; i. e. the information can be decoded during the trans-
mission and an additional information exchange is unnecessary, avoiding lost of bits in
post-processing steps. Despite the fact of compromising the security, the two-way uses
two patch channels to communicate between the legitimate users. Figure 2.2 shows a
sketch of the protocol with an overview in the next lines.

The initial proposal used EPR pairs. When two photons are maximally entangled in

Figure 2.2: Ping-pong protocol sketch. The original paper [2] considered
opposite roles between the users.
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Figure 2.3: Two-way QKD protocol scheme.
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their polarization degree of freedom, then each single photon is not polarized at all [46].
For instance, denote |0) and |1) as horizontal and vertical polarization states respectively,
then the Bell states created are |U%),, = (1/v/2) (|01) £ |10)), maximally entangled
states by nature in the two-particle Hilbert space H = H1 ® Ho. A measurement of the
polarization of one photon, say A, leads to a complete random result. This is a reflected by
the fact that the corresponding reduced density matrices, p5 := Trp{|¥*) (I*|} are both
equal to the complete mixture, pjj = %]l 4. Hence, no experiment performed in only one
photon can distinguish between those states. However, since the states |¥*) are mutually
orthogonal, a measurement in both photons can perfectly distinguish the states from each
other. In other words, one bit of information can be encoded in the states |¥*), which is
completely unavailable to anyone who has only access to one of the photons [2]. A simple

verification can be achieved by considering the unitary operator

64 = (6. 1) = (J0) 0] = 1) (1)) @ 1, (2.1)
and applying to the states |¥*). The bits flip and turn them into the opposite state. Le.
pa [Ty = [¥T). (2.2)

The protocol is summarized as follows: Alice prepares a pair of photons entangled
in Bell states |U*) = (1/4/2) (|01) £(10)) and sends only one photon to Bob. Bob
applies the local unitary operator in his photon and send it back to Alice. Performing
Bell measurements on both photons, Alice is able to decode the message. In the original
letter, Bob had also a control mode used to perform a local measurements and compare
his results with Alice for possible eavesdropping attacks.

EPR pairs are useful in this case if someone who has access to only one single photon,

can encode one bit of information, but cannot decode it, since no access to the other
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photon is granted. Lately, the idea of the protocol using EPR pairs was abandoned due
security issues [47,48]. The approach using non-entangled states was then released [34]
to mainly solve eavesdropping issues. The scheme of the two-way QKD protocol is shown
in Figure 2.3. Alice prepares a qubit using one of the four states from two pairs of basis
Z(|0) and [1)) or X (|4) and |—)) and sends to Bob. To re-code information, Bob has to
decide whether apply or not the Y unitary operation in his qubit. Encoding is realized

by following the transformations on the qubit states:

{ iY (0), [1)) = (= 1),10)
iY ([4),[=) = (=), =)

The incoming states are completely unknown by Bob. Despite this he does not need

(2.3)

to know them to perform the encoding. Alice, by its turn, can deterministically decode
Bob’s message by measuring the qubit in the same basis she prepared, without demanding
extra classical information from public announcement [34]. The security of the protocol
is considerably increased when no more information is publicly disclosed, like the basis or
measurement results. Now, not only QKD keys can be exchanged, but the entire message
without needs of extra steps of cryptography. Note that the control mode in Bob remains
present to increase security.

The redesigned protocol is then presented in the next section, created to increase
efficiency and security, but keeping important features of the original protocol, like speed

and reliability.

2.3 Two-layer QKD

Recently, Mendonga proposed a quantum multitask protocol[41]. A system able to
integrate several quantum protocols, like quantum secret sharing (QSC), quantum se-
cure direct communication (QSDC) and the most consolidated quantum key distribution
(QKD). So far in the paper, the expression two-layer QKD was not employed. It is quite
notable the origin of the name regarding the addition of an extra security resource to the
framework. Here, we named this framework as two-layer QKD. Here we present a mod-
ification of the original two-way protocol with some security improvements. Numerous
are the advantages to have in only one optical setup the ability to run such protocols,
but it also arises security and reliability concerns. In this direction, coherent and thermal
sources are used in a clever way to increase the level of security. We also explore the
potential of this combination and, attached to two-way model, redesign some of the QKD
protocols to add an extra layer of security.

Regarding QSC and QDSC, the Figure 2.3 is easily adapted into Figure 2.4 to run
those protocols. As the focus of this work is devoted to QKD protocols; so for further
details on how to use the scheme to run other protocols, please check [41]. Similarly to

the conventional two-way, Alice is responsible to prepare and measure the qubits used in
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Figure 2.4: Two-layer QKD scheme extracted and redesigned from [3].
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the communication. Two light-sources are used and the produced light is sent into two
optical modes, say time interval, spatial or polarization modes. Only one of the two light
sources is used for QKD, so the task of the receiver is to discriminate between the states
possessing only one sample per time. In order to distinguish with small error rate possi-
ble, the best strategy is to use unambiguous discriminator measurement scheme (section
2.3.2). However, as stated in [49], it is a common misconception that the unambiguous
discrimination (UD) of mized states is impossible. Indeed, it is impossible for all orthogo-
nal mixed states ensemble, but there exist sets of nonorthogonal mixed states for which
UD is possible. The critical feature of such sets is that their elements do not have identical
support!. In fact, all that is required for a nonzero probability of error-free discrimination
is that one of the density operators have a nonzero overlap with the intersection of the
kernels? of the others. In other word, for those states who has a null kernel, the error-
free discrimination fails [50,51]. To enlight the previous statement, consider an ordinary
vector & and the product p; - ¥ = 0. For the result to be valid, £ = 0. What means that
the py density matrix has a null kernel due its diagonal type matrix nature. On the other
hand, given p; and py as two different quantum states, the statistics of a large number of
measurements of each state will certainly disagree, making the distinguishability possible.

So far, as the discrimination mechanisms is enlightened, the remain sequence of the
protocol will be discussed. The scheme shown in Figure 2.4 represents a scheme suitable
for any adaptation of a two-way QKD protocol. The light produced by both sources,
p1 (p1) and po (p2), is directed to any of two optical modes a(b) with probability of 1/2,

!The support of a mixed state is the space spanned by its eigenvectors with nonzero eigenvalues.
2The kernel is the space orthogonal to its support.
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as show in Alice top part of Figure 2.4. Here, only the state p; is used in the QKD
protocol. In the forward path of the quantum channel, the propagating state has the
form of p; = p, ® py = 1/2[p1 (1) @ p2 (12)]4p, + 1/2 [p2 (12) ® p1 (11)] - The superscript
¢ index indicates the Bob’s input state. In Bob’s setup, to ensure security, a previous
measurement is performed before the coding. The type of measurement is adjusted by the
eavesdropping attacks to avoid. But mainly p;-detection consists in a scheme for detection
of p;i = p1(2) ® p2(1) to countermeasure trojan horse attacks, where an eavesdropper injects
into the receiver a different quantum state than the signal and captures back after its
output to check which unitary operation was performed on that state. The next section
presents optical schemes with different arrangements for Bob’s setup and his attacks
prevention measures. Bob then modulates both states with the same information j and
sends back to Alice the states p? ® py = UjpflUjT ® UijU;. Once the states are back
in Alice, as she knows the modes corresponding to each state, she splits them into two
different paths. The path 1, corresponding to p;, = U;py (//1) U;r leads the states to the
QKD measurement apparatus, where the key is generated. The path 2, p, = Ui p2 (;/2) U ]T
, has the role of certifying the authenticity of p,. In case of non-expected results in this
stage, it is a clear signal of a possible eavesdropping attack.

Here, 1, # gy and jiy # py due the loss in the quantum channel and the p;-detection
stage. However, this is not a problem, as it will be shown later Alice can infer the values
of M/1(2) by knowing the previous values and loss in the channels. The usage of a second
quantum state of light in this framework has several advantages, whether some conditions

can be followed:
1. Eve can not distinguish between p; and ps
2. Alice can distinguish between large sets of samples of p; and p,.
3. The state py can not carry any useful information from Bob.

The items 1 and 2 can be satisfied if the conditions p; # py and the non-orthogonality
are followed. The item 3 is also satisfied if UjngjT = po. Another useful approach to
check distinguishability is to make use of distance measurements. In general, a distance
measure quantifies the extent to which two quantum states behave in the same way. While
these distance measures are usually given by certain mathematical expressions, they often
possess a simple operational meaning, i.e., they are related to the problem of distinguishing
two systems. Two quantum states p; and py can be distinguished by a measuring process
and with a single measurement if the distance between them is D,,,,. On the other hand,
if D (p1,p2) = Dpin, the states are not distinguishable. Between D, and D,,;,, the
states can be distinguishable if there is a large set of samples of at least one of the states.
The lower the value of distance is the number of samples are required. Considering the

distance measure D and the Figure 2.4, the formalism of secure communication states that
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some conditions must be satisfied, otherwise the security is not reached. The conditions

are

D (p1,p2) =€, Dpin < € << Do (2.4)
D (UjplU}, Ujsz}) — =01 (2.5)
D (PQ, UjszjT) = D (p2,p2) = Dpin,j = 0,1 (2.6)
poi=0=7=0. (2.7)

Equation (2.4) states that it is possible to distinguish from two large sets of samples
of p; and py. Since Eve is forced to make individual attacks (without previous knowledge
about the mode of the states), she has to try to distinguish between p; and ps using
only one sample of each state. In this case, the best strategy is to apply unambiguous
discrimination; however, as stated in Equation (2.7), p has null kernel, what makes the
attack unsuccessful. Since the discrimination between p; and p, is not perfect, Eve will
never be sure about the state she is attacking. This point is crucial for the security
improvements of a QKD system protected by the two-state protocol. Equation (2.5)
shows that, after Bob’s codification, the distinguishability between the states does not
change, i. e. D (p2 p3) = D (p.,p:). Equation (2.6) states that any operation applied
in po by Bob will not change the distance or the state itself, as the useful information is
carried by p;.

Since Alice is always able to separate the modes correctly, the state ps will never be
at output 1 and, hence, it will not cause errors in the QKD protocol. Simultaneously, the
state p; will never be at output 2 and, hence, it will not cause errors in the p, detection
scheme. The case where the states are exchanged or the ps-detection are in disagree, an

eavesdropping attack should be considered.

2.3.1 Security analysis

Since the proposal of the first quantum key distribution (QKD) protocol, named BB84
in tribute to its creators, many others protocols were developed successfully in order to
improve the previous performance or security. And nowadays, security has attracted
a crescent attention on development and enhancement. Basically for each QKD proto-
col stated, security is one of the main issues and usually demands a quite long time of
investigation. The methodology mostly used is simple: based on previous attack’s strate-
gies, loopholes for these protocols are searched and, when found, proof-of-principle setups
are designed and a theoretical security analysis is developed. We started this analysis by
checking which are the strategies that can be adopted by an eavesdropper for the two-layer
QKD. The purpose here is to make assumptions for a further, improved and experimental

investigation.
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Eve’s goal is to determine which U; was used by Bob without causing any error in
Alice and Bob. Here the discussion is based on four kinds of attacks named I, II, ITI and
IV. In the type I attack, Eve attacks the states in Bob’s output. Considering a general

strategy of attack, after Eve’s action, the quantum states arriving at Alice’s place are
;%@pL:E<Umﬂﬁ)®E<Umﬂﬁ>. (2.8)

In (2.8) E is the operator that models Eve’s attack. During Alice’s mode separation
(on average) half of the time pg will be at output 1 and pj at output 2 and vice-versa.

Therefore, the quantum states at Alice’s output 1 and 2 are

1, 1. 1, 1

—J+—ﬁ) ®(qﬂ+—ﬂ). (2.9)
3 4 3 4

(2 27, 2 27/,

In order to avoid errors in Alice, the following conditions on pé and pi must be satisfied

1. 1.
1, 1 1. 1,

In other words, the state in (2.9) must be indistinguishable of the state sent by Bob. If
condition (2.10) is not true, there will be errors in the QKD protocol. If condition (2.11) is
not obeyed errors in the two-state protocol should arrise. However, the conditions (2.10)
and (2.11) cannot be simultaneously satisfied, they imply D <U]',01U]T , UjngJT > = Dpin
that is not in accordance with (2.5). In this case there will be errors in both protocols.

In the type II attack, Eve tries to identify the state’s mode before Bob’s operations.
I. e. Eve tries to distinguish between p; and py;. Once p; was identified, attacks of the
type I are applied exclusively on it. However, due to (2.4) Eve cannot realize that, taking
each state individually, without errors or without a degree of uncertainty. As explained
before, the best strategy to Eve would be to apply an unambiguous discrimination.

In the type III attack, Eve applies a Trojan horse attack. She stores in a quantum
memory the states sent by Alice, prepares her own states, in general quantum states
different from those used by Alice, and sends them to Bob. At Bob’s output, Eve recovers
the states and measure them aiming to obtain some information about the quantum
operation realized by Bob. After that, according to the results of her measurements, Eve
applies an unitary operation in both states sent by Alice and sends them back to Alice. In
order to prevent this attack, as can be seen in Fig. 2.4, Bob uses a detector that informs
if the states processed by him are compatible with the states sent by Alice. The crucial
point here is the parameter p whose value is known only by Alice. At the end of the
quantum communication Alice publicly announces the values of p used for p; and po, and
Bob checks if his measurement results are in accordance with those. Since Eve does not

know py and ps she will have to guess which quantum states to use in order to realize
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the attack without causing an alert signal in Bob. Since u is a continuous variable, this
task can be very challenging. Without changing the quantum state processed by Bob, the
type III attack is not useful.

In type IV attack, Eve tries to control Alice’s measurement setup by sending a different
quantum state from p;, say pg. However, since Eve does not know in which mode p; is,
sometimes the quantum state pg will be at output 2, hence, being measured by the scheme
able to identify py causing errors and informing Eve’s presence.

Summarizing, attacks type I, IT and IV will always cause errors in Alice while type III
will cause errors in Bob. Furthermore, Eve will not be sure about the bit values obtained
in her attacks because she does not know between p; or py (type I and II attacks) the
state of the attack, she cannot change the quantum states sent to Bob (type I1I) and she
cannot to control externally the bit value received by Alice (type IV).

2.3.2 Distinguishability of quantum states of light using a single-photon

detector and a spectrum analyzer

The state of a quantum system is a mysterious object and had been subjected of too
much attention since the earlier days of quantum theory. We know that it provides a way
of calculating the observed statistical properties of any desired observable which is not,
itself, observable. This means that we cannot determine by observation the state of any
single physical system. If we have some prior information, however we may be able to
use this to determine, at least to some extent, the state of a particular system. Consider,
for example, a single photon that we know has been prepared with either horizontal
or vertical polarization. A suitable oriented polarizing beam splitter can be used to
transmit the photon if it is vertically polarized and reflect it if its polarization is horizontal.
Determining the path of the photon by absorbing it with a suitable detector can certainly
determine the state as one of horizontal or vertical polarization[52].

The distinguishability between quantum states of light is a challenging task. One
attempt to overcome the issues is to check the electrical power of the signal produced
by a threshold single photon detector (TSPD) using a spectrum analyser [53]. It was
verified that for coherent and thermal states with low and equal mean photon number,
they can be perfectly distinguished using a large number of samples. The reason is that
there is fixed proportionality factor when the measurements are made in a fixed spectral
band, which is (P — P?), where P is the probability of having a detection in the SPD.
By checking Equations (2.15) and (2.16), we can also verify that for the states with the
same mean photon number, p; = |a|? as they are different equations, the electrical power
measured will be different, or (P, > PB,).

The initial proposal is to use coherent and thermal light states, as the first one is used
in most real implementations and the second one has an important property which are

going to be explained later. But here only the coherent state is used for QKD and the
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thermal state used to increase security. Beforehand, a quick remind about the states used

is given below. The coherent and thermal states are respectively represented by:

n

pa=le)al. 1) =Y e (=15 ) S (2.12)

3

" Mt)1+n |n) (n]. (2.13)

Equations (2.12) and (2.13) are the representation in terms of density matrix of the

coherent and thermal states respectively. Their overlap is given by

(2.14)

Since they are not orthogonal for finite values of their mean photon numbers (p; and
|)?), the distinguishability can not be achieved [3]. Considering a particular case, if y; =
|a|? then the lower the mean photon number is, smaller is the distinguishability. However,
they can be distinguished considering they are not null and there is a large enough number
of available samples of at least one of them. The task is relatively simple using a threshold
single-photon detector (TSPD). Below, Equations. (2.15) and (2.16) state the distribution

probability for the coherent and thermal states regardless the afterpulsing, respectively

P.=1—exp (=nlaf®) (1 - pa), (2.15)

P=1- (1—pa), (2.16)

L+ npy

where 7 is the single-photon detector(SPD) efficiency and p, is the darkcount probability.

Using a spectrum analyzer to measure, in a fixed frequency band, the electrical power
of the signal produced by a threshold single-photon detector, a large sample of thermal
states can be distinguished of a large sample of coherent states. The reason is because the
electrical power in a fixed band is proportional to (P — P?) where P is the probability of
an avalanche to be fired [53]. Since || and p; are chosen such that the probabilities in
(2.15) and (2.16) are different (but still keeping the condition (2.4) satisfied), the electrical
powers measured will also be different. Applying this strategy, Alice and Bob can check
if the quantum states they are receiving are in fact those they were expecting to receive.
Considering the two-layer QKD protocol here discussed, in general any other quantum
state having the vacuum probability different from the vacuum probability of the thermal
state can be distinguished from the thermal state if a sufficient larger number of samples
are provided.

Considering the usage of the quantum light discriminator using a threshold single-
photon detector and a spectrum analyzer in the two-layer QKD protocol, once Alice choose

the value of i, knowing the losses in the optical channel, she can infer the optical power she
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will measure in a given frequency band. If she measures something different from expected,
she aborts the key distribution. Hence, any Eve’s attack that changes the electrical power
measured by Alice will denounce her presence. That is the reason why type I, II and
IV attacks cannot be used: they somehow modify the quantum states arriving at Alice’s
output 2 and the quantum state measured by a quantum light discriminator, composed
by a single-photon detector and a spectrum analyzer.

A similar quantum light discriminator is also used by Bob. The goal is to avoid type
IIT attack. For example, Eve could stop the coherent and thermal states sent by Alice, to
keep them in a quantum memory and send two single-photons to Bob, say |1) [1). After
Bob’s modulation, at Bob’s output, Eve gets two photons with the same information.
However, the usage of the states |1) |1) instead of p, ® p; will result in an electrical power

(measured by the spectral analyzer) different from that one expected by Bob.

2.4 Conclusion

Quantum key distribution is still a quite new research topic. Numerous are the pro-
tocols proposed, implemented and have their security analyzed. Regarding security of
QKD protocols, there is a non-negligible number of eavesdropping attacks. So, every new
proposal in this field is quite challenging.

Here, the two-layer framework used for QKD systems was discussed. We presented
an alternative to the usual security methods. It promises to highly increase the security
by using a second quantum state of light as a shield protection layer over the QKD
protocol layer. Also, a brief security analysis was performed. The intention with this
preliminary security section is to rise the community interest to improve the analysis,
either theoretically and experimentally. We also want to avoid misleading between the
two-way and two-layer terminology. The first one is a very known QKD protocol and the

second is a modification that runs over the protocol.
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3 OPTICAL SCHEMES FOR TWO-LAYER QKD

Abstract

Several protocols for QKD were proposed over the last decades. Using different
approaches, like discrete variables, continuous variables [54,55], polarization states,
phase states, one-way QKD [20,35], two-way QKD [3,41,56], using decoy states [36]
and even with device independent [40], most of them still suffer from security issues.
Recently, a new proposal have attracted attention due its promise of increasing se-
curity and the adaptability to another protocols, the Two-layer QKD [3], explained
i the previous chapter of this work. Here, we propose a number of optical setups
using existing QKD protocols with the advantage of the two-layer QKD framework.
The new protocols are: two-layer one-way QKD, two-layer CT-DQPS QKD and
two-layer QKD using homodyne detection.

3.1 Introduction

Security of the QKD protocols still demands a high effort and massive resources from
the scientific community. For instance, as the quantum technology is still in the begin-
nings, most of the protocols still do not have a full security analysis. I.e. a complete proof
of security against all attacks. It is notable that even with all theoreticians attempting
to prove the unconditional security of the QKD protocols, the experimental implemen-
tations are far from the equations. The reason is, among other issues, the real optical
and optoelectronics devices do not follow perfectly their theoretical models stated in the
security analysis of QKD protocols. In this thesis, we propose a new step toward secure
QKD with real devices, a framework named two-layer QKD. The major contribution of
the proposal is to add an extra layer of security that, using randomness states adjust-
ments, fundamentally increases the security to a top level. By using the framework, it is
possible to redesign some of the most promising QKD protocols to use the advantages of
an extra-layer of security.

This chapter proposes three new QKD protocols using of the two-layer QKD frame-
work, two-layer one-way QKD, two-layer CT-DQPS QKD and two-layer QKD using ho-

modyne detection. The protocols are explained respectively.

3.2 First two-layer QKD

The idea of two-layer QKD is not being proposed in this work. It was released a few
year ago [41]. The initial proposal is to use it as a setup for quantum multi-service network,
where several quantum communication protocols could run using the same apparatus. It
is highly advantageous if the same optical setup can be used for running different quantum

protocols, as resources are always limited. The optical scheme revisited here can be used
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for quantum key distribution (QKD), quantum secure direct communication (QSDC) and
quantum secret sharing (QSS). Additionally, it is per se resistant to some eavedropping

strategies, as the attack based on single-photon detector blinding.

3.2.1 Setup and protocol

The proposed optical scheme is shown in Figure 3.1. The use of thermal states pro-
tectS the coherent states emitted by Alice and phase modulated by Bob. Basically, Alice
produces optical pulses with coherent states at the horizontal mode and thermal states at
the vertical mode, both of them having the same (low) mean photon number to avoid PNS
attacks. Note that is not necessary any synchronism or coherence between the sources
except for time. Both states have to enter the setup at the same time. Following the
sources, filters keep the spectral range limited to ensure security. After the thermal state
source, a /2 rotator ensures the vertical mode to the state. Alice then, randomly, sets
her polarization rotator R(6) in 0 or /2. Thus, for each optical pulse at Alice’s output,
the quantum state entering the optical channel is 1/2(p, ® p:) HV +1/2(p:® po)HV . Bob,
by its turn, has a polarization insensitive phase modulator [57]. Bob’s phase modulation
does not change the thermal state but it adds the phase ¢g to the coherent state. Leaving

Bob’s place, the optical pulses are sent back to Alice.

Figure 3.1: Optical setup for implementation of the multi-service quantum network,
the first two-layer QKD. PBS,, - polarizing beam splitters, D,, - single photon detectors,
R(0) - polarization rotator and ¢ 5- Bob’s phase modulator.
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For each pulse returning to Alice’s setup, she applies the same polarization rotation
she had applied when the pulse was leaving her place. Thus, before PBS,, all pulses
will have the coherent state at H-mode and thermal state at V-mode. These modes are
separated by PBS5 and the thermal state at the V-mode is monitored by a single-photon
detector plugged to a spectrum analyzer, which role is to measure the electrical power

in a fixed spectral band. On the other hand, the coherent state at H-mode is sent to a
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fiber interferometer whose time difference between upper and lower arms, 7, is equal to
the time separation between two consecutive pulses.

The codification part in Alice, after the PBS; following the horizontal path, is the
implementation of the differential phase shift QKD (DPS-QKD) [19,37,38,58,59]. The
protocol can be readily implemented if Bob and Alice play the opposite roles as happens
in traditional DPS-QKD. Thus, Bob modulates randomly each pulse that arrives at his
place applying the phases 0 or 7/2. Alice, by its turn, has the interferometer placed at
the coherent state output. The protocol rules are the same as in the original work. In
experimental implementation, it is quite noticeable the need of polarization control to
keep the states in the correct polarization all the time. So, for future implementations,
polarization controllers have to be added to the system.

One important aspect of releasing new QKD protocols or modification of existing ones
is the security analysis. Here we attempt to give a preliminary analysis, which may be

used to most common attack strategies.

3.2.2 Security analysis

The security of the proposed optical setup can be explained as follows. Alice has two
secrets: the mean photon number and the polarization rotation angles applied. During
the communication, only one mean photon number value is used. As explained before,
the coherent and thermal states with the same mean photon number can be distinguished
if one has a large number of samples. With the setup shown in Figure 3.1, only Alice
can have a large amount of samples (pulses) because she is the only one able to separate
with 100% of certainty the coherent and thermal states. Thus, Alice knows exactly the
electrical power value she has to measure at the thermal state output. If she measures a
different value, two possible reasons are: or the thermal state changed to another type of
quantum state or the mean photon number was altered.

In order to gain some information, the eavesdropper can attack the coherent state after
Bob’s phase modulation. However, Eve does not know which polarization mode to attack,
so, she has to attack both modes. In the intercept-resend attack, having only one pulse to
make correctly the distinguishability, sometimes the eavesdropper will be confused and,
during the state reconstruction, with some probability (depending on the method used to
determine in which mode is the coherent state), she may change p, and p; positions. In
this case, Alice will receive some coherent states at the thermal state output and some
thermal states at the coherent state output. The attack is detected because the electrical
power value measured at thermal state output will be different from the expected value.
Moreover, the thermal state at coherent state output will increase the error rate of the
quantum communication protocol.

Considering the photon number splitting (PNS) attack, Eve will have to count the

photon number of both modes. If each mode has at least two photons, a single-photon
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from each mode can be captured and the rest of the photons are sent to Alice through a
loss-less fibre. If at least one of the modes has only one or zero photons, the optical pulse
is absorbed and a vacuum state is sent to Alice. As can be seen, in this attack Eve’s action
does not cause the appearance of coherent states at the thermal output, but it changes
the photon number distribution of the pulses arriving at the single-photon detector at
thermal output and, hence, the electrical power value measured at thermal state output
once more will be different from the expected value. To see this clearly, let 7o) and p6(1)
be, respectively, the probabilities of the coherent and thermal states sent by Alice having
zero (one) photon. Thus, the quantum state of the light arriving at Alice’s place in the
V-mode is, approximately, (1—gq) |0) (0] 4¢ |1) (1], where ¢ = [1 —pg — p2][1 —p},— pi]. As
can be noted, for simplification, the situations where the pulses sent by Alice have more
than two photons were not considered since the mean photon number used is much lower
than 1. Thus, the probability of detection caused by that state is 1 — (1 — gn)(1 — pqg).
In order to do not disturb the electrical power value measured by Alice, the condition
1—(1—=gn)(1 —ps) =1—(1—pa)/(1+ nu) must be obeyed. However, for p; < 10 this
condition is never satisfied for any value of 7, hence the PNS attack will cause an error in
Alice.

Considering the beam splitter attack, it can be realized without disturbing Alice’s
measurement if the beam splitter used has reflectivity equal to the channel loss and Eve
provides a loss-less channel between her and Bob’s setup. However, since Eve cannot
attack all pulses, the amount of information obtained by Eve is limited. As happens in
the PNS attack, she has to obtain at least one photon from each mode.

At last, the optical setup shown in Figure 3.1 is naturally resistant to attacks in which
the single-photon detectors are externally controlled [21,60-63]. If Eve tries to control
Alice’s single-photon detectors, the strong light used will change the electrical power
measured at the thermal state output, announcing the attack.

For all attacks discussed the main concern is only with the probability of Eve to
cause an alert signal in Alice by changing the electrical power value measured. However,
even when this is not the case, She still has a hard problem to solve: which mode (H
or V) contains the useful information. So, she has to measure both modes and try to
find out where is the useful information. For example, if the information is coded in
the difference of phase between two consecutive coherent states (as it will be discussed
latter), and Eve has success in her attack getting four photons from the two consecutive
pulses, namely pin, pit, P2 and pos, she has to measure the phase difference between
DP2a — Plas P2a — PlasP2a — D1ty P2t — Pia and poy — p1. Thus, even if Eve can measure the
phase difference without destroying the individuals phase information, she has four phase
difference values and she has to guess which of them represents the correct information,

limiting the information leakage.
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3.3 Two-layer one-way QKD

3.3.1 One-way QKD

The idea behind the one-way QKD is to obtain the secret key bits from the simplest
possible setup without introducing loss and/or controllable optical elements in the system
[20,35]. In this direction, the arrival time of the pulses is the solution adopted. The
security is guaranteed by the occasional measurement of the quantum coherence between

two consecutive non-empty pulses. A simplified scheme is shown in Figure 3.2.

Figure 3.2: Representation scheme of the one-way QKD protocol. BS,, - beam
splitters and D,, - single photon detectors.
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The protocol is explained as follows: Alice prepares a sequence of weak coherent
and vacuum pulses, separated by a parameter 7 by using a CW-laser with an external
intensity modulator. She encodes bits using time slots with two pulses each one, as shown
in Figure 3.2. If in a time slot, only the first pulse has the mean photon number of x, then
it represents a logical 0 bit. On the other hand, whether only the first pulse is a vacuum
pulse, the logical bit 1 is then represented [11]. The mathematical expressions for each

logical bit are in equations bellow:

|Ok> = |\//7>2k—1 |Ok>2k7 (3.1)
’1k> = |0k>2k—1 ‘\/ﬁ>2kz7 (3-2)
| D) = ‘ﬂ>2k71 ’\/ﬁ>2k (3.3)

For security reasons, Alice also sends decoy sequences in order to reveal the presence
of an eavesdropper. The decoy time slot is formed by both pulses of coherent states. Due
to the coherence of the laser, there is a well-defined phase between any two non-empty
pulses: each one from the decoy sequence and outside the slot time for the bit sequence 1-0
[35]. So as Alice produces equally spaced pulses, the coherence between two consecutive
pulses is checked by a single interferometer at Bob’s apparatus (see Figure 3.2).

The pulses propagate to Bob on a quantum channel characterized by a transmission
t, and are split at a non-balanced beam-splitter with transmission coefficient t5 < 1. The
path corresponding to the Dpg single photon detected is called data line since it is used
to establish the raw key by measuring the time arrival of the photons. The counting rate

of the protocol is given by the expression

R=1— exp (iuttpn) ~ pttpn, (3.4)
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with 1 as the mean photon number and 7 being the quantum efficient of the photon
counter. The pulses transmitted through the security line (also called monitoring line) are
only used to check the reliability of the transmission. In this path, a single interferometer
is responsible to verify the coherence between two consecutive arrival pulses. Indeed,
when both pulses in j and j + 1 window time are non-empty, then only D; can fire at
time 7 + 1. Coherence can be quantified by Alice and Bob through the visibility of the

interference

_ p(D1) — p(Dy)
p(D1) 4 p(Ds)’

where p(D;) is the probability that detector D; fired at a time where only D; should
have fired. On the other hand, every click in detector Dy is attributed to a break in the

(3.5)

coherence caused by an external agent, an eavesdropper.

Let’s summarize the protocol [35]:

1. Alice sends a large number of times "bit 0” with probability (1 — f)/2, "bit 1” with
probability (1 — f)/2 and the decoy sequence with probability f.

2. At the end of the exchange, Bob reveals for which bits he obtained detections in the

dataline and when detector Dy has fired.

3. Alice tells Bob which bits he has to remove from his raw key, since they are due to

detections of decoy sequences (sifting).

4. Analyzing the detections in Dsy;, Alice estimates the break of coherence through
the visibilities V;_¢ and V; associated, respectively, with 1-0 bit sequences and decoy

sequences, computing Eve’s information at the end.

5. Finally, Alice and Bob run error correction and privacy amplification routines and

to find a secret key.

The performance of a QKD protocol is quantified by the achievable secret key rate
Rg:. To compute this quantity, several parameters have to be introduced. The fraction
of bits kept after sifting (sifted key rate) is Rs(pn) = [R 4 2p4(1 — R)|ps, with R = uttgn
the counting rate due to photons defined above, p,; the probability of a dark count, and
ps = 1 — f here. The amount of errors in the sifted key is called the quantum bit error
rate (QBER, Q) . Moreover, this key is not secret: Eve knows a fraction Ig,. of it. Some
classical post-processing (error correction and privacy amplification procedures) allow us
to extract a key that is error-less and secret, while removing a fraction h(Q) 4 Igye, where

h is binary entropy. Then,

Rg = Rs(p) [1 = Q) = Lpve)] - (3.6)
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After the explanation of the raw key for a general protocol, a comparison with the
BB84 protocol implemented using interferometric bases X and Y have to be done to infer
the raw key for an asymmetric use of bases such that p; = 1 — f(BB84xy). First of all, it
is required that all visibilities are equal: Vx = V4 in BB84xy and V;_y = V, in one-way
scheme - otherwise, Alice and Bob abort the protocol. Under this assumption, the QBER
of BB84yy is Q(n) = R[(1 — V) /2] + (1 — R)paps/Rs = Qopt + Qaer; while for one-way is
Q1) = Quer, independent of V.

In order to estimate Ig,., we restrict the class of Eve’s attacks [20], waiting for a full
security analysis. Because of losses and the existence of multiphoton pulses, Eve can get a
good fraction of information. This fraction is either r = (1 —t) or r = p/2t, according to
whether PNS attacks do not or do introduce errors [18]. Then Eve performs the intercept-
resend attack on a fraction p;r of the remaining pulses. In BB84yy, she introduces the
error (1 — r)pIRi = (1 — V)/2 and gains the information I = (1 — r)pIR% =1-V.
On the present protocol, the IR will be performed in the time basis, so I = (1 — r)psg.
However, since we use only one decoy sequence, if Eve detects a photon in two successive
pulses she knows what sequence to prepare; the introduced error is then 1 —V = I£ with
& =2e /(14 e #*) the probability that Eve detects something in one pulse and nothing
in the other. Plugging Q(i) and Ig,. = r + I into Equation (3.6) , we have Ry as an
explicit function of u; Alice and Bob must choose 1 in order to maximize it. Based on a
numerical optimazion realized in [35], the present protocol is more robust than BB84 xy
against the decrease of visibility.

Regarding to the security analysis, the explanation is not quite simple; so, a larger
and detailed review for the analysis is found in [35]. The first attack strategy analyzed is
the PNS. This attack per se causes errors since a measurement of the number of photons
in both consecutive pulses break the coherence between them. Another possibility is the
adoption of an unbalanced cascade of beam splitters. The errors occur when Alice and
Bob calculate the visibility, since the amplitude values of the extracted photon pulses is
quite different from the others.

The only attack that an eavesdropper is able to succeed is the traditional beam splitter
attack. Instead of using a sort of beam splitters, she uses only one to remove a fraction
of 1 — t; of the photons sent by Alice; what left, ¢;, is sent to Bob through a lossless
channel. Thus, p(1 — t¢) photons per pulse sent by Alice are detected by the intruder.
So, every time a detection is counted, the eavesdropper will have all information about
the bit chosen by Alice. If the pulse contains more than one photon, then Bob will have
detection just as if the eavesdropper is not present. To solve that trick, Alice must use p

as low as possible to diminish the intruder chances.
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3.3.2 Setup and protocol

Two-layer one-way QKD protocol is shown in Figure 3.3. Initially, Alice produces
a set of quantum states p, and p;, representing, respectively, the coherent and thermal
states. The filters F' placed at the output of each laser keeps the light from both sources
inside the same spectral range, avoiding side-channels attacks by an eavesdropper. Those
attacks consist in the search for photons in different frequencies aiming to identify which
source generated those photons. Before reaching PB.S, the thermal state is rotated by
7/2, changing its polarization state from horizontal (H) to vertical (V). Now the coherent
state is in H polarization and the thermal state is in V polarization. After the PBSy,
both modes are joined and follow to the first polarization rotator R,(6), which is able to
rotate by 0 or /2, randomly exchanging their polarization mode. The state at Alice’s

output is then represented by Equation (3.7) and the top part of the Figure 3.4.

1
Pout = 5 (pa ® Pt + Pt ® pa>HV . (37)

Figure 3.3: Scheme for two-layer one-way QKD. R, (6) are polarization rotator - D,, are
single-photon detectors - C' circulator and F filters.
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At Bob’s side, the polarization rotators Ry (¢) and the polarizing interferometer formed
by PBSs, PBSs and the delay 7/2, are used to mismatch temporally the polarization
modes. Now, each pulse is splitted in two components in time mode, as in the bottom

part of Figure. 3.4. The state at Bob’s output is

1

pp =7 [(0a® P}) gy + (P2 ® P2) jry + (P2 @ 92) jry + (97 @ ) ] - (3.8)

The pulse structure in Bob’s output might be tricky. However Figure 3.4 gives a

visual explanation of all possibilities regarding Bob’s choice to rotate his polarization by
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Figure 3.4: Polarization scheme of Bob’s incoming and outcoming
pulses. p, - coherent state and p; - thermal state.
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0 or /2. For example, the second term in Equation (3.8) means the coherent state is
at horizontal mode and time slot 2 and thermal state at vertical mode and time slot 1.
The time slots 1 and 2 are separated by a time interval of 7/2 and 7 is the time interval
between two consecutive pulses sent by Alice. It is obtained when Alice sends (p, ® p) v
and Bob uses ¢ = 0 (bit 0) in both R,. On the other hand, if Alice sends (po ® pi)mv
and Bob uses 7 = 7/2 (bit 1), the state at Bob’s output is the first term in Equation
(3.8). Hence, Bob’s output is similar to Alice’s output in the scheme shown in Figure 3.2,
but now, instead of vacuum states, thermal states are used randomly in one out of two
polarization modes.

The optical filter in Bob is used to avoid the possibility of an attack using a different
wavelength not detected by Bob’s single photon detector . It is natural for all QKD
systems to limit the spectral range used to exchange pulses, as side-channels attacks
exploit this breach for information leakage. The circulator and the single-photon detector
are used to avoid a bidirectional path.

When the pulses arrive at Alice’s setup she uses the polarization rotator R, and the
PBS, to separate the coherent and thermal states. The coherent state always emerges
from H output while the thermal state always emerges from output V due the same
rotation applied in both rotators. The coherent state is guided to an optical apparatus
similar to the one used by Bob in Figure 3.2 while the thermal state is sent to an apparatus
able to identify it, composed by a controllable delay, a single-photon detector and a
spectrum analyzer. The one-way QKD is implemented in the traditional way but Alice
and Bob play opposite roles when compared to the traditional one-way QKD. The security
is the same provided by the classical one-way QKD improved by the security provided by
the two-layer framework..

The crucial point in the scheme is the ability of Alice and Bob to detect Eve by

analyzing the electrical power measured by a spectrum analyzer plugged at the single-
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photon detector’s output D4. Let the coherent and thermal states produced by Alice

have, respectively, the mean photon numbers |a|* and y;. Their overlap is given by

(af prlo) = exp [=[al*/ (14 )] / (1 + pe). (3.9)

Since they are not orthogonal for finite values of y; and |«|?, they cannot be perfectly
distinguished with ta single measurement. However, if y; = |a|?, the states p, and p; can
be distinguished with high probability if one has a large enough number of samples of one
of them. As explained in [41,53] this task can be realized by a threshold single-photon
detector. For simplicity, neglecting the afterpulsing, the probabilities of thermal and

coherent states to fire an avalanche in a threshold single-photon detector are, respectively,

given by
1
P=1- 1 —pa), 3.10
t L+ np S ( )
P, =1—exp (—nlaf’) (1 - pa). (3.11)

In (3.10) and (3.11), n and p; are respectively the single-photon detector quantum
efficiency and dark count probability. Using a spectrum analyzer to measure, in a fixed
frequency band, the electrical power of the signal produced by a threshold single-photon
detector, a large sample of thermal states can be distinguished of a large sample of coherent
states. This happens because the electrical power in a fixed band is proportional to
(P — P?) where P is the probability of an avalanche to be fired [53]. Since |«|? and p; are
chosen such that the probabilities of an avalanche to be fired are different, the electrical
powers measured will also be different.

Applying this strategy, Alice and Bob can check if the quantum states they are re-
ceiving are in fact those they are expecting. Since Eve does not know the mean photon
numbers used (this is a secret kept by Alice and she reveals it to Bob only at the end of the
protocol), she does not know which state to use when she attacks Bob’s apparatus. On
the other hand, if Eve attacks the quantum states before or after Bob’s coding, she will
not be sure about the results because the impossibility to distinguish perfectly between

coherent and thermal state.

3.4 Two-layer coherent-thermal QKD

Within the broad research scenario of quantum secure communication, two-way quan-
tum key distribution (TWQKD) is a relatively new proposal for sharing secret keys that is
not yet fully explored. We propose and analyze an optical setup of TWQKD scheme using
the framework of two-layer QKD. The first paper of two-way QKD is [34] and here, an
overview of the protocol is given. Here we propose a new protocol using the premisses of
TWQKD, the codification scheme of the differential quadrature phase shift (DQPS-QKD)



CHAPTER 3. OPTIMAL SCHEMES FOR TWO-LAYER QKD 43

and the two-layer frame work, named CT-DQPS-QKD, where CT stands for Coherent and
Thermal.

The CT-DQPS-QKD has some interesting properties. It is secure against beam split-
ter, intercept-resend, photon number splitting, unambiguous discriminations, external
control and Trojan horse attacks. Furthermore, the eavesdropper’s presence is denounced
in two different ways: parameter (QBER) estimation in the QKD protocol and an elec-
trical signal in the two-state protocol. Additionally, the two protocols are linked in such
way that, depending on the attack strategy used by the eavesdropper, attacking one of
them can cause errors in both. Another interesting point is the fact that the eavesdropper

will never be sure about the value of the bits obtained during an attack.

3.4.1 Setup and protocol

The two-way QKD protocol was already overviewed in the previous chapter. In this
section we are going to consider the two-way QKD with the framework of two-layer QKD
employing the differential-quadrature- phase-shift QKD [39]. The optical scheme used to
implement the CT-DQPS-QKD is shown in Figure 3.5.

Figure 3.5: Proposed optical scheme for CT-DQPS-QKD.PBS - polarization beam splitter;
R -polarization rotator; ¢g - Bob’s phase modulator; C - optical circulator; F - optical
filters with central frequency at 1550 nm; BS - beam splitter and D;;, Dy, D}, and D% -
single-photon detectors.
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Comparing the scheme in Figure 3.5 with the description of two-layer QKD in Section

2.3, one can note that we chose p; = |a) (a] and ps = pr. Furthermore, the unitary
operation U is a phase-modulator, leading to the quantum operation in Bob’s site U =

exp (zngN ), where N is the Number operator. One can readily observe that

UpUT = 6Z¢N la) (] e (3.12)
UpUT = e p e ioN = pr. (3.13)
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Now, using (2.14) we note that the distinguishability between |a) (o] and pr, and
between U(¢) |a) (| UT(¢) and U(¢)prUT(¢) are the same

(e pr ac) = (al prla) = exp [~la /(1 + )] /(L + pr). (314

Hence, the pair coherent and thermal states obeys the conditions (2.4) and (2.5).
Moreover, due to (3.13), (2.6) is also satisfied. Finally, since the density matrix of the
thermal state is a diagonal matrix with positive entries, it has a null kernel and, hence,
(2.7) is also satisfied. Furthermore, a and b modes discussed in section 2.3 are the hori-
zontal and vertical polarization modes. The mode separation in Alice is simply realized
by a polarizing beam splitter. Finally, the p-detector is the setup with single-photon
detector and spectrum analyzer discussed in Section 2.3.2. Initially, Alice produces op-
tical pulses having a coherent state at the horizontal mode and a thermal state at the
vertical mode, both of them having low mean photon number such that (2.4) is satisfied.
Two optical filters (F) in Alice put the light from both sources inside the same spectral
range. This avoids a side-channel attack in which Eve looks for photons in different fre-
quencies aiming to identify from which source the photon came from. Following, Alice,
randomly, sets her polarization rotator R(f) in 8 = 0 or § = 7/2. Thus, for each op-
tical pulse produced by Alice, the total quantum state entering the optical channel is
1/2(pa @ pr)HV +1/2(pr ® pa)HV .

Bob has a polarization insensitive phase modulator and does not change the thermal
state (since it has a diagonal density matrix), as is required by (3), but it adds the phase
¢ to the coherent state. Leaving Bob’s place, the optical pulses return to Alice. For
each pulse arriving, Alice applies the same polarization rotation she had applied when
the pulse was leaving her place. Thus, before PBS,, all pulses will have the coherent
state at H-mode and thermal state at V-mode. These modes are separated by PBS,
and the thermal state at the V-mode is monitored by a single-photon detector plugged
to a spectrum analyzer that will measure the electrical power in a fixed band. On the
other hand, the coherent state at H-mode is sent to Alice’s QKD measurement setup
composed by two fiber interferometers whose time difference between upper and lower
arms, 7, is equal to the time separation between two consecutive pulses. The DQPS-
QKD protocol can be readily implemented if Bob and Alice play the opposite roles as
happens in traditional DQPS-QKD. Thus, Bob modulates each pulse that arrives at his
place applying randomly one of the phases 0, 7/2, m and 37 /2. Alice, by its turn, is the
one who has the interferometers placed at the coherent state output. The protocol rules

follows the original paper and its security is increased by the use of thermal states.

3.4.2 Security analysis

A brief and introductory security analysis is realized for CT-DQPD-QKD. Most of the

attacks strategy will explore the loopholes from the coding and measurement part, where
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Eve can get some information of the raw keys. The analysis is performed based on the
original paper and the attacks described in the paper.

The security of the CT-DQPS-QKD can be explained as follows: Without knowing if
the coherent state is in the H- or V-mode, the beam splitter, intercept-resend and photon
number splitting attacks will not be useful for Eve, since she will not be sure about the
bit value obtained during the attack and she will introduce errors in Alice. All of these
are type I attacks. Since the thermal state has a null kernel, the type II attack with
unambiguous discrimination does not work.

As can be seen in Figure 3.5, the filter F in Bob avoids Eve to use light in a different
wavelength not detected by Bob’s single-photon detector . The optical circulator and the
single-photon detector are used to avoid a bidirectional path. At last, the beam splitter
BS with reflectivity r, the single-photon detector and the spectrum analyzer are used to
check if the states modulated by Bob are in fact compatible the coherent and thermal
states with the mean photon numbers chosen by Alice.

After the quantum communication, Alice informs Bob the mean photon numbers used.
Bob checks if the electrical power value measured during the quantum communication is in
accordance with the expected value for those mean photon numbers announced by Alice.
If it is not, the key exchanged is discarded. Thus, if Eve changes the quantum states,
without knowing the mean photon numbers used by Alice, with high probability she will
change the electrical power measured by Bob. Moreover, since the QKD protocol used is
the DQPS-QKD, in order to be sure about the quantum operation used by Bob, Eve has
to use an optical pulse with at least two photons (if Eve sends to Bob the quantum state
|1) the pulse at Bob’s output will be the same produced by an ideal BB84). However, since
Alice uses low mean photon numbers for the thermal and coherent states, the probability
of having two photons in a pulse produced by her will be low. Thus, a two-photon state
1), [1),, will be easily distinguished from the state 1/2(po ® pr)HV 4+ 1/2(pr ® pa)HV
produced by Alice. This is the type III attack. At last, if Eve tries to control externally
Alice’s single-photon detectors (Dg1, D11, Do2, D12) sending to Alice strong (pulsed or
CW) light [60], part of this light will be guided to the output 2 and the electrical power
measured by Alice will be different from the expected value, indicating the attack. This
is the attack type IV.

A simplified analysis of the secret-key rate (Rg) of the two-layer CT-DQPS-QKD
consists in to consider (unrealistically) that, after her measurements, Eve knows when she
attacked a thermal or a coherent state. In this case, one has Rg = Ryipt(Iap — Iap/2).
The term 12 is due to the thermal states: having to choose randomly which mode to
attack (horizontal or vertical), in average, half of the bits got by Eve (those obtained
when a thermal state is attacked) will be completely uncorrelated with Alice’s sequence,
implying in [4g =. The other half of the bits (those obtained when a coherent state is
attacked) will imply in I4g # 0. Using the equations forl4p and I4p described in [64]
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one has

]AB =1~ necH(QBER)7 ( )
Iap ={(1 = p/2t) [L = H(p)] + (1/20)} / [L + (2pa/ ptn)] (3.16)
Pu = ptntp, (3.17)
t=10"F/10, (3.18)
Rsift = [1/2 (p,u + 2pd + pap) frep] / [1 + Tdeadfrep (p,u + 2pd + pap)] 5 ( )
Pap = 0.008(p,, + 2pq4), (3.20)
lpu(l _V) +2pd +pap (

2 Put2pat Pap
p=1/2++/D(1 - D), (3.22)

D=(1-V)/2—pu. (3.23)

QBER =

Y

In (3.15)-(3.23), ne.(= 1.2) is the efficiency of the error correction protocol,u(= 0.1) is
the mean photon number of the coherent state used, ps(= 5.107°) and p,, are, respectively,
the single-photon detector’s dark count and afterpulsing probabilities, n(= 0.07) is the
single-photon detector’s quantum efficiency, t is the transitivity of the optical link of
length L between Alice and Bob, t,(= 0.543) takes into account the loss in Bob devices,
a(= 0.21 dB/km) is the fiber coefficient loss, f.., = (5 MHz) is the pulse repetition
frequency, V(= 0.98) is the visibility of the interferometers, 74.q(= 1 ps) is the time

during which the single-photon detector is unable to fire a new avalanche. At last, H(-)

is the entropic function: H(x) = —zlogs(x) — (1 — z)loga(1 — ). The comparison of
the Rge. for DQPS-QKD with and without the second layer (thermal states) is shown in
Figure 3.6.

In the real case, Eve is never sure if she attacked a thermal or a coherent state. In this
situation, the real mutual information between Alice and Eve will be lower than I4z/2

and the curve of the secret-key rate will always be over those shown in Figure 3.6.
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Figure 3.6: Rs.|bit/s](logarithmic scale) versus L for
DQPS-QKD and two-layer DQPS-QKD.
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3.5 Two-layer QKD using homodyne detection

In the past few years several quantum cryptographic schemes were developed mainly
based on single-photon quantum systems. Recent events related to experimentation of
these protocols have raised the need of new ways to overcome the unsecure scenario
imposed by these technologies. As most schemes uses photon counting to detect weak
light pulses, it is hard to avoid some imperfections in practical implementations, like
multiphoton pulses, channel losses, low detection efficiency and dark counts of detector
[65-70]. Another method for detecting weak light proposed to have a high accuracy faced
to photon counting is the homodyne detection.

Sometimes called quadrature phase homodyne measurement, it is a well-established
quantitative method for measuring the quadrature-amplitude operator of the radiation
field [71]. It was first observed by Namiki and Hirano [72] that a quadrature measurement
by a homodyne detection involves a phase shift operation and the most conventional light
sources to do that are the coherent light sources. By that way, a combination of phase
modulators and the homodyne detection scheme should provide a simple setup for QKD
protocols using continuous variables [43]. Using this argumentation, they presented a
protocol that the bits codification uses 4 coherent states with amplitude a > 0, and phase
shifts of m/2. The decodification was realized using one of the two quadratures X,Y of
the field [18].

Another motivation for dealing with continuous variables in quantum information is
the advantage in a more practical observation: efficient implementations of the essential

steps in quantum protocols, namely, prepare and measure and the high efficiency imposed
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by that implementation [73]. The use of four-state scheme instead of two orthogonal is
based on two points: (i) the choice of basis is completely hidden from the other protagonist
(the two bases correspond to the same density matrix), as well as from the eavesdropper,
Eve [65]; and (ii) when Alice and Bob use different bases, there is no correlation between
their bits.

Most of the authors have proposed quantum key distribution schemes and protocols
with homodyne detection using Einstein-Podolsky-Rosen type correlation or squeezed
states [70,74]. The main motivations to produce this hard work is to reduce the distress
of the implementation by providing a simple and reliable scheme setup and to increase

security throughout an adaptation of one of the most secure protocol produced.

3.5.1 Homodyne detection

The use of photodetectors for QKD schemes allow us to realize only a single measure-
ment of the mean photon number or the superior statistical moments [71]. These intensity
measurements are not enough to characterize completely a quantum light field, since it
takes not account of the field phase. For instance, the detection of squeezed states requires
a sensitive phase field scheme capable to realize quadrature variances measurements. In
this case, ordinary homodyne detection can perfectly be used [75]. Differently from the
balanced homodyne detection, most commonly used with coherent states, the frequency
of both lights, the signal and the local oscillator, needs to be the same, what is reachable
using the same transmittance media or the same channel and only one photodetector are
needed. The local oscillator can also be produced in the same place the measurements are
realized. Resuming, the ordinary homodyne detection allow us to obtain the necessary
information.

In this work the balanced homodyne detection is used with coherent states, i.e. there
is no need of phase and compression information. A simple model of balanced homodyne

detection is shown in Figure 3.7.

Figure 3.7: Balanced homodyne detection scheme. a and b are BS inputs and ¢ and d
outputs connected to regular positive-intrinsic-negative diode(PIN) Do and D1.
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In the balanced homodyne detection, the reflectivity and transmissivity of the beam
splitter must be exactly the same. This will cause the vanishing of the inherent quantum
noise due to the local oscillator signal [76]. The equations expressing the relationship
between input and output of the beam splitter regarded the amplitude operators are
shown in (3.24) and (3.25).

¢ =Ta+ Rb, (3.24)
d = —Ra + Tb, (3.25)

where R and T are the real values for the reflectivity and transmissivity of the BS. For

each output, the number operator is given by

1 1o 1y

fio=ete = ~ata+ =6t + - (a*b + de> (3.26)
2 S

and

cogtg o Yara  Li L s

nd:ddziaa+§bb—§<ab+ba) (3.27)

with R=T =1/ V2. As a combination of the output signals, the subtraction is obtained

as:
e — g = aTb+ bla (3.28)
and the measurement of this quantity is realized as:

(e — g) = <a*z§ + BTa> = 2|80 <% (afe'?ro 4 aTe—i¢Lo)> (3.29)
with ¢ro as the projection angle of the local oscillator state onto the X quadrature. Then
(e — M) = 2|Bro <XLO (¢Lo)> : (3.30)

This approach is generally used to reduce the quantum noise, allowing higher ampli-
tude for the local oscillator [77]. The operator described in Equation (3.29) is called the

quadrature operator for X for a rotated axis of ¢;o and has the form

X0 (¢r0) = Pcos gro + ¢sin o (3.31)

where p and ¢ are the quadrature operators. Calculating the density operator for a

coherent state, we have

| {(zg]a) |> = \/gexp [—2(zy — acos ¢)?]. (3.32)
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3.5.2 Setup and protocol

As we can see in Figure 3.8, the setup is implementable by simple devices found in any
laser or quantum communication lab, as lasers, polarization modulators, phase modulators
and photodetectors. The protocol can be understood as follows: initially Alice prepare a
train of coherent pulses whose phase and amplitude are not necessarily modulated with
Gaussian random numbers [76]. The density operator of the signal sent by Alice in terms

of coherent states is described by
pe = (la) (o] + |—a) (—a| + [ie) (iar| + [—ia) (—ia]). (3.33)

Our scheme uses four nonorthogonal states to implement a protocol using continuous
variables (like the 44-2 protocol) [65], except for the detection method. In the output of the
lasers, filters are regularly placed to avoid light returning. A beam splitter is positioned
after the coherent source to generate the signal py, and pro components, each one with
a few photons (typically less than one) and a large number (usually 10°) respectively.
Alice applies to the local oscillator a random phase shift ¢4 of 0°, 90°(7/2), 180°(7) and
270°(37/2). The delay line is used to compensate the time needed to the signal pulse to

return to Alice’s apparatus.

Figure 3.8: Scheme for two-layer QKD using homodyne detection.
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The coherent pulses produced by a coherent laser usually have horizontal polarization;
after crossing the BS, the signal joins the thermal pulses vertically polarized in PBS; .
Note that the thermal pulses have their polarization states rotated by /2 before the PBS;.
Now the pulses, with the signal and the thermal pulses onto the horizontal and vertical

polarizations respectively, have the option to switch their polarization states, causing a
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misunderstanding to Eve about which polarization state is the signal. In Bob’s side, some
components are placed to avoid or decrease the eavesdropping leakeage information. The
optical filter is used to block the eavesdropper different wavelengths not detected by Bob’s
single photon detector . The circulator and the single-photon detector are used to avoid a
bidirectional path. At ¢p the pulse can be randomly phase shifted by 0° or 90°, whether
Bob decides to code a bit information of 0 or 1 respectively.

Back to Alice, the same polarization rotation must be applied to the pulses. On
the other hand, a change in this configuration will cause a different measurement by D,
and the spectrum analyzer, indicating the eavesdropping presence. The signal and the
local oscillator beams are joined in the last BS and two photodiodes D; and Dy are used
to realize the homodyne detection. The photocurrents produced by the photodetectors
are then subtracted and the difference of photons determined. By that, the analysis is
performed using the phase quadrature measurements. The total phase shift between the
signal and LO is denoted by ¢ = ¢4 — ¢p. The bit sequence in Alice is created following

the decision rules below:
0° if x> Xp
Phase difference = < 180° if e < —Xp (3.34)
inconclusive otherwise
Based on the phase difference obtained in homodyne detection, the table 3.1 shows

the bit assignment made by Alice and Bob:

Table 3.1: Bit assignment for homodyne detection.

Measurement | ¢, | ¢p | Bit value
x> Xp 0 0 0’
x> Xp 90 | 90 Bl

r<—Xp 180 | 0 0’
r < —Xp 270 | 90 T

When the signal is in a coherent state, P(X,) is given by a Gaussian function with
a standard deviation of 1/2. If we plot graphs for the probabilities P(Xy) for ¢ = 0°,
90°(w/2), 180°(w), the probability distribution of ¢ = 90°, P(Xgo), and of ¢ = 270°,
P(Xs79), are exactly the same, what make them impossible to distinguish, as in Fig 3.9; in
this case, Alice chose the wrong basis [65]. Note that it is possible to differentiate between
P(Xy) = 0° and 180° by choosing two threshold values X and —Xp, corresponding the
vertical dashed lines in Figure 3.9. Those values are defined as a limit for differentiation
between acceptable values of measurement, where Alice is almost sure about the phase
shift. Further this value is from ”Zero”, greater the certainty about the phase shift is. If the
value obtained is in between — X p and X p, an inconclusive result will make Alice abandon
the judgment. As P(Xj) overlaps P(Xigg), there will be an intrinsic error probability ;.
This error probability depends on the chosen of the threshold value.
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Figure 3.9: Theoretical probability distribution of the quadrature amplitude for total
phase shifts of 0°, 90°, 180° and 270° when the signal is in a coherent state. Red line
indicates wrong choice of basis and green line, distinguishable lines used for coding.
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After a considerable number of transferred pulses, and differently from the reference
[70], Alice does not need to disclose her phases, what decreases the leaking information
to the spy. Only the time slots in which she had a reliable measurement of X4 < —Xp or
X4 > Xp and if it was higher than Xp of less than —Xp have to be public announced.
Bob’s key is coded by considering, for example, when the measurement is above Xp, the
phase difference is with high probability 0°. This result is obtained when Bob and Alice
pick up the same phase. So, if Bob modulates the pulse with ¢z = 0°, the bit is '0’. For
¢o = 90°, the bit is '1’. By checking the table 3.1, if Alice’s measurement is less than
—Xp, Bob knows the phase difference is 180°. So, if Bob chose ¢p = 0°, Alice certainly
chose ¢4 = 180°. This is considered bit '0’. Quite the opposite, it is bit 1" when Alice
pick up ¢4 = 270°. Summarizing, the phase correspondence by Alice is defined as: for
bit '0’, the phases to be send are (¢4 = 0° or 180°) and for bit "1’ (¢4 = 90° or 270°).

Finally, Alice and Bob can perform error correction and privacy amplification procedures.

3.5.3 Security analysis

The problems Eve has to face now are threefold. Beyond the problems inherent the
protocol security, regarded to the 442 protocol [73], she has still to overcome one more
barrier imposed by the new security layer. As explained in the beginning of the document,
an improvement is proposed regarded the unknown state of polarization which the infor-
mation is. Thus, it is safe to point out the invulnerability of this protocol. This means
that the eavesdropper cannot acquire total information of the transmission no matter the
eavesdropping strategy. In some cases, if Eve has a plenty of samples of the transmitted

state, she is able to statistically determine the right polarization of the state with the
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coded information. For these cases, the attack strategies are described now.

The main difference between the proposed protocol and the others in literature is that
for Eve applies any attack strategy, she must initially identify the correct polarization
state. Given the fact the eavesdropper possesses that information, she still has to face
some improvements placed in scheme shown in Fig 3.8. The setup is composed with
some devices used to block or vanish eavesdropping attacks. As explained, the optical
filter placed in Bob’s input is used to avoid the possibility of an eavesdropper to use a
different wavelength not detected by Bob’s single photon detector . The circulator and
the single-photon detector are used to avoid a bidirectional path.

In Alice, a spectrum analyzer is positioned in the output of the thermal state to
compare both initial and final electric power and deduce the presence of an eavesdropper.
Finally, given all the circumstances, Eve still has to overcome the intrinsic security imposed

by the protocol when using weak coherent pulses.

3.6 Conclusion

New QKD protocols are proposed in this chapter. They are designed using the two-
layer QKD framework, which increases the security by adding an extra quantum state of
light to run together with the coherent state. The second state is mixed with the first to
scramble the polarization mode in where the information is. The protocols are based on
the most promising ones, two-layer one-way QKD, CT-DQPS two-layer QKD and two-
layer QKD using homodyne detetcion. Each one has their main features described and a
basic security analysis stated.

For further experimental work, serious issues should be observed. The polarization of
the states during the transmission should be controlled for a considerable discrimination;
the time sincronization between the sources and the optical fibers refraction index should

also have special attention.
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4 PHOTOMULTIPLIER TUBES

Abstract

Recently, non-destructive and non-invasive measurements using light is becom-
ing more popular in diverse fields including biological, chemical, medical, material
analysis, industrial instruments and home appliances. For quantum information
technology, two main features are relevant: detectability(detection efficiency) and
security(robustness against eavesdropping attacks). Two options are available for
such a high (low-level light sensitivity) detectability: photomultiplier tubes (PMT)
and avalanche photodetectors (APD). The technology advances have reached such a
low sensibility level, becoming possible to detect a single-photon. Regarding security,
the experimental systems still have not reached their theoretical models. Here in this
work, there are proposals to positively contribute to the practical quantum commumni-
cation systems security, specially to QKD. This chapter shows experimental results
for one issue so far not largely explored: the backflash emission. Its importance for

the security scenario is also discussed.

4.1 Introduction

Light detection technology is a powerful resource used to provide a deeper and more so-
phisticated understanding of nature phenomena. Measurements using light offers several
advantages, for example, non-destructive analysis of substances, high-speed properties dis-
crimination and extremely high detectability. Recently, advanced research fields like sci-
entific measurements, medical diagnosis and treatment, high energy physics, spectroscopy,
astrophysics and biotechnology require detectors of light that exhibit the ultimate in var-
ious performance parameters [78].

Photodetectors or light sensors can be broadly divided by their operating principle
into three main categories: external photoelectric effect, internal photoelectric effect and
thermal effect. The external photoelectric effect is a phenomenon in which when light
strikes a metal or a semiconductor placed in vacuum, electrons are emitted from its
surface into the vacuum. Photomultiplier tubes (PMT) make use of this external effect,
turning them into superior devices regarding response speed and sensitivity (low-level-
light detection). They are widely used as industrial and academic measurements, medical
equipment and analytical instruments.

Light sensors utilizing the internal photoelectric effect are further divided into pho-
toconductive types and photovoltaic types. Photoconductive cells represent the former,
and PIN photodiodes the latter. Both types feature high sensitivity and miniature size,
making them well suited for use as sensors in camera exposure meters, optical disk pickups

and in optical communications. The thermal types, though their sensitivity is low, have
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no wavelength-dependence and are therefore used as temperature sensors in fire alarms,
intrusion alarms and water alarms.

Unfortunately, given several issues regarding those devices, most of them are not
suitable for quantum information systems. As PMT’s have higher sensitivity than its
former partners, a few systems are still designed for them. This chapter describes the
PMT types and their main features, as well experimental measurements of the breakdown

(backflash) emission and its influence in the security scenario.

4.2 Photoelectron emission in PMTs

Among the photosensitive devices in use today, the photomultiplier tubes (PMT) are
versatile devices that provides extremely high sensitivity and ultra-fast response. A typical
photomultiplier tube has a photoemissive cathode (photocathode) followed by focusing
electrodes, an electron multiplier and an electron collector (anode) in a vacuum chamber
as Figure 4.1. When light enters the tube and strikes the photocathode, photoelectrons are
emitted into the vacuum made inside the unit. They are guided through electrode voltage

towards the electron multiplication stage. Dynodes !

are found in the photoelectrons
path and generate secondary emissions. The secondary photoelectrons are collected by
the anode in the end path of dynodes as an output signal. The stem pins are responsible
to send pulses to a circuit board, which threat and amplify the output pulses levels.

The photocathode plays the main role of the device: converting photons in photo-
electrons. The photoelectric conversion is broadly classified into external photoelectric

effects by which photoelectrons are emitted into vacuum from the material and internal

IElectrode that produces a significant number of electrons after the collisions of other electrons.

Figure 4.1: Detailed description of a PMT’s. Circular types follow the same structure.
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photoelectric effects by which the photoelectrons are excited into the conduction band of
a material. The photocathode of the units used in this thesis has the second effect. Since
they are semiconductors, it can be described using band models as shown in Figure 4.2.
In a semiconductor band model, there exist a forbidden-band gap or energy gap (EG)
that can not be occupied by electrons. The other energy bands are joined into an electron
affinity (EA) band, which is the energy difference between the conduction band and the
vacuum level barrier. Also there is the work function (¢)) which is the band between
the Fermi level and the vacuum level. When photons strike a photocathode, electrons in
valence band absorb photon energy (hr) and become excited, diffusing toward the pho-
tocathode surface. If the diffused electrons have enough energy to overcome the vacuum
level barrier, they are emitted into vacuum as photoelectrons. This can be expressed in a
probability process by the quantum efficiency n(v), i. e., the ratio of output electrons to

incident photons, given by

n()=(1-R) % (ﬁ) P (4.1)

where

R: reflection coefficient
k: full absorption coefficient of photons
Pv: probability that light absorption may excite electrons to a level greater than the
vacuum level
L: mean escape length of excited electrons
Ps: probability that electrons reaching the photocathode surface may be released into
vacuum

v: frequency of light

In the equation above, if we have chosen an appropriate material which determines
parameters R, k and Pv, the factors that dominate the quantum efficiency will be L. (mean
escape length of excited electrons) and Ps (probability that electrons may be emitted into
vacuum). L becomes longer by use of better crystal and Ps greatly depends on electron
affinity (EA).

Figures 4.2a and b show the band model of a photocathode Alkali compounds and III-
V semiconductor compound [79-81]. If the surface layer of electropositive material such as
Cs50 is applied to a photocathode, a depletion layer is formed, causing the band structure
to be bent downward. This bending can make the electron affinity negative. This state
is called NEA (negative electron affinity). The NEA effect increases the probability (Ps)
that electrons reaching the photocathode surface may be emitted into the vacuum. In

particular, it enhances the quantum efficiency at long wavelengths with lower excitation
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energy. In addition, it lengthens the mean escape distance (L) of excited electrons due to
the depletion layer.

Figure 4.2: Photocathode band models. (a) Metal-alkali type and (b) III-V compound
semiconductor type.
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Photocathodes can also be classified by its photoelectron emission process into: a side-
on type and head-on type as in Figure 4.3. The side-on type receives incident light from
the side of the glass bulb, while in head-on type, it receives through the end of the tube. In
general, the construction inside is based on a few types of circular and box geometry types.
Most of the side-on types are relatively low priced, widely used in spectrophotometers and
general photometric systems. They also employ opaque photocathodes and circular-type

structures increasing sensitivity at relatively low supply voltage.
Figure 4.3: Photocathodes classification types by emission process. Extracted from [4].
a) Side-On Type b) Head-On Type
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The head-on type (or the end-on type) has semitransparent photocathodes deposited
upon the inner surface of the entrance window. They also provide better spatial unifor-

mity ? and allow the choice of the photosensitive area, from tens of square milimeters to

2Uniform sensitivity thoughtout the photocathode area.
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hundreds of square centimeters. The modules used in this work are head on types with
electronic board outside the main module.

Regarding photocathode generation layer, there are two types: one working in reflec-
tion mode and transmission mode. In the reflection mode Figure 4.4a, the incident light
produces in the photocathode reflected photoelectrons, which are guided to the dynodes
in the electron multiplication stage. On the other hand in transmission mode Figure 4.4b

the incoming light generates photoelectrons in the opposite layer of the photocathode.

Figure 4.4: Types of photocathode regarding the photogeneration.
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The photocathode is a photoemissive surface usually consisting of alkali metals with
very low work functions. Based on the construction material of the photocathode, the

most commonly used types are described below:

1) Ag-O-Cs The transmission mode photocathode using this material sensitive from
visible to infrared range (300-1200 nm). They are mainly used for detection in the

near infrared region with the photocathode cooled.

2) GaAs(Cs) GaAs activated with cesium is also used as a photocathode. The spectral
response of this photocathode usually covers a wider spectral response range than
multialkali, from ultraviolet to 930 nm. This is the photocathode type of the PMT’s
units used in this thesis. However, the type is activated with phosphorus (P), which

increases to 40% the quantum efficiency.

3) InGaAs(Cs) This photocathode has greater extended sensitivity in the infrared
range than GaAs. Moreover, in the range between 900 to 1000 nm, InGaAs has
much higher S/N ratio than Ag-O-Cs.

4) Sb-Cs This is a widely used photocathode and has a spectral response in the ultra-
violet to visible range. This is not suitable for transmission-mode units and mainly

used for reflection mode photocathodes.

5) Bialkali (Sb-Rb-Cs, Sb-K-Cs) They have a spectral response range similar to Sh-
Cs photocathode, but higher sensitivity and lower noise than Sbh-Cs.
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6) Multialkali (Na-K, Sb-Cs) They have a high and wide spectral response from ul-
traviolet to near infrared region. It is widely used for broad-band spectrophotome-

ters.

A few other types are less frequently used.

4.2.1 Radiant sensitivity

The spectral response is usually expressed in terms of radiant sensitivity or quantum
efficiency as a function of wavelength, as in Figures 4.5a and 4.5b. Radiant sensitivity S
is the photoelectric current from the photocathode, divided by the incident radiant power
at a given wavelength, expressed in A/W (amperes per watt). The quantum efficiency
is the number of photoelectric emitted from the photocathode divided by the number
of incident photons. It is customary to present quantum efficiency in percentage by the

following relationship per wavelength:

5 % 12400

QE 3

x 100% (4.2)
where S is the radiant sensitivity in A/W at a given wavelength X in (nm) nanometers.

Figure 4.5: Typical spectral response characteristics of the photocathodes.

a) Transmission mode photocathodes b) Reflection mode photocathodes
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4.3 Backflash emission

4.3.1 Device under test (DUT)

The devices used in the experiments are photosensors modules from Hamamatsu®
series H7422, with real picture in Figure 4.6. They have internal high-voltage power
supply circuit and a cooler installed in the metal package photomultiplier tube. The

input is a free-space C-mount lens adapter protuding 4mm or more from the flange-back
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with the option to add an FC type optical fiber connector. To achieve best performance,
low thermal noise and high S/N ratio, the cooling system is made with a heatsink and a
fan attached to the module.

Figure 4.6: PMT series H7422 with external cooler.

The photocathode is the GaAsP, with QE of 40% at peak wavelength and it is designed
for the spectral range of 300 nm to 720 nm. The spectral response and the gain of the

unit are respectively shown is Figure 4.7.

Figure 4.7: Cathode radiant sensitivity on the right and the gain on the left for the H7422
series. Bold lines indicate the module used in this work.
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4.3.2 Time analysis

The investigation of the backflash emission in PMT’s started by the setups shown in
figs. 4.8(a) and 4.8(b). By quantifying the emission in two possible scenarios, with free

space and optical fiber, a strategy to explore the potentialities of the phenomenon can be
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developed. The starting point was to design a proof-of-principle setup able to measure and
quantify the emission. The setup in Figure 4.8a has two units of the same type connected
by a 105 um core multimode fiber. Given the low number of darkcounts, the DUT unit
had the count-rate increased by a free-space laser of 808 nm operating in CW regime
to generate a high number of backflash photons. For the best coupling of the laser into
the fiber, a hijack 20 cm close to the unit was enough, otherwise a significant count-rate
could not be reached. The optimal count-rate was reached at 180 kcounts, slightly lower
than its saturation level, which was 200 kcounts. After the assembling and alignment,
the DUT and SPCM units had the count-rates of respectively of 180 kcounts®1kcounts
and 16 kcounts+0.5kcounts. The difference in the count rates was due the position of the
laser and the proximity of the hijack with the DUT unit. The backflash emission is then
measured by a unit of the same type in the SPCM place.

Figure 4.8: Setups for the investigation of backflash emission by PMT’s.

a) Fibered channel setup b) Free space channel setup
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For each click, a NIM (The nuclear instrumentaion module standard defines a NIM
pulse as a negative logic pulse) pulse is generated with 2 mV amplitude and 3 ns width.
The strategy to check the emission is explained as follows: a time interval analyzer model
SR-620 records the arrival time of the pulses from both units. If the time difference
between clicks are proportional to the travel time of the photons, the second click was
caused by a photon produced in the opposite unit. In the case presented, as the output
pulses of modules are undetected by the SR-620, a discriminator device model SR-400
had to be used. Clicks from the DUT unit starts an internal clock in the time interval
analyzer and clicks from the SPCM stops the clock. The data is presented in histogram
form, respectively in Figure 4.9(a) and 4.9(b).

All histograms represents only the coincidence points from the data collected. The
time scale presented is only 30 ns, which is long enough to show the emission that should

happen around 5 ns, the approximate travel time of a photon in a silicon fiber channel or
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Figure 4.9: Histograms of backflash emission by different experiments with PMT’s
and APD’s in four different scenarios.
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125 ps corresponding to 2.5 cm of free-space propagation. As previously stated, the output
levels of the units are not detectable by our time interval counter, SR-620. The SR-400
was set up with negative slopes and discriminator levels of -10 mV. A negative pulse of
-1 V and 7 ns is generated for every count. The START /STOP configuration was adjusted
for negative slopes and -200 mV for each channel, with DUT sending START pulses. It
is noticeable the random pattern presented by the results and the low average pair count-
rate. Comparable to the darkcount rate, in the order of 15-25 cps, the conclusion is the
total absence of emission.

A few other experiments were conducted to double-check the emission with the same
setups, but replacing the units by Si-APD. Three possible replacement scenarios were

tested, as explained below:

1. Using free-space channel with a PMT unit as DUT and a APD as SPCM: by re-
placing the SPCM unit by an APD, we tested the PMT unit for any measurement

abnormality or malfunction.
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2. Using free-space channel with a APD unit as DUT and a PMT as SPCM: this
scenario was not possible to be tested due the FC connector in front of the APD

unit, which reduces significantly the number of coupling photons.

3. Using fibered and free-space channel replacing the units by two APD’s: by compar-

ing these two with the ones of first experiment, the conclusions are validated.

The histograms showed in Figures 4.9c and 4.9d compares only scenarios with two units
of the same type, which excludes scenario 2 and 3. The table II shows the upper-bounds
for all configurations using the setups in Figure 4.8. Based on the table upperbound
values, the APD-APD setups show histograms with considerable coincidence points and

the PMT-PMT histograms have a few points, indicating the absence of backflash photons.

Table 4.1: Statistical results for backflash experiments with PMT and APD units.

Description Total counts | Pair counts | Upperbound
Fibered 108 25290 5.06 x 1072
APD-APD Free-space | 10° 806 1.61 x 1073
Fibered 10° 71 1.42 x 10~*
PMT-PMT Free-space | 10° 93 1.83 x 10~*

4.4 Conclusion

Photomultiplier tubes had a special place in quantum optics experiments before the
photodiodes popularization. The small darkcount rate added to other features were the
reason. Nowadays, APD’s and superconducting detectors have replaced them given their
ability to measure single-photons and the capacity of geiger-modes.

This chapter started with a brief explanation of PMT theory. After that, the experi-
mental method and the results are showed. The experimental results enlight that PMT’s
do not produce backflash. With a brief look at the theory, we realize that the photo-
cathode has null chances of ejecting photons to the opposite side that it was designed.
Another reason is that the strikes on the dynodes can eject electrons not photons.

Also, based on the histograms in Figures 4.9, the number of coincidence pairs is con-
siderable low, making the distinguishability of them between darkcounts and sporadic
clicks not possible. This conclusion discards further investigation. The PMT units ana-
lyzed had shown considerable null backflash emission in the spectral range measured with
no apparent pattern, which characterizes the device as secure for this kind of security
loophole. Regarding quantum cryptography, or QKD, the emission can be neglected and

no other modifications are necessary for the optical systems.
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5 SILICON AVALANCHE PHOTODETECTOR

Abstract

This chapter describes the experimental verification of breakdown (backflash)
emission in a silicon avalanche photodetector unit. Initially, an overview of the Si-
avalanche photodetector is shown. After that, possible measurement regimes using
APD’s are discussed. The experiment procedures and results from the backflash

emission verification and a brief security analysis are explained in the sequence.

The absorption of photons by a material causes electronic transition to higher en-
ergy levels, resulting in free charge carriers [82]. Under the effect of an electric field,
these carriers move and produce a measurable electric current. The photoeffect takes two
forms: external and internal. The external photoeffect involves photoelectric emission,
in which the photogenerated electrons escape from the material as free electrons. The
internal photoeffect involves photoconductivity, in which the excited carriers remain
within the material and serve to increase its conductivity.

The thermal detector operates by converting photon energy into heat. As a result
of the time required to effect a temperature change, thermal detectors are generally in-
efficient and slow in comparison with photoelectric detectors. This chapter is devoted
to one particular type of semiconductor photoelectric detector that rely on the internal
photoeffect, the avalanche photodiodes. After a brief review of the device used and
measurement regimes, experimental methodology and results are showed. To conclude
the chapter, a preliminary theory about the backflash effect and the influence in quantum

cryptography is elucidated.

5.1 Introduction

The use of photon counting mitigates against gain noise and circuit noise because the
detector response is still normalized and discrete. Photon counting can be achieved by
using single-photon avalanche photodetector (SPAD), also known as Geiger-mode
avalanche detector [82].

Silicon SPAD’s operate in the visible near-infrared regions (Ag = 400 — 1000 nm)
and offer high efficiency (n ~ 75%), low dark-count rates (=~ 75 counts/s) and sub-
nanosecond timing resolution (/& 100 ps). In the optical fiber communication band (A\g =
1300 — 1600 nm), InGaAs/InP are the devices of choice, but performance is far less
impressive than at shorter wavelengths: typical parameters are n = 75%, dark-count rate
~ 5000 counts/s, timing resolution of ~ 500 ps. Si and Si-Ge are occasionally used in this
region. At yet longer wavelengths (A9 < 4 pm), devices relying on an InAsSb absorption
layer together with an AlGaAsSb multiplication layer, on GaSb substrate, have been

used. Devices fabricated from GalN and SiC have found use in ultraviolet. SiC has the
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Figure 5.1: Encapsulated Silicon avalanche photodetector model.

particular merit that it can tolerate high temperatures and hostile environments. In all
cases, SPAD’s are subjected to a tradeoff between efficiency and bandwidth.

Photon counting can also be achieved by making use of superconducting single-
photon detectors (SSPDs), which are broadband, low-noise, and fast although they
require extreme cooling capacity and control. Basically the arrival of a photon locally
creates a nonsuperconducting hotspot that gives rise to a response signaling the ocurrence
of an event. Applications using superconductiong detectors require an expensive and
specif equipment, demanding an extreme controlled environment. Here in this work, only
Si-APDs are used for quantum communications.

In this work, a series of experiments were conducted to analyze the emission of pho-
tons during the avalanche breakdown in one model of Si-photodetector(SPD), as previous
realized with photomultiplier tubes (PMT). The unit tested was the standard commercial
model SPCM-AQRH-12-FC from Excelitas as detailed explanation before. The emission
of light from Si-semiconductors junctions is not recent. The first report was published
by Newman [27], which described the emission from silicon p-n reverse bias junctions.
Subsequently Chynoweth and McKay [83] released a detailed study of the phenomenon
and concluded that the light emitted originated from recombinations occurring between
energetic electrons and the holes in the avalanche breakdown region. After that, several
other papers were release stating distinct possible causes for the phenomenon and trying
to quantify this emission[25,26,84-88]. However, in 2001 Kurstsiefer[28] raised a question
about the connection between the emission and quantum cryptography. He mentioned if
the light emitted could induces a security loophole in quantum communication.

Quantum key distribution (QKD) is the most famous branch of the quantum com-
munication field. It has the premise of perfect security by exchanging cryptography keys
secured by the laws of the quantum mechanics[16,89]. Nowadays, a countless number of

experimental systems are available [3,29-31,54,90-92] and the security issue still causes
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tumult in the quantum community. The theory predicts an unconditional security, given
the fact that all the components in the system follows his most optimistic premises of
functionality[17] . However the current technology is far behind the theory. In practical
quantum key distribution (QKD), the most vulnerable part is the receiver which concen-
trates most of the attacks. Basically most of its structure has already been exhaustively
investigated in search for loopholes. However, light emission from photon detectors [28]
has not yet been well studied. In this direction, this work investigates light emission
from a QKD receiver which can leak secret information into the optical channel to an
eavesdropper. The goals here are to perform a good estimation of the emission in terms
of the number of carries, characterize the amount of emission into the channel of one
specific type of receiver, upper-bound the light emitted, measure the emission spectrum
in order to prevent side-channels and check for a possible "backflash attack” by checking
the leakage of information.

Based on the physics behind the backflash emission in avalanche photodetectors, the
state of the backflash photons might not be in coherence with the state of the photon that
caused the click. Unfortunately, after the creation stage, they might pass back through
other components inside the receiver, such as PBS, which encode the polarization of that
specific channel and carry those information out to the channel. If this happens, Eve can
intercept each backflash photon and perform measurements to determine which channel
those photons were created. Eve can also estimate the time delay between her detector
and Bob’s APD to find which pulse caused the backflash, which enhances the knowledge
about the key.

To verify those speculations, a few tests should be realized on a QKD system. First,
the probability that a click would generate a photon backflash that pass out of the chan-
nel. Second, test whether those backflash photon are able to carry out some channel’s
information that can be distinguished by an eavesdropper.

In this chapter, Silicon avalanche photon detectors are described and the experiment
performed to quantify the breakdown emission or gently called backflash emission
stated. The effect considered in the context of quantum security was so far considered by
[28], and no effective analyses was made. Here, a new analyzes is performed, boundaries

are defined to explain possible information leakage in quantum communication systems.

5.2 Si-avalanche photodetector

Avalanche photodiodes (APD) operates by converting incoming photons into a cas-
cade of moving carrier electrons. Each cascade is called avalanche because it creates a
burst of ejected electrons inside the junctions. Each electron ejected gives rise to a new
avalanche process. The process grow exponentially until the amount of electrons current

is sufficiently measurable. The charge carriers can therefore acquire sufficient energy to be
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free by a process called impact ionization. The device is configured as a strong-reversed
biased photodiode, in which the electric field in the junction increases.

The current of electrons generated by successive avalanches is called photocurrent.
The photogeneration mechanism of an avalanche photodiode is the same for other photo-
diodes and it is depicted in Figure 5.2. When light enters a photodiode, eletron-hole pair
are generated at point 1. The electron accelerates under the influence of strong electric
field, thereby increasing its energy with respect to the bottom of the conduction band.
The acceleration process is constantly interrupted by random collisions with the lattice
in which the electron lose some of its acquired energy. These competing processes cause
the electron to reach an average saturation velocity. Should the electron be lucky and
acquire an energy larger than Eg at any time during the process, it has the opportunity
to generate a second electron-hole pair by impact ionization (say at point 2). The two
electrons then accelerate under the effect of the field, and each of them may be the source
for a further impact ionization. The holes generated at points 1 and 2 also accelerate,
moving toward the left. Each of these also has a chance of creating an impact ionization
whether they acquire sufficient energy, thereby generating a hole-initiated electron-hole

pair (e. q., at point 3).

Figure 5.2: Photocurrent generation within the standard semiconductor structure. Top
layer: conduction layer and bottom layer: valence layer.

Electron energy

>

The APD model used in the experiments is the one shown in Figure 5.1. It is inside
the newly improved SPCM (Single Photon Counting module) from Excelitas Technologies
company (www.excelitas.com). The model used is the SPCM-AQRH-12C. It uses a unique
silicon APD, SliK type, with a circular active area, achieving a peak of photondetection
efficiency grater than 70% at 700 nm over a 180 pm diameter with unmatched uniformity
over the full active area. The photodiode is both thermoelectric cooled and temperature
controlled, ensuring stabilized performance despite ambient temperature changes. Figure

5.5 shows a privileged view of a decapsulated dead sample. TEC plates are shown with
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Figure 5.3: Photosensitivity expressed in therms of spectral range for several models of
silicon avalanche photodetectors.
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several stages, the APD itself and the thermistor, responsible to measure the inner tem-
perature. Temperature operation has been increased and the module (case temperature)

will function between 5°C and 70°C. A real picture of the module is shown in Figure 5.4.

Figure 5.4: SPCM module from Excelitas, model SPCM-AQRH with an encapsulated
Si-APD attached.

Inside the model, a modern electronic circuitry is responsible for controlling and out-
putting. Recent electronic circuit improvements have reduced the minimum dead time to
20 ns, thereby increasing linearity and improving dynamic range and performance of the
module. A few other key features are given: typical supply voltage of 5V; the dark count
rate around 500 counts/s for the module used; afterpulse probability of 0.5%; single-
photon time resolution of 350 ps; TTL output pulse. As explained before, given several
advantages between the avalanche photodiode and the regular diodes, and based on the

modern electronic circuit inside the module, the photodetection efficiency is higher than
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Figure 5.5: SPCM module from Excelitas, model SPCM-AQRH with an encapsulated
Si-APD attached.
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its counterpart, around 70%.

5.2.1 Awvwalanche active quenching regime

Silicon APD’s have been extensively investigated and are nowadays well developed.
Considerable progress in the single photon detection field has been achieved regarding effi-
ciency, desing and fabrication technique. A wide range of good modules are commercially
available, each one well designed for a variety of applications. For quantum communica-
tion applications, APD’s operating above the breakdown voltage are well suited.

Avalanche photodiodes usually operating above the breakdown voltage (Geiger mode)
need to be connected with avalanche-quenching circuits to detect single photons [5,93].
Two main types of circuit configuration are used: passive quenching circuits (PQC), which
are simple to implement, but limited by passive electronic components. Active quenching
circuits (AQC) is a suitable option to exploit the best performance of the APD. Each
on has their use specifically designed by each company. The modules used in this work
operates with a modern version of active quenching circuit.

A few drawbacks are detected in SPAD’s working in PQC: slow recovery form avalanche
pulses and uncertainties in the quenching time parameters. The idea of the PQC is to
develop a voltage drop on a high impedance load to make the avalanche current quech
itself. The circuit is pretty simple and widely used today. The SPAD is reverse biased
through a high balast resistor R, = 100 k2 or more, Cy is the junction capacitance
(typically 1pF), and the Cg is the stray capacitande (capacitance to ground of the diode
terminal connected to Ry, typically in the order of a few picofarads). The diode resistance
Ry is given by the series of space-charge resistance of the avalanche junction and of
the ohmic resistance of the neutral semiconductor crossed by the current. Basic circuit
schemes are shown in Figure 5.6.

The avalanche current discharges the capacitances so that V; and I; exponentially fall
toward the asymptotic steady-state values of V; and Iy, as in Figure 5.6b. Avalanche

quenching corresponds to opening the switch in the diode equivalent circuit, so that
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Figure 5.6: Basic passive quenching circuits: (a) configuration swith current-mode output
and (b) equivalent circuit of the current-mode output configuration. The avalanche signal
is sensed by the comparator that produces a standard signal for the pulse counting and
timing. Extracted from [5].
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the capacitances are slow recharged by the small current balast resistor R;. The diode
voltage exponentially recovers toward the bias voltage and the the time is given by the
capacitances and the balast resistor values.

In the active quenching circuit (AQC), a few drawbacks can be avoided by sensing
(detecting) the avalanche level. It means basically to sense the rise of the avalanche pulse
and react back on the SPAD, forcing, with a controlled bias-voltage source, the quenching
and reset transitions in the appropriate short time [6]. The first AQC application dates
back to 1975 [94], but it was in 1981 before its application to photon timing was attempted,
fast gating of the detector was demonstrated [22].

Figure 5.7: (a) Principle of active quenching: current-voltage I-V characteristic curve of
SPAD and switch load line (dashed lines) of the AQC controlled voltage source. The
Q arrow denotes the quenching transition and the R arrow the reset transition. (b)
Output pulses from AQC designed for minimum dead time that operates with a standard
SPAD, biased 0.9 V above breakdown voltage, displayed on a fast resolution oscilloscope
at b ns/div. Extracted from [5].
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Figure 5.7a illustrates the idea of the active quenching method. The rise of the
avalanche pulse is sensed by a fast comparator whose output switches the bias voltage

source to breakdown voltage Vg or below. After an accurate controlled hold-off time, the
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bias voltage is switched back to operating level V4. A standard synchronous pulse to the
avalanche rise is derived from the comparator output to be employed for photon counting
and timing. The basic advantage offered by the AQC approach are the fast transitions
(from quenched state to operation level and vice versa) and the short and well defined
duration for the avalanche current and dead time.

Two basic configurations are inherently linked to the SPAD in AQC mode, one with
a quenching terminal opposite the sensing terminal (Figure 5.8a) and the other with a
coincidence and sensing terminal (Figure 5.8b). In any case the sensing terminal has a

quiescent voltage level at ground potential or not far from it, since it is directly connected
to the AQC input [95].

Figure 5.8: Simplified diagrams of the basic AQC configurations with (a) opposite quench-
ing and sensing terminals of the SPAD and (b) coincident quenching and sensing terminals.
Voltage waveforms for both diagrams represent the circuit nodes marked with the same
letter. Extracted from [5].
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In figure 5.8a, the network in the dotted box compensates the current pulses injected
by the quenching pulse through the SPAD capacitance, thus avoiding circuit oscillation.
On the other hand, the dotted box in Figure 5.8b is employed to avoid (i) locking of the
circuit n the triggered state by the quenching pulse, and (ii) circuit oscillation due to
small overshoots and ringing of the quenching pulse. The quenching and the reset driver,
labeled D in both diagrams of Figure 5.8, can be implemented with either a pulse-booster
(23,94, 96-98] or electronic switches [93,98-100] connected to two different dc voltage
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sources that correspond to the operating and quenching voltage levels. With fast switches
the AQC can be simpler, more compact, and have lower power dissipation, since the
driver dissipates power only during the transitions. With a pulse-booster circuit the AQC
output can be better approximate a SPAD operation, better control and fine adjustment

of the pulse waveform is usually obtained.

Figure 5.9: Circuit diagram of the simplified reverse-engineered of PerkinElmer SPCM-
AQR module. Nowadays, the PerkinElmer company was bought by Excelitas and adopted
definitely the new name. Extracted from [6].
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The AQC circuit used by the Excelitas models are not available due commercial re-
strictions. Fortunately, a paper released in 2011 [6] used reverse-engineered to analyze a
few steps and components around the avalanche time and directly connected to the APD.
The circuit depicted in Figure 5.9 shows a modern version of an AQC, with separate
circuits for quenching and reset the avalanche. For normal operation, the APD cathode
(superlow-k SliK type) is biased at a constant high voltage, stabilized by a feedback loop
containing an opamp U7.1 (Texas Instruments TLC2262), a field-effect transistor Q11 and
a high-voltage DC/DC converter module U6 (EMCO custom model no. 9546). The anode
of the APD is connected to a detection quenching circuit (DQC). The DQC senses charge
flowing through the APD during the avalanche, then briefly connects the APD anode to
+30 V to lower the voltage across the APD below breakdown and quench the avalanche.
The APD anode voltage is subsequently reset to 0 V, and the detector becomes ready for

the next avalanche.

5.3 Breakdown emission analysis

The simplest methodology possible of experimental analysis was adopted in first place,

the direct emission and measure system. The setup in Figure 5.8a has one device under
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test (DUT), generating detections (only due to darkcounts) and possibly emitting some
light. To quantify that light, another detector unit (SPCM) is connected with a multimode
fiber patch cable of 105 ym core (Thorlabs M43L01). Both units are connected to a time
interval counter, model SR620 from Princeton Technologies. The direct approach to
verify the emission of light from those units is to check on the time difference between two
consecutive detection pulses using the time mode function of the SR620. In this mode,
two pulses are necessary to START the timer and consequently to STOP it. For both
experiments in Figure 5.10, the START and the STOP pulses are sent by the DUT and
SPCM units respectively. The trigger level used was 0.8 V with positive slope due to the
nature of TTL output pulses of the units [excellitas SPCM datasheet]. A 40 ns delay line

was inserted in the SPCM electric cable, which reason is explained later in this work.

Figure 5.10: Setups for measurement of breakdown emission from Si-APD units. (a)
Face-to-face fibered setup and (b) setup for distinct wavelength analysis.
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Figure 5.10b presents a slightly modified setup in comparison with the setup in Figure
5.10a. The objective of the free-space arrange is to analyze the emission in specific bands
of the spectrum by using spectral filters. The DUT and the SPCM units are linked
to the optical path by the use of 1 m multimode fiber patch cables each. The free-
space optical assembly is composed by: two aspheric A-coated lenses, one (Thorlabs
A397TM-A) of 11 cm focal distance and NA of 0.22 responsible to collimate the beam
and one(Thorlabs C280TME-A) with focal distance of 18.5 cm and NA of 0.15, placed
to couple the collimated beam into another multimode fiber optic to the measurement
unit. Filters are inserted in between the lenses, which are separated by 20.5 cm. As for
the previous experiment, the DUT and the SPCM provide the START and the STOP
pulses respectively, with same electric cables length configuration. For both setups, the
time interval analyzer is connected to the computer through GPIB port, which uses an

automated algorithm to control the acquisition.
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5.3.1 Time analysis

To precisely identify the origin of the clicks in the DUT unit, whether caused by
backflash emission or thermal darkcount, the travel time of the photons between the
units was observed. The scenario where the backflash emission takes place is: a photon
generated by an avalanche breakdown causes a detection in the SPCM unit within a time
based on the travel time of a photon in that specific channel. By checking the travel time
in the SR620, which has to be sufficient for the photons travel between both devices, all
the electronics processing and for the output electrical signals to reach the time counter,
it is expected a high number of events non-uniformly distributed in a small range around
it.

In Figures 5.10a and 5.10b, two photodetection units of the same type were used and
connected facing each other. So, any photon produced by the units will run through
the same channel, regardless of direction. Beforehand, a count-rate check was realized
using the setup in Figure 5.10a. The count-rate of each unit was recorded to check for
discrepancies possible caused by mal-function or environment disturbance. As shown
in Figure 5.11, the number of counts is considerably constant in time and based on the
availability of the other unit, the first signs of backflash emission are verified. The increase
in the units count-rates point out extra counts only due to photons emitted by each other

unit.

Figure 5.11: Units count-rates verified during a interval of 5000 s.
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For the experiments in Figure 5.10a, two slightly different configurations were pre-
pared: the first using both electrical cables (connecting the photodetection devices to the
counters) with the same length, equal to 10 ns and second with a cable delay inserted

after the SPCM of 40 ns. With this configuration, using only the darkcount rate as source
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of clicks, 14 hours were necessary to get a dataset of 1 Million records. Histograms in
Figure 5.12 show the emission for the setups in Figure 5.10. The histogram on the left
hand shows the pair counts for the first scenario, where no delay line is included. Only
one chart represents two distinct emissions overlapped, one from each unit. Each click
starts the clock and a later click in the other unit stops. The starting point (> 5 ns)
of the chart agrees with the delay incurred by the fiber path. No information about the

characteristic of the pulse can be inferred by the overlapped chart in Figure 5.12a.

Figure 5.12: Histograms of pair counts for setup in Figure 5.10a (a) with no delay line
and (b) with 40 ns delay line. The peak difference in (b) is due to the darkcount of the
units, which was at the time 352 counts/s for the DUT unit and 474 counts/s for the
SPCM.
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The distribution in Figure 5.12b is the result of the setup in Figure 5.10a with 40 ns
delay line included. This feature enable us to analyze separately two events which happen
simultaneously: one is when the DUT unit clicks first and cause a second click in the
SPCM because of the backflash emission (represented by the second peak on the right),
and the second one is the opposite, when a click in the SPCM happens first and causes
a later click in the DUT unit (first peak on the left). The average for the second peak
happens in about 59 ns, which shows a clear sign of clicks happening faster than the
darkcount rate, which is 500 counts/s. Based on DUT darkcount-rate, it is supposed to
have random clicks in about 2.25 ms. In the absence of backflash emission, the time range
analyzed should present only a uniform distribution with a few or no points at all, which
is not the case. Each peak resembles the avalanche peak for SPAD current profile, with
each peak representing the emission from one unit. The right peak is selected and marked
with three vertical lines to indicate three distinct regions to explain the shape. The
region [ indicates the avalanche rapid development, an exponential grow in the number

of carriers released by consecutive impact multiplication processes. The region II shows
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an exponential decay due to the recombination of most of the carriers, a process intrinsic
to the photodiode and also caused by a rapid discharge of the parasite capacitors in the
electronics. Finally the region III is the avalanching quench caused by the electronic
system of the unit, actively quenched.

The emission probability can then be calculated separately for each peak (each unit),
just by subtracting the darkcount rate and dividing by the quantum efficiency of the de-
tector, which is & 0.55. For the peak to the left, the sum of pair counts is 12122 counts/s,
which gives an emission probability of 0.0206. For the peak to the right, with a total pair
count of 11683 counts/s, the emission probability is 0.0212.

In Figure 5.10b, optical free-space filters were used to check the backflash emission in
specific wavelength windows. Two 532 nm filters were used in the first run, one shortpass
filter with cutoff in 770 nm, model FESHO700 of Thorlabs and a bandpass with 90%
transmittance in 532 nm, model LL01-532-12.5 from Semrock. It was observed in the
range of 0 — 100 ns the absence of emission, as the number of samples in this range was
very low and uniformly distributed, with an average of 1 count/ns, it can be categorized as
sporadic, due to random click emission nature. Following, emission in the 808 nm window
was observed using a 8 nm bandpass filter in 808 nm of LOT-Oriel for two scenarios, one
with the same length for electric cables and other with a 40 ns delay line. To calculate
the emission probability, the efficiency of the optical setup should be considered. Table

5.1 show the emission probabilities.

Table 5.1: Emission probability for the setup in Figure 5.10b. The calculation of the spec-
tral filter probabilities, the photodetection efficiency used was 0.55 limited to a spectral
range of 510 — 860 nm.

Description Total counts | Pair counts | Emission probability
No spectral filter 10° 37643 1.08 x 107!
3 nm spec. filter of 532 nm 106 5 1.41 x 107°
8 nm spec. filter of 800 nm 106 2306 6.50 x 1073

Based on the histograms presented in Figures 5.12 and the emission probability, the
existence of backflash emission is far from negligible. For instance, in a BB84 QKD
scheme, with a passive receiver, if an eavesdropper can get returning photons from the
measurement setup, they carry polarization information about the path followed inside
the receiver and the detector which it was originated, breaking the entire security of the

protocol.

5.3.2 Spectral analysis

The spectral distribution of the emission provides a useful knowledge, for instance to
create counter-measures for systems sensible to the emission in other wavelengths. For the

measurements performed in this work, the model SpectraPro-750i from Acton research
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corporation was used. It is composed by a monochromator with a triple grating setup,
an output to a CCD cryogenic camera, and a flat slit connected to a FC/PC connector
as input connected before the slit. The monochromator is a system of two parabolic
lenses that reflects the input light to the grating system and to the CCD sensor, as
shown in Figure 5.13. The gratting used had 600grooves/mm planed rule. The sensor is
cooled down by liquid Ns, reaching operating temperature of —70°C to —120°C, which
reduces to minimum the number of darkspots. It has a sensor format array of 1320x100
image pixels. The measurements were realized using the procedure called "step-and-glue”,
used to measure wide spectral ranges. The maximum spectral interval measured by the
spectrometer was 80 nm. So, to cover the entire spectrum band, several exposures had
to be taken, each one taking 120 s, and placed together at the end of the measurements.
Because of the laser radiation over the monochromator due to reflections on the optical
table, two limitations were implemented. The exposure time had to be short, avoiding
saturation and damage. And the second, cut off the laser wavelength due to saturation
in thar specific wavelength. As it is shown ahead, the measurements charts had to start
after 532 nm, in a multiple wavelength of 80 nm, the exposure time window and to finish

before 1064 nm, the second harmonic of the laser.

Figure 5.13: Monochromator design Model SP-555 from SpectraPro-750i series manufac-
tured by Acton research corporation.
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To increase the visibility of the measurements, a free-space laser of 532nm operating in
CW had to be used. It was pointed out to the input of the unit to increase the count-rate
of the breakdown emitted photons. The unit was connected to the monochromator by
a 1m multimode fiber, the same used in the previous experiments. The count-rate was

increased to the maximum possible due to the low laser power, about 150mW pointed out
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to the fiber cladding. The number reached was 22 x 10° counts, almost half-way to the
saturation, which is 40 x 10° counts. Two sources of loss were found in the monochromator:
the grating and the CCD sensor. Both have a detection efficiency dependent on the
wavelength. So, the correct spectral measurements has to take into account those features.
Figure 5.14 shows the spectral measurements for the system efficiency and the final result

after considering efficiencies and darkcount.

Figure 5.14: (a) Spectral backflash emission in green subtracted the darkcount and in
black the efficiencies of the sensor and gratting combined. (b) the final spectrum.
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The starting point of the measurements was 560 nm, for two reasons: 1- the laser
light in 532 nm pointed out to the optical fiber saturated the spectrometer, which has a
single-photon sensibility. 2- the efficiency range of the grating starts in 500 nm, so the first
60 nm had to be cutted off. The measurement curve was normalized for the efficiencies
and for the maximum of the measurements, that was 1905 photons for 941 nm. Each
measure windows was exposed for 2 min, and had the width of 80 nm. A process of step-
and-glue was responsible to gather the absorption windows. The highest emission window
was found to be 850 — 1000 nm, with the maximum peak of 6940 counts in 975.2 nm.
One can also identify false peak at 572.6nm, in the beginning of the scale, due to the
high efficiency of the CCD sensor in that range (not shown in Figure 5.14). However,
the efficiency of the detector is less than 30% for 560 nm , what makes impracticable the
use of that specific wavelength. That specific emission pattern is only shown due to the
unusual shape of the CCD sensor efficiency, which starts to be sensitive at 200 nm and
has a peak of ~ 95% in 550 nm.

Comparing the emission of the breakdown emitted photons with the photodetector
efficiency, we noticed a non coincident scenario. The peak of measurement do not the
agree with the peak of detection efficiency, which is around 700 nm. The results show
that only half of the emission happen due to the peak of detection efficiency, meaning

that countermeasures to block the breakdown emitted photons should consider the range
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around the peak of 941 nm. Finally, considering the final shape of the chart, we believe

that emission higher than 1 pm should be highly considered.

5.4 Eavesdropping experiments

The realization of future safe communication is entirely conditioned to the investiga-
tion and solution of the security problems actually presented. There are several papers
showing loopholes and their specific countermeasures. It is a common sensus that the
main problems of the quantum communication systems are located into their detection
apparatus. And the main pieces of those apparatus are the photodetectors. Most of the
eavesdropping attacks are originated due to its imperfections, like trojan horse attack
[101] and blinding attack [60]. However, a failure point presented several years ago did
not attract too much attention, the breakdown emission, known as the backflash emission.

The structure of the security investigation applied nowadays works as follows: a loop-
hole for some device or system is discovered, then an attack strategy is proposed using
the advantage over that specif breach. After a few prof-of-principle realizations, several
counter-measures are proposed in counterpart. Usually after the step of discovering a
counter-measure, a new loophole is found. As showed previously in this work, there is
a sporadic emission caused by impact ionization during the avalanche in the photodiode
that may be a new loophole for most of the systems using photodetectors. This phe-
nomenon causes ejection of some photons backward from the photodetector that may
be back into the channel (Eve’s domain). In this section, we investigated the ability of
Eve to distinguish the click between different channels or detector units and hence, gain

information of Bob’s key.

5.4.1 Loss analysis

The setup shown in Figure 5.15 was designed to calculate the loss for the counter
propagating light. The photons generated in the photodetectors have to travel from the
unit backwards to the channel passing through the entire system. The idea is to make
some light travel back to the channel and measure the loss. The system uses a CW laser
in 808 nm, which is close enough to the receiver’'s wavelength 785 nm, connected to a
polarization controller (PC), responsible to decrease the loss caused by variations in the
polarization. The laser and the PC are then connected via 105 pum core 1 m of multimode
fiber to a receiver that works as a passive basis choice setup (regular Bob). More details
about the receiver later in this section.

After the receiver, a 90:10 (R:T)BS will drive the light to a regular dielectric broad-
band mirror, then to a rotating PBS. After the PBS, an achromatic lens focus the light
into a MM fiber connected to a power meter. The receiver used in this setup was an

integrated receiver by INO company designed for a free-space polarization encoding QKD
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Figure 5.15: Setup for measurement of the loss due to the back propagating light.
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systems running at 785 nm. Figure 5.16 shows a picture of the device, with its four green
multimode fibers, each one connected to the output of one polarization path dependent
(A, D, H and V). The scheme represents the internal structure of the crystal designed to

work as a passive selecting basis setup.

Figure 5.16: Receiver model designed by INO working on 785 nm. Crystal structure
within the model and light paths based on polarization state.
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A diverged beam of 500 uW with mixed polarization light was injected through each
channel of the receiver. The light was coupled to the receiver through each multimode
fiber at the end of receiver. It was sent to Eve setup by a 90:10RT beam splitter (BS).
Then, passed through a polarizing beam splitter (PBS) to a power meter which represent
Eve measurement device. We adjust all components to maximized the coupling between
Eve and the receiver. After that, the PBS was rotated to find the orientation where
the light coupled from H-channel was maximum and where it was minimum. The ratio
between the input power and Eve’s power meter was recorded. This process was repeated
for all four channels, then the extinction ratio of Eve receiver could be calculated and it

is showed in Table 5.2. In real eavesdropping, Eve can split the backflash photon into
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four PBS oriented in ‘Max’ angle for each channel to get a real information of where the

photons came from.

Table 5.2: Extinction ratio of loss setup.

Max Min .
Channel Angle(deg) | Power (uW) | Angle(deg) | Power(uW) Ext. Ratio | Loss(%)
H 3 25 91 0.15 166.67 99.60
\Y 94 19.8 1 0.03 660.00 99.85
D 315 20.7 223 1.94 10.67 91.63
A 49 23.5 141 3.69 6.37 85.30

The drastically lower of distinction ratio of D and A polarization was due to the use of
mirror which was essential for the alignment. In real eavesdropping, Eve can replace this
mirror with a tip-tilt piece for a better alignment setup. As the system is not designed
for back propagation, it is expected that the loss is high. Instead of the loss caused by
the crystal polarization selection, another sources of loss can be outlined: the fiber-air
coupling, which has no proper alignment in the opposite way; the output lens, caused
by an unknown diameter beam and the pinhole, by the same reasons as the lens. It is
also expected that the smaller loss is found for A channel, given the geometry of the
crystal. Given the extinction ratios presented, with a better apparatus, an eavesdropper

can distinguish between the polarization states H and V, but not A and D.

5.4.2 Backflash photons time resolution

The previous experiment showed that Eve can distinguish the polarization of the
backflash photon. In real life, Eve’s detection might not solely depend on the backflash.
It can be a result of stray light in the channel, or the reflection of the signal photon
in Bob’s optical components which did not cause a click. The solution for Eve is to
synchronize with Alice and Bob’a signal pulses and activate her detector at a specific
time where she expects the backflash photon to arrive. The synchronization part can
be done by monitoring Alice and Bob signal prior the eavesdropping. The next part, as
shows in Figure 5.17, is to find the delay between Bob’s clicks and backflash arrival at
Eve’s detector.

We simulated Alice’s signal with attenuated laser pulses with width of 3 ns and 200 ns
interval. In principle, Alice followed the same emission setup of the Figure 5.15 with the
addition of a pulse generator model P-400 from Highland Technologies. The light was
sent to the receiver through a 90:10RT BS. The eavesdropping apparatus was kept the
same, but now instead of a power meter, a SPCM unit was used to send an output pulse
heralding its detection. The interval time between the signal produced time sent out to
Bob and the time when Eve SPCM clicked was recorded. Two sets of scenarios of these

interval were analyzed. First, the case where the SPAD, marked as device-under-test
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Figure 5.17: Experimental setup designed to measure the time correlation between back-
flash and reflected photons.
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(DUT), in Bob was not activated. All data in this case were the results of dark count in
Eve’s SPCM, reflection in Bob or stray light in the channel. The second set was with the
DUT activated. Any extra cross clicks out of the first set was the result of the backflash.
This is showed by the histogram in Figure 5.18. Subtracting the delay between Alce’s
signal sent out and Bob’s click we found that the delay between Bob’s click and Eve’s

detection due to the backflash was around 25-30 ns.

Figure 5.18: Histogram of timing resolution of clicks in Bob’s DUT unit for two scenarios:
with DUT On and Off.
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5.4.3 FEavesdropping attack

After verified the ability of Eve to detect and distinguish the backflash signal, this
section will put Eve’s setup in an operational condition of the receiver. With a setup in
Figure 5.19, the experiment was conducted as follows: Alice produces attenuated pulses
with width of 3 ns delayed by 200 ns. These pulses are sent to Bob to simulate the signal
pulse in a regular QKD protocol. The Timetag unit was set to register the time of clicks
of five different DUT’s, four for each channel of Bob and one from Eve. We recorded four

sets of data for each Max angle of Eve’s PBS for each polarization orientation in Bob.

Figure 5.19: Experimental setup to calculate time correlations between clicks on the
DUT’s and SPCM units.
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Eve’s information about H channel acquired from this setup is calculated by setting
Eve’'s PBS to Max angle of H and running the system as stated above. The incidence
number, Fyy' indicates that Eve’s detector clicked within the interval of 25-30 ns after
Bob’s H detector click and no other detector in Bob click within 5 ns of H. We counted this
and the total clicks on Bob’s H detector, By, over 10 seconds. The ratio Ryy = Exn /By
is the probability of Eve to get the right detection for each click in Bob’s H. We repeated
this process with the PBS angle adjusted to Max angle for V. From this measurement,
we get Ryy = Fyyv /By which is the probability of Eve getting a wrong bit value when
H detector in Bob clicked. The extinction ratio for H channel is Ey = gg—g Table 5.3
shows the result for H and V channel. The result in D and A channels are omitted since
they are indistinguishable under this specific setup.

Taking the probability of an APD to produce the backflash from table 5.3, P, = 10.8 %,

the mutual information of Eve to H detection in Bob under this specific setup is Iy =

1Here, E;; represents the number of incidence where the cross-click was a result of detector i in Bob
and j orientation of Eve’s PBS
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Table 5.3: Cross-click rate and extinction ratio of the attack.

Bob’s click
PBS angle(deg) i v
87 (V Max) 3.66E-03 | 5.69E-03
2 (H Max) 5.00E-02 | 1.45E-03
Extinction ratio (Ei) | 13.67347 | 3.928571

Pb(%) = 0.09. Similarly, the mutual information for V is Iy = 0.06. If we assume
that the distribution between the key in each polarization orientation are identical, this

means that Eve knows up to 7.5% of the key in HV basis without inducing any error.

5.4.4 Theory

In this section we will discuss about possible countermeasure to this backflash effect.
By characterizing the SPCM as shown in the previous section, the upper bound of Eve’s
knowledge can be estimated. Let P, be the probability that a click in an APD causes
backflash, n, the transmission efficiency of the APD to the front end of the receiver. This
1y takes into account all built-in loss such as wavelength mismatch between component’s
coating and backflash photon, also any physical countermeasures of Bob such as loss in
optical isolator that might be inserted in the channel.

It is safe to assume the worst case where all photons that left the receiver carry out
the information that allows Eve to fully determine which channel clicked (£;; = 0 for all
i # j). The portion of the key that Eve gains full information is Ppasn, = npF,. This
portion of key can be taken care of as the same fashion as the multi-photon part in the
weak coherent pulse under PNS attack[102]. For example, the key rate equation of BB84

protocol with weak coherent pulse and backflash photon is given as

r= é(l — hE/A) — leakgc), (5.1)

where E is error rate, leakgc is the portion of bits disclosed in the error correction step,

A — Pdetfpmultifpflash
Pdct

of multi-photon pulse generated by Alice, and Py, is the probability of backflash photon

where Py is probability of detection on Bob, P,,.;; is the probability

that left the receiver as discussed previously.

It can be seen that if Py is too high, the system can no longer generate secure key.
This can be solved by characterizing the SPCM and insert an optical isolator with reverse
transmittance 7' < 1 in the front-end of the receiver. It will reduce the value of Pfjqs to
TnsPy. The suitable value of T for each specific SPCM as well as finite key size analysis
for the system with backflash is left for further study.



CHAPTER 5. SILICON AVALANCHE PHOTODETECTOR 85

5.5 Conclusion

This chapter is devoted to experimentally show the existence of an sporadic emission
of photons from SPD devices and to check whether this photons can be used by an
eavesdropper to learn something about the transmission or the key when the devices
are used in quantum key distribution systems. The first sections briefly reviewed the
fundamentals of photodiodes and avalanche photodiodes used in photodetectors. After
that, an analysis of the emission of a silicon avalanche photodetector (APD) working in
active quenching regime was performed. It was showed that the emission is measurable,
as shown in table 5.2 and by the spectrum in Figure 5.14b.

In the sub-sequence sections, the ability of Eve to detect the emitted photon and find
the correlation between those photons and its originated detector in Bob was tested. A
prove-of-concept setup for an attack was demonstrated. We also discussed about the way
to improve that attack scheme. Lastly, we gave a sketch for the treatment of backflash
effect on QKD systems both in theory and physical apparatus. The results have shown
that Eve can get partial information about the photodetectors clicks in HV basis. With
a improved and better alignment setup, or different optical setup, the eavesdropper can
surely get more information. This is a situation one should avoid by using optical filters,

circulators or a monitoring detector in Bob’s input.
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6 CONCLUSION
6.1 Conclusions

The topics covered in this thesis were essentially two-layer QKD as a framework to
increase security to another level and the investigation of the breakdown emission in

photodetection, specially their influence in quantum cryptography.

6.1.1 Two-layer QKD

e New protocols were designed to increase the security of the current QKD protocols

using on two-layer framework and the consolidated two-way QKD.

e A new one-way protocol with time-bin coding is proposed. Using a new quantum
state of light, the security is increased with a mixing of the two states and other

countermeasures.

e A new DQPS QKD is proposed. It has the main features of the original protocol
added the secure advances of the two-layer QKD and also a few other countermea-

sures.

e A new QKD protocol using homodyne detection is also proposed. The homo-
dyne detection is a well-established quantitative method for measuring quadrature-
amplitudes. Using two-layer QKD, improvements to the original protocol were made

and other eavesdropping countermeasures were also added.

6.1.2 Breakdown measurements and quantum cryptography

e Measurements of this phenomenon were performed in two-distinct devices: a pho-
tomultiplier tube and a Silicon APD.

e Using direct time correlation measurement, PMTs demonstrated no emission during
its multiplication process. The reason is based on the internal structure, even if there
are ionization impact, the photons can not surpass the opposite voltage barrier

neither the photocathode layer.

e Several experiments were conducted with Si-APDs. Using direct time correlation
measurement, Si-APDs demonstrated emission during its avalanche process in a
wide spectrum range. The emission is not negligible and has the avalanche current

shape.

e Spectral measurements were also realized in a range from 560 — 980 nm. Based on
the efficiency of the detector and the spectrometer, the highest emission was found

around 900 nm.
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6.2

6.2.1

Regarding quantum cryptography, the question was there all the time: is the break-

down emission a real concern for quantum cryptography? The answer is no.

So far the results found in this work shows low distinguishability between photons

coming from different detectors.

We tested a passive setup designed for small systems (like satellites) with a crystal
inside responsible for passive basis choice. The loss of the backward propagation is

on average 90%.

Given the high loss and the low emission rate, the eavesdropping chance of getting
information performing an attack is around 7.5% for the HV basis. For AD, the

mutual information is null.

Further investigation

Two-layer QKD

As further investigation, two-layer QKD framework can be used for another proto-

cols and implemented.
A full security analysis of each enhanced protocol can be done.

A more sophisticated study of the framework can be realized considering quantum

memories, nondemolition quantum measurements and eavesdropping attacks.

6.2.2 Breakdown measurements and quantum cryptography

The breakdown emission has to be investigated in another devices.
A full spectrum analysis can be done considering a wider spectral range.

An eavesdropping investigation has to be done in another quantum systems, using
another protocols and setups, for instance, the differential phase-shift QKD has a
serious flaw regarding breakdown emission: as its setup is quite simple, a time corre-
lation measurements of this photo emission can increase the chances of information

leakage.

Another attacks can be joined with the “backflash attack”.
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